

    
      
          
            
  
Welcome to Junos PyEZ’s documentation!

Junos PyEZ is a Python library to remotely manage/automate Junos devices
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jnpr.junos
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jnpr.junos.device


	
class jnpr.junos.device.Device(*vargs, **kvargs)

	Bases: jnpr.junos.device._Connection

Junos Device class.


	ON_JUNOS:

	READ-ONLY -
Auto-set to True when this code is running on a Junos device,
vs. running on a local-server remotely connecting to a device.



	auto_probe:

	When non-zero the call to open() will probe for NETCONF
reachability before proceeding with the NETCONF session establishment.
If you want to enable this behavior by default, you could do the
following in your code:

from jnpr.junos import Device

# set all device open to auto-probe with timeout of 10 sec
Device.auto_probe = 10

dev = Device( ... )
dev.open()   # this will probe before attempting NETCONF connect










	
__init__(*vargs, **kvargs)

	Device object constructor.


	Parameters

	
	vargs[0] (str) – host-name or ipaddress.  This is an
alternative for host


	host (str) – REQUIRED host-name or ipaddress of target device, unless sock_fd is provided


	sock_fd (str) – REQUIRED file descriptor of an existing socket instead of providing a host.
Used for outbound ssh.


	user (str) – OPTIONAL login user-name, uses $USER if not provided


	passwd (str) – OPTIONAL if not provided, assumed ssh-keys are enforced


	port (int) – OPTIONAL NETCONF port (defaults to 830)


	gather_facts (bool) – OPTIONAL For ssh mode default is True. In case of console
connection over telnet/serial it defaults to False.
If False and old-style fact gathering is in use then facts are
not gathered on call to open(). This argument is a no-op when
new-style fact gathering is in use (the default.)


	fact_style (str) – OPTIONAL  The style of fact gathering to use. Valid values are:
‘new’, ‘old’, or ‘both’. The default is ‘new’. The value ‘both’ is
only present for debugging purposes. It will be removed in a future
release. The value ‘old’ is only present to workaround bugs in
new-style fact gathering. It will be removed in a future release.


	mode (str) – OPTIONAL  mode, mode for console connection (telnet/serial)


	baud (int) – OPTIONAL  baud, Used during serial console mode, default baud
rate is 9600


	attempts (int) – OPTIONAL  attempts, for console connection. default is 10


	auto_probe (bool) – OPTIONAL  if non-zero then this enables auto_probe at time of
open() and defines the amount of time(sec) for the
probe timeout


	ssh_private_key_file (str) – OPTIONAL The path to the SSH private key file.
This can be used if you need to provide a private key rather than
loading the key into the ssh-key-ring/environment.  if your
ssh-key requires a password, then you must provide it via
passwd


	ssh_config (str) – OPTIONAL The path to the SSH configuration file.
This can be used to load SSH information from a configuration file.
By default ~/.ssh/config is queried.


	normalize (bool) – OPTIONAL default is False.  If True then the
XML returned by execute() will have whitespace normalized


	use_filter (bool) – OPTIONAL To choose between SAX and DOM parsing.
default is False to use DOM.
Select True to use SAX (if SAX input is provided).


	huge_tree (bool) – OPTIONAL parse XML with very deep trees and long text content.
default is False.













	
close()

	Closes the connection to the device only if connected.






	
connected

	




	
open(*vargs, **kvargs)

	Opens a connection to the device using existing login/auth
information.


	Parameters

	
	gather_facts (bool) – If set to True/False will override the device
instance value for only this open process


	auto_probe (bool) – If non-zero then this enables auto_probe and defines the amount
of time/seconds for the probe timeout


	normalize (bool) – If set to True/False will override the device
instance value for only this open process






	Returns Device

	Device instance (self).



	Raises

	
	ProbeError – When auto_probe is True and the probe activity
exceeds the timeout


	ConnectAuthError – When provided authentication credentials fail to login


	ConnectRefusedError – When the device does not have NETCONF enabled


	ConnectTimeoutError – When the the Device.timeout() value is exceeded
during the attempt to connect to the remote device


	ConnectError – When an error, other than the above, occurs.  The
originating Exception is assigned as err._orig
and re-raised to the caller.













	
transform

	
	Returns

	the current RPC XML Transformation.














	
class jnpr.junos.device.DeviceSessionListener(device)

	Bases: ncclient.transport.session.SessionListener

Listens to Session class of Netconf Transport
and detects errors in the transport.


	
__init__(device)

	Initialize self.  See help(type(self)) for accurate signature.






	
callback(root, raw)

	Required by implementation but not used here.






	
errback(ex)

	Called when an error occurs.
Set the device’s connected status to False.
:type ex: Exception












jnpr.junos.exception


	
exception jnpr.junos.exception.CommitError(rsp, cmd=None, errs=None)

	Bases: jnpr.junos.exception.RpcError

Generated in response to a commit-check or a commit action.


	
__init__(rsp, cmd=None, errs=None)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.ConfigLoadError(rsp, cmd=None, errs=None)

	Bases: jnpr.junos.exception.RpcError

Generated in response to a failure when loading a configuration.


	
__init__(rsp, cmd=None, errs=None)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.ConnectAuthError(dev, msg=None)

	Bases: jnpr.junos.exception.ConnectError

Generated if the user-name, password is invalid






	
exception jnpr.junos.exception.ConnectClosedError(dev)

	Bases: jnpr.junos.exception.ConnectError

Generated if connection unexpectedly closed


	
__init__(dev)

	Initialize self.  See help(type(self)) for accurate signature.










	
exception jnpr.junos.exception.ConnectError(dev, msg=None)

	Bases: Exception

Parent class for all connection related exceptions


	
__init__(dev, msg=None)

	Initialize self.  See help(type(self)) for accurate signature.






	
host

	login host name/ipaddr






	
msg

	login SSH port






	
port

	login SSH port






	
user

	login user-name










	
exception jnpr.junos.exception.ConnectNotMasterError(dev, msg=None)

	Bases: jnpr.junos.exception.ConnectError

Generated if the connection is made to a non-master
routing-engine.  This could be a backup RE on an MX
device, or a virtual-chassis member (linecard), for example






	
exception jnpr.junos.exception.ConnectRefusedError(dev, msg=None)

	Bases: jnpr.junos.exception.ConnectError

Generated if the specified host denies the NETCONF; could
be that the services is not enabled, or the host has
too many connections already.






	
exception jnpr.junos.exception.ConnectTimeoutError(dev, msg=None)

	Bases: jnpr.junos.exception.ConnectError

Generated if the NETCONF session fails to connect, could
be due to the fact the device is not ip reachable; bad
ipaddr or just due to routing






	
exception jnpr.junos.exception.ConnectUnknownHostError(dev, msg=None)

	Bases: jnpr.junos.exception.ConnectError

Generated if the specific hostname does not DNS resolve






	
exception jnpr.junos.exception.FactLoopError

	Bases: RuntimeError

Generated when there is a loop in fact gathering.






	
exception jnpr.junos.exception.JSONLoadError(exception, rpc_content)

	Bases: Exception

Generated if json content of rpc reply fails to load


	
__init__(exception, rpc_content)

	Initialize self.  See help(type(self)) for accurate signature.










	
exception jnpr.junos.exception.LockError(rsp)

	Bases: jnpr.junos.exception.RpcError

Generated in response to attempting to take an exclusive
lock on the configuration database.


	
__init__(rsp)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.PermissionError(rsp, cmd=None, errs=None)

	Bases: jnpr.junos.exception.RpcError

Generated in response to invoking an RPC for which the
auth user does not have user-class permissions.

PermissionError.message gives you the specific RPC that cause
the exceptions


	
__init__(rsp, cmd=None, errs=None)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.ProbeError(dev, msg=None)

	Bases: jnpr.junos.exception.ConnectError

Generated if auto_probe is enabled and the probe action fails






	
exception jnpr.junos.exception.RpcError(cmd=None, rsp=None, errs=None, dev=None, timeout=None, re=None)

	Bases: Exception

Parent class for all junos-pyez RPC Exceptions


	
__init__(cmd=None, rsp=None, errs=None, dev=None, timeout=None, re=None)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.RpcTimeoutError(dev, cmd, timeout)

	Bases: jnpr.junos.exception.RpcError

Generated in response to a RPC execution timeout.


	
__init__(dev, cmd, timeout)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.SwRollbackError(rsp, re=None)

	Bases: jnpr.junos.exception.RpcError

Generated in response to a SW rollback error.


	
__init__(rsp, re=None)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on














	
exception jnpr.junos.exception.UnlockError(rsp)

	Bases: jnpr.junos.exception.RpcError

Generated in response to attempting to unlock the
configuration database.


	
__init__(rsp)

	
	Cmd

	is the rpc command



	Rsp

	is the rpc response (after <rpc-reply>)



	Errs

	is a list of dictionaries of extracted <rpc-error> elements.



	Dev

	is the device rpc was executed on



	Timeout

	is the timeout value of the device



	Re

	is the RE or member exception occured on
















jnpr.junos.jxml


	
jnpr.junos.jxml.INSERT(cmd)

	




	
jnpr.junos.jxml.NAME(name)

	




	
jnpr.junos.jxml.cscript_conf(reply)

	




	
jnpr.junos.jxml.remove_namespaces(xml)

	




	
jnpr.junos.jxml.remove_namespaces_and_spaces(xml)

	




	
jnpr.junos.jxml.rpc_error(rpc_xml)

	extract the various bits from an <rpc-error> element
into a dictionary








jnpr.junos.rpcmeta


	
class jnpr.junos.rpcmeta._RpcMetaExec(junos)

	Bases: object


	
__init__(junos)

	~PRIVATE CLASS~
creates an RPC meta-executor object bound to the provided
ez-netconf :junos: object






	
cli(command, format='text', normalize=False)

	




	
get(filter_select=None, ignore_warning=False, **kwargs)

	Retrieve running configuration and device state information using
<get> rpc

dev.rpc.get()
dev.rpc.get(ignore_warning=True)
dev.rpc.get(filter_select='bgp') or dev.rpc.get('bgp')
dev.rpc.get(filter_select='bgp/neighbors')
dev.rpc.get("/bgp/neighbors/neighbor[neighbor-address='10.10.0.1']"
            "/timers/state/hold-time")
dev.rpc.get('mpls', ignore_warning=True)






	Parameters

	
	filter_select (str) – The select attribute will be treated as an XPath expression and
used to filter the returned data.


	ignore_warning – A boolean, string or list of string.
If the value is True, it will ignore all warnings regardless of the
warning message. If the value is a string, it will ignore
warning(s) if the message of each warning matches the string. If
the value is a list of strings, ignore warning(s) if the message of
each warning matches at least one of the strings in the list.

For example:

dev.rpc.get(ignore_warning=True)
dev.rpc.get(ignore_warning='vrrp subsystem not running')
dev.rpc.get(ignore_warning=['vrrp subsystem not running',
                            'statement not found'])






Note

When the value of ignore_warning is a string, or list of strings,
the string is actually used as a case-insensitive regular
expression pattern. If the string contains only alpha-numeric
characters, as shown in the above examples, this results in a
case-insensitive substring match. However, any regular expression
pattern supported by the re library may be used for more
complicated match conditions.










	Returns

	xml object










	
get_config(filter_xml=None, options={}, model=None, namespace=None, remove_ns=True, **kwargs)

	retrieve configuration from the Junos device

dev.rpc.get_config()
dev.rpc.get_config(filter_xml='<system><services/></system>')
dev.rpc.get_config(filter_xml='system/services')
dev.rpc.get_config(
    filter_xml=etree.XML('<system><services/></system>'),
    options={'format': 'json'})
# to fetch junos as well as yang model configs
dev.rpc.get_config(model=True)
# openconfig yang example
dev.rpc.get_config(filter_xml='bgp', model='openconfig')
dev.rpc.get_config(filter_xml='<bgp><neighbors></neighbors></bgp>',
                 model='openconfig')
# custom yang example
dev.rpc.get_config(filter_xml='l2vpn', model='custom',
             namespace="http://yang.juniper.net/customyang/l2vpn")
# ietf yang example
dev.rpc.get_config(filter_xml='interfaces', model='ietf')
# ietf-softwire yang example
dev.rpc.get_config(filter_xml='softwire-config', model='ietf',
                   namespace="urn:ietf:params:xml:ns:yang:ietf-softwire",
                   options={'format': 'json'})






	Filter_xml

	fully XML formatted tag which defines what to retrieve,
when omitted the entire configuration is returned;
the following returns the device host-name configured
with “set system host-name”





config = dev.rpc.get_config(filter_xml=etree.XML('''
    <configuration>
        <system>
            <host-name/>
        </system>
    </configuration>'''))






	Options

	is a dictionary of XML attributes to set within the
<get-configuration> RPC; the following returns the device
host-name either configured with “set system host-name”
and if unconfigured, the value inherited from
apply-group re0|re1, typical for multi-RE systems





config = dev.rpc.get_config(filter_xml=etree.XML('''
             <configuration>
                 <system>
                     <host-name/>
                 </system>
             </configuration>'''),
      options={'database':'committed','inherit':'inherit'})






	Parameters

	
	model (str) – Can provide yang model openconfig/custom/ietf. When
model is True and filter_xml is None, xml is enclosed under
<data> so that we get junos as well as other model
configurations


	namespace (str) – User can have their own defined namespace in the
custom yang models, In such cases they need to provide that
namespace so that it can be used to fetch yang modeled configs


	remove_ns (bool) – remove namespaces, if value assigned is False,
function will return xml with namespaces. The same xml
returned can be loaded back to devices. This comes handy in
case of yang based configs








dev.rpc.get_config(filter_xml='bgp', model='openconfig',
             remove_ns=False)










	
load_config(contents, ignore_warning=False, **options)

	loads :contents: onto the Junos device, does not commit the change.


	Parameters

	ignore_warning – A boolean, string or list of string.
If the value is True, it will ignore all warnings regardless of the
warning message. If the value is a string, it will ignore
warning(s) if the message of each warning matches the string. If
the value is a list of strings, ignore warning(s) if the message of
each warning matches at least one of the strings in the list.

For example:

dev.rpc.load_config(cnf, ignore_warning=True)
dev.rpc.load_config(cnf,
                    ignore_warning='vrrp subsystem not running')
dev.rpc.load_config(cnf,
                    ignore_warning=['vrrp subsystem not running',
                                    'statement not found'])
dev.rpc.load_config(cnf, ignore_warning='statement not found')






Note

When the value of ignore_warning is a string, or list of strings,
the string is actually used as a case-insensitive regular
expression pattern. If the string contains only alpha-numeric
characters, as shown in the above examples, this results in a
case-insensitive substring match. However, any regular expression
pattern supported by the re library may be used for more
complicated match conditions.







	Options

	is a dictionary of XML attributes to set within the
<load-configuration> RPC.





The :contents: are interpreted by the :options: as follows:


	format=’text’ and action=’set’, then :contents: is a string containing

	a series of “set” commands



	format=’text’, then :contents: is a string containing Junos

	configuration in curly-brace/text format



	format=’json’, then :contents: is a string containing Junos

	configuration in json format





url=’path’, then :contents: is a None

<otherwise> :contents: is XML structure















          

      

      

    

  

    
      
          
            
  
jnpr.junos.factory


jnpr.junos.factory.cfgtable


	
class jnpr.junos.factory.cfgtable.CfgTable(dev=None, xml=None, path=None, mode=None)[source]

	Bases: jnpr.junos.factory.table.Table


	
__init__(dev=None, xml=None, path=None, mode=None)[source]

	
	Dev

	Device instance



	Xml

	lxml Element instance



	Path

	file path to XML, to be used rather than :dev:



	Use_filter

	Default usage is SAX parsing, disable this variable to use DOM










	
append()[source]

	It creates lxml nodes with field name as xml tag and its value
given by user as text of xml node. The generated xml nodes are
appended to configuration xml at appropriate hierarchy.


Warning

xml node that are appended cannot be changed later hence
care should be taken to assign correct value to table fields
before calling append.








	
get(*vargs, **kvargs)[source]

	Retrieve configuration data for this table.  By default all child
keys of the table are loaded.  This behavior can be overridden by
with kvargs[‘nameonly’]=True


	Parameters

	
	vargs[0] (str) – identifies a unique item in the table,
same as calling with :kvargs[‘key’]: value


	namesonly (str) – OPTIONAL True/False*, when set to True will cause only the
the name-keys to be retrieved.


	key (str) – OPTIONAL identifies a unique item in the table


	options (dict) – OPTIONAL options to pass to get-configuration.  By default
{‘inherit’: ‘inherit’, ‘groups’: ‘groups’} is sent.













	
get_table_xml()[source]

	It returns lxml object of configuration xml that is generated
from table data (field=value) pairs. To get a valid xml this
method should be used after append() is called.






	
keys_required

	True/False - if this Table requires keys






	
load(**kvargs)[source]

	Load configuration xml having table data (field=value)
in candidate db.
This method should be used after append() is called to
get the desired results.


	Parameters

	
	overwrite (bool) – Determines if the contents completely replace the existing
configuration.  Default is False.


	merge (bool) – If set to True will set the load-config action to merge.
the default load-config action is ‘replace’






	Returns

	Class object.



	Raises

	
	ConfigLoadError:

	When errors detected while loading
configuration. You can use the Exception errs
variable to identify the specific problems



	RuntimeError:

	If field value is set and append() is not
invoked before calling this method, it will
raise an exception with appropriate error
message.














	
required_keys

	return a list of the keys required when invoking :get():
and :get_keys():






	
reset()[source]

	Initialize fields of set table to it’s default value
(if mentioned in Table/View) else set to None.






	
set(**kvargs)[source]

	Load configuration data in running db.
It performs following operation in sequence.


	lock(): Locks candidate configuration db.


	load(): Load structured configuration xml in candidate db.


	commit(): Commit configuration to runnning db.


	unlock(): Unlock candidate db.




This method should be used after append() is called to
get the desired results.


	Parameters

	
	overwrite (bool) – Determines if the contents completely replace the existing
configuration.  Default is False.


	merge (bool) – If set to True will set the load-config action to merge.
the default load-config action is ‘replace’


	comment (str) – If provided logs this comment with the commit.


	confirm (int) – If provided activates confirm safeguard with
provided value as timeout (minutes).


	timeout (int) – If provided the command will wait for completion
using the provided value as timeout (seconds).
By default the device timeout is used.


	sync (bool) – On dual control plane systems, requests that
the candidate configuration on one control plane
be copied to the other control plane, checked for
correct syntax, and committed on both Routing
Engines.


	force_sync (bool) – On dual control plane systems, forces the
candidate configuration on one control plane
to be copied to the other control plane.


	full (bool) – When true requires all the daemons to check and
evaluate the new configuration.


	detail (bool) – When true return commit detail as XML






	Returns

	Class object:



	Raises

	
	ConfigLoadError:

	When errors detected while loading
configuration. You can use the Exception errs
variable to identify the specific problems



	CommitError:

	When errors detected in candidate configuration.
You can use the Exception errs variable
to identify the specific problems



	RuntimeError:

	If field value is set and append() is not
invoked before calling this method, it will
raise an exception with appropriate error
message.










Warning

If the function does not receive a reply prior to the timeout
a RpcTimeoutError will be raised.  It is possible the commit
was successful.  Manual verification may be required.














jnpr.junos.factory.factory_cls


	
jnpr.junos.factory.factory_cls.FactoryCMDChildTable(title=None, regex=None, key='name', delimiter=None, table_name=None, view=None, key_items=None, item=None, eval=None)[source]

	




	
jnpr.junos.factory.factory_cls.FactoryCMDTable(cmd, args=None, item=None, key_items=None, key='name', view=None, table_name=None, title=None, delimiter=None, eval=None, platform='juniper_junos', use_textfsm=False, **kwargs)[source]

	




	
jnpr.junos.factory.factory_cls.FactoryCMDView(fields, **kvargs)[source]

	
	Fields

	dictionary of fields, structure of which is ~internal~ and should
not be defined explicitly. use the RunstatMaker.Fields() mechanism to
create theserather than hardcoding the dictionary structures;
since they might change over time.



	Kvargs

	‘view_name’ to name the class.  this could be useful for debug
or eventual callback mechanisms.

‘groups’ is a dict of name/xpath assocaited to fields
this technique would be used to extract fields from
node-set elements like port <if-device-flags>.

‘extends’ names the base View class to extend.  using this
technique you can add to existing defined Views.










	
jnpr.junos.factory.factory_cls.FactoryCfgTable(table_name=None, data_dict={})[source]

	




	
jnpr.junos.factory.factory_cls.FactoryOpTable(cmd, args=None, args_key=None, item=None, key='name', view=None, table_name=None, use_filter=True)[source]

	




	
jnpr.junos.factory.factory_cls.FactoryTable(item, key='name', view=None, table_name=None, use_filter=True)[source]

	




	
jnpr.junos.factory.factory_cls.FactoryView(fields, **kvargs)[source]

	
	Fields

	dictionary of fields, structure of which is ~internal~ and should
not be defined explicitly. use the RunstatMaker.Fields() mechanism to
create theserather than hardcoding the dictionary structures;
since they might change over time.



	Kvargs

	‘view_name’ to name the class.  this could be useful for debug
or eventual callback mechanisms.

‘groups’ is a dict of name/xpath assocaited to fields
this technique would be used to extract fields from
node-set elements like port <if-device-flags>.

‘extends’ names the base View class to extend.  using this
technique you can add to existing defined Views.












jnpr.junos.factory.factory_loader

This file contains the FactoryLoader class that is used to dynamically
create Runstat Table and View objects from a <dict> of data.  The <dict> can
originate from any kind of source: YAML, JSON, program.  For examples of YAML
refer to the .yml files in this jnpr.junos.op directory.


	
class jnpr.junos.factory.factory_loader.FactoryLoader[source]

	Bases: object

Used to load a <dict> of data that contains Table and View definitions.

The primary method is :load(): which will return a <dict> of item-name and
item-class definitions.

If you want to import these definitions directly into your namespace,
(like a module) you would do the following:


loader = FactoryLoader()
catalog = loader.load( <catalog_dict> )
globals().update( catalog )




If you did not want to do this, you can access the items as the catalog.
For example, if your <catalog_dict> contained a Table called MyTable, then
you could do something like:


MyTable = catalog[‘MyTable’]
table = MyTable(dev)
table.get()
…





	
__init__()[source]

	Initialize self.  See help(type(self)) for accurate signature.






	
load(catalog_dict, envrion={})[source]

	










jnpr.junos.factory.optable


	
class jnpr.junos.factory.optable.OpTable(dev=None, xml=None, path=None, use_filter=True)[source]

	Bases: jnpr.junos.factory.table.Table


	
get(*vargs, **kvargs)[source]

	Retrieve the XML table data from the Device instance and
returns back the Table instance - for call-chaining purposes.

If the Table was created with a :path: rather than a Device,
then this method will load the XML from that file.  In this
case, the *vargs, and **kvargs are not used.

ALIAS: __call__


	Vargs

	[0] is the table :arg_key: value.  This is used so that
the caller can retrieve just one item from the table without
having to know the Junos RPC argument.



	Kvargs

	these are the name/value pairs relating to the specific Junos
XML command attached to the table.  For example, if the RPC
is ‘get-route-information’, there are parameters such as
‘table’ and ‘destination’.  Any valid RPC argument can be
passed to :kvargs: to further filter the results of the :get():
operation.  neato!






	NOTES:

	If you need to create a ‘stub’ for unit-testing
purposes, you want to create a subclass of your table and
overload this methods.














	
jnpr.junos.factory.optable.generate_sax_parser_input(obj)[source]

	Used to generate xml object from Table/view to be used in SAX parsing
Args:
obj: self object which contains table/view details

Returns: lxml etree object to be used as sax parser input








jnpr.junos.factory.table


	
class jnpr.junos.factory.table.Table(dev=None, xml=None, path=None, use_filter=True)[source]

	Bases: object


	
D

	the Device instance






	
ITEM_NAME_XPATH = 'name'

	




	
ITEM_XPATH = None

	




	
RPC

	the Device.rpc instance






	
USE_FILTER = None

	




	
VIEW = None

	




	
__init__(dev=None, xml=None, path=None, use_filter=True)[source]

	
	Dev

	Device instance



	Xml

	lxml Element instance



	Path

	file path to XML, to be used rather than :dev:



	Use_filter

	Default usage is SAX parsing, disable this variable to use DOM










	
get(*vargs, **kvargs)[source]

	




	
hostname

	




	
is_container

	True if this table does not have records, but is a container of fields
False otherwise






	
items()[source]

	returns list of tuple(name,values) for each table entry






	
key_list

	the list of keys, as property for caching






	
keys()[source]

	




	
savexml(path, hostname=False, timestamp=False, append=None)[source]

	Save a copy of the table XML data to a local file.  The name of the
output file (:path:) can include the name of the Device host, the
timestamp of this action, as well as any user-defined appended value.
These ‘add-ons’ will be added to the :path: value prior to the file
extension in the order (hostname,timestamp,append), separated by
underscore (_).

For example, if both hostname=True and append=’BAZ1’, then when
:path: = ‘/var/tmp/foo.xml’ and the Device.hostname is “srx123”, the
final file-path will be “/var/tmp/foo_srx123_BAZ1.xml”


	Path

	file-path to write the XML file on the local filesystem



	Hostname

	if True, will append the hostname to the :path:



	Timestamp

	
	if True, will append the timestamp to the :path: using the default

	timestamp format



	if <str> the timestamp will use the value as the timestamp format as

	defied by strftime()







	Append

	any <str> value that you’d like appended to the :path: value
preceding the filename extension.










	
to_json()[source]

	
	Returns

	JSON encoded string of entire Table contents










	
values()[source]

	returns list of table entry items()






	
view

	returns the current view assigned to this table












jnpr.junos.factory.view


	
class jnpr.junos.factory.view.View(table, view_xml)[source]

	Bases: object

View is the base-class that makes extracting values from XML
data appear as objects with attributes.


	
D

	return the Device instance for this View






	
EVAL = {}

	




	
FIELDS = {}

	




	
GROUPS = None

	




	
ITEM_NAME_XPATH = 'name'

	




	
T

	return the Table instance for the View






	
__init__(table, view_xml)[source]

	
	Table

	instance of the RunstatTable



	View_xml

	this should be an lxml etree Elemenet object.  This
constructor also accepts a list with a single item/XML










	
asview(view_cls)[source]

	create a new View object for this item






	
items()[source]

	list of tuple(key,value)






	
key

	return the name of view item






	
keys()[source]

	list of view keys, i.e. field names






	
name

	return the name of view item






	
refresh()[source]

	~~~ EXPERIMENTAL ~~~
refresh the data from the Junos device.  this only works if the table
provides an “args_key”, does not update the original table, just this
specific view/item






	
to_json()[source]

	
	Returns

	JSON encoded string of entire View contents










	
updater(fields=True, groups=False, all=True, **kvargs)[source]

	provide the ability for subclassing objects to extend the
definitions of the fields.  this is implemented as a
context manager with the form called from the subclass
constructor:



	with self.extend() as more:

	more.fields = <dict>
more.groups = <dict>   # optional













	
values()[source]

	list of view values






	
xml

	returns the XML associated to the item












jnpr.junos.factory.viewfields


	
class jnpr.junos.factory.viewfields.ViewFields[source]

	Bases: object

Used to dynamically create a field dictionary used with the
RunstatView class


	
__init__()[source]

	Initialize self.  See help(type(self)) for accurate signature.






	
astype(name, xpath=None, astype=<class 'int'>, **kvargs)[source]

	field string value will be passed to function :astype:

This is typically used to do simple type conversions,
but also works really well if you set :astype: to
a function that does a basic converstion like look
at the value and change it to a True/False.  For
example:


astype=lambda x: True if x == ‘enabled’ else False









	
end

	




	
flag(name, xpath=None, **kvargs)[source]

	field is a flag, results in True/False if the xpath element exists or
not. Model this as a boolean type <bool>






	
group(name, xpath=None, **kvargs)[source]

	field is an apply group, results in value of group attr if the xpath
element has the associated group attribute.






	
int(name, xpath=None, **kvargs)[source]

	field is an integer






	
str(name, xpath=None, **kvargs)[source]

	field is a string






	
table(name, table)[source]

	field is a RunstatTable












Module contents


	
jnpr.junos.factory.loadyaml(path)[source]

	Load a YAML file at :path: that contains Table and View definitions.
Returns a <dict> of item-name anditem-class definition.

If you want to import these definitions directly into your namespace,
(like a module) you would do the following:


globals().update( loadyaml( <path-to-yaml-file> ))




If you did not want to do this, you can access the items as the <dict>.
For example, if your YAML file contained a Table called MyTable, then
you could do something like:


catalog = loadyaml( <path-to-yaml-file> )
MyTable = catalog[‘MyTable’]

table = MyTable(dev)
table.get()
…









	
class jnpr.junos.factory.FactoryLoader[source]

	Bases: object

Used to load a <dict> of data that contains Table and View definitions.

The primary method is :load(): which will return a <dict> of item-name and
item-class definitions.

If you want to import these definitions directly into your namespace,
(like a module) you would do the following:


loader = FactoryLoader()
catalog = loader.load( <catalog_dict> )
globals().update( catalog )




If you did not want to do this, you can access the items as the catalog.
For example, if your <catalog_dict> contained a Table called MyTable, then
you could do something like:


MyTable = catalog[‘MyTable’]
table = MyTable(dev)
table.get()
…





	
__init__()[source]

	Initialize self.  See help(type(self)) for accurate signature.






	
load(catalog_dict, envrion={})[source]

	













          

      

      

    

  

    
      
          
            
  
jnpr.junos.facts

A dictionary-like object of read-only facts about the Junos device.

These facts are accessed as the facts attribute of a Device object
instance. For example, if dev is an instance of a Device object,
the hostname of the device can be accessed with:

dev.facts['hostname']





Force a refresh of all facts with:

dev.facts_refresh()





Force a refresh of a single fact with:

dev.facts_refresh(keys='hostname')





Force a refresh of a set of facts with:

dev.facts_refresh(keys=('hostname','domain','fqdn'))






	NOTE: The dictionary key for each available fact is guaranteed to exist. If

	there is a problem gathering the value of a specific fact/key, or if
the fact is not supported on a given platform, then the fact/key will
have the value None (the None object, not a string.)

Accessing a dictionary key which does not correspond to an available fact
will raise a KeyError (the same behavior as accessing a non-existent key
of a normal dict.)





The following dictionary keys represent the available facts and their meaning:


	2RE

	A boolean indicating if the device has more than one Routing Engine installed.



	_iri_hostname

	A dictionary keyed by internal routing instance ip addresses. The value of each key is the internal routing instance hostname for the ip



	_iri_ip

	A dictionary keyed by internal routing instance hostnames. The value of each key is the internal routing instance ip for the hostname



	_is_linux

	A boolean indicating if the device is running linuxkernel.



	current_re

	A list of internal routing instance hostnames for the current RE. These hostnames identify things like the RE’s slot (‘re0’ or ‘re1’), the RE’s mastership state (‘master’ or ‘backup’), and node in a VC (‘member0’ or ‘member1’)



	domain

	The domain name configured at the [edit system domain-name] configuration hierarchy.



	fqdn

	The device’s hostname + domain



	HOME

	A string indicating the home directory of the current user.



	hostname

	A string containing the hostname of the current Routing Engine.



	hostname_info

	A dictionary keyed on Routing Engine name. The value of each key is the hostname of the Routing Engine.



	ifd_style

	The type of physical interface (ifd) supported by the device. Choices are ‘CLASSIC’ or ‘SWITCH’.



	junos_info

	A two-level dictionary providing Junos software version information for each RE in the system. The first-level key is the name of the RE. The second level key is ‘text’ for the version as a string and ‘object’ for the version as a version_info object.



	master

	On a single chassis/node system, a string value of ‘RE0’ or ‘RE1’ indicating which RE is master. On a multi-chassis or multi-node system, the value is a list of these strings indicating whether RE0 or RE1 is master. There is one entry in the list for each chassis/node in the system.



	model

	An uppercase string containing the model of the chassis in which the current Routing Engine resides.



	model_info

	A dictionary keyed on Routing Engine name. The value of each key is an uppercase string containing the model of the chassis in which the Routing Engine resides.



	personality

	A string which is generally based on the platform and indicates the behavior of the device.



	RE0

	A dictionary with information about RE0 (if present). The keys of the dictionary are: mastership_state, status, model, up_time, and last_reboot_reason.



	RE1

	A dictionary with information about RE1 (if present). The keys of the dictionary are: mastership_state, status, model, up_time, and last_reboot_reason.



	RE_hw_mi

	(Routing Engine hardware multi-instance) A boolean indicating if this is a multi-chassis system.



	re_info

	A three-level dictionary with information about the Routing Engines in the device. The first-level key is the chassis or node name. The second-level key is the slot number, the third-level keys are: mastership_state, status, model, and last_reboot_reason. A first-level key with a value of ‘default’ will always be present and represents the first chassis/node of the system (Note: the first chasis/node of the system is not necessarily the ‘master’ node in a VC.) A second-level key with a value of ‘default’ will always be present for the default chassis/node and represents the first Routing Engine on the first node/chassis. (Note: the first RE of a chassis/node is not necessarily the ‘master’ RE of the chassis/node. See the RE_master fact for info on the ‘master’ RE of each chassis/node.)



	re_master

	A dictionary indicating which RE slot is master for each chassis/node in the system. The dictionary key is the chassis or node name. A key with a value of ‘default’ will always be present and represents the first node/chassis of the system. (Note: the first chassis/node of the system is not necessarily the ‘master’ node in a VC. See the vc_master fact to determine which chassis/node is the master of a VC.)



	serialnumber

	A string containing the serial number of the device’s chassis. If there is no chassis serial number, the serial number of the backplane or midplane is returned.



	srx_cluster

	A boolean indicating if the device is part of an SRX cluster.



	srx_cluster_id

	A string containing the configured cluster id



	srx_cluster_redundancy_group

	A multi-level dictionary of information about the SRX cluster redundancy groups on the device. The first-level key is the redundancy group id. The second-level keys are: cluster_id, failover_count, node0, and node1. The node0 and node1 keys have third-level keys of priority, preempt, status, and failover_mode. The values for this fact correspond to the values of the ‘show chassis cluster status’ CLI command.



	switch_style

	A string which indicates the Ethernet switching syntax style supported by the device. Possible values are: ‘BRIDGE_DOMAIN’, ‘VLAN’, ‘VLAN_L2NG’, or ‘NONE’.



	vc_capable

	A boolean indicating if the device is currently configured in a virtual chassis. In spite of the name, this fact does NOT indicate whether or not the device is CAPABLE of joining a VC.



	vc_fabric

	A boolean indicating if the device is currently in fabric mode.



	vc_master

	A string indicating the chassis/node which is currently the master of the VC.



	vc_mode

	A string indicating the current virtual chassis mode of the device.



	version

	A string containing the Junos version of the current Routing Engine.



	version_info

	The Junos version of the current Routing Engine as a version_info object.



	version_RE0

	A string containing the Junos version of the RE in slot 0. (Assuming the system contains an RE0.)



	version_RE1

	A string containing the Junos version of the RE in slot 1. (Assuming the system contains an RE1)



	virtual

	A boolean indicating if the device is virtual.









          

      

      

    

  

    
      
          
            
  
jnpr.junos.utils


jnpr.junos.utils.config


	
class jnpr.junos.utils.config.Config(dev, mode=None, **kwargs)

	Bases: jnpr.junos.utils.util.Util

Overview of Configuration Utilities.


	commit(): commit changes


	commit_check(): perform the commit check operation


	diff(): return the diff string between running and candidate config


	load(): load changes into the candidate config


	lock(): take an exclusive lock on the candidate config


	pdiff(): prints the diff string (debug/helper)


	rescue(): controls “rescue configuration”


	rollback(): perform the load rollback command


	unlock(): release the exclusive lock





	
__init__(dev, mode=None, **kwargs)

	
	Parameters

	
	mode (str) – 
	Can be used only when creating Config object using

	context manager






	”private” - Work in private database


	”dynamic” - Work in dynamic database


	”batch” - Work in batch database


	”exclusive” - Work with Locking the candidate configuration


	”ephemeral” - Work in default/specified ephemeral instance







	ephemeral_instance (str) – ephemeral instance name








# mode can be private/dynamic/exclusive/batch/ephemeral
with Config(dev, mode='exclusive') as cu:
    cu.load('set system services netconf traceoptions file xyz',
            format='set')
    print cu.diff()
    cu.commit()






Warning

Ephemeral databases are an advanced Junos feature which
if used incorrectly can have serious negative impact on the operation
of the Junos device. We recommend you consult JTAC and/or you Juniper
account team before deploying the ephemeral database feature in your
network.








	
commit(**kvargs)

	Commit a configuration.


	Parameters

	
	comment (str) – If provided logs this comment with the commit.


	confirm (int) – If provided activates confirm safeguard with
provided value as timeout (minutes).


	timeout (int) – If provided the command will wait for completion
using the provided value as timeout (seconds).
By default the device timeout is used.


	sync (bool) – On dual control plane systems, requests that
the candidate configuration on one control plane be
copied to the other control plane, checked for
correct syntax, and committed on both Routing
Engines.


	force_sync (bool) – On dual control plane systems, forces the
candidate configuration on one control plane to
be copied to the other control plane.


	full (bool) – When true requires all the daemons to check and
evaluate the new configuration.


	detail (bool) – When true return commit detail as XML


	ignore_warning – A boolean, string or list of string.
If the value is True, it will ignore all warnings regardless of the
warning message. If the value is a string, it will ignore
warning(s) if the message of each warning matches the string. If
the value is a list of strings, ignore warning(s) if the message of
each warning matches at least one of the strings in the list.

For example:

cu.commit(ignore_warning=True)
cu.commit(ignore_warning='Advertisement-interval is '
                         'less than four times')
cu.commit(ignore_warning=['Advertisement-interval is '
                          'less than four times',
                          'Chassis configuration for network '
                          'services has been changed.'])






Note

When the value of ignore_warning is a string, or list of strings,
the string is actually used as a case-insensitive regular
expression pattern. If the string contains only alpha-numeric
characters, as shown in the above examples, this results in a
case-insensitive substring match. However, any regular expression
pattern supported by the re library may be used for more
complicated match conditions.










	Returns

	
	True when successful


	Commit detail XML (when detail is True)








	Raises

	CommitError – When errors detected in candidate configuration.
You can use the Exception errs variable
to identify the specific problems






Warning

If the function does not receive a reply prior to the timeout
a RpcTimeoutError will be raised.  It is possible the commit
was successful.  Manual verification may be required.








	
commit_check(**kvargs)

	Perform a commit check.  If the commit check passes, this function
will return True.  If the commit-check results in warnings, they
are reported and available in the Exception errs.


	Parameters

	timeout (int) – If provided the command will wait for completion
using the provided value as timeout (seconds).



	Returns

	True if commit-check is successful (no errors)



	Raises

	
	CommitError – When errors detected in candidate configuration.
You can use the Exception errs variable
to identify the specific problems


	RpcError – When underlying ncclient has an error













	
diff(rb_id=0, ignore_warning=False, use_fast_diff=False)

	Retrieve a diff (patch-format) report of the candidate config against
either the current active config, or a different rollback.


	Parameters

	
	rb_id (int) – rollback id [0..49]


	ignore_warning (bool) – Ignore any rpc-error with severity warning


	use_fast_diff (bool) – equivalent to “show | compare use-fast-diff”






	Returns

	
	None if there is no difference


	ascii-text (str) if there is a difference















	
load(*vargs, **kvargs)

	Loads changes into the candidate configuration.  Changes can be
in the form of strings (text,set,xml, json), XML objects, and files.
Files can be either static snippets of configuration or Jinja2
templates.  When using Jinja2 Templates, this method will render
variables into the templates and then load the resulting change;
i.e. “template building”.


	Parameters

	
	vargs[0] (object) – The content to load.  If the contents is a string, the framework
will attempt to automatically determine the format.  If it is
unable to determine the format then you must specify the
format parameter.  If the content is an XML object, then
this method assumes you’ve structured it correctly;
and if not an Exception will be raised.


	path (str) – Path to file of configuration on the local server.
The path extension will be used to determine the format of
the contents:


	”conf”,”text”,”txt” is curly-text-style


	”set” - ascii-text, set-style


	”xml” - ascii-text, XML


	”json” - ascii-text, json





Note

The format can specifically set using format.






	format (str) – Determines the format of the contents.
Supported options - text, set, xml, json

If not provided, internally application will try to find out the format




	overwrite (bool) – Determines if the contents completely replace the existing
configuration.  Default is False.


Note

This option cannot be used if format is “set”.






	merge (bool) – If set to True will set the load-config action to merge.
the default load-config action is ‘replace’


	update (bool) – If set to True Compare a complete loaded configuration against
the candidate configuration. For each hierarchy level or
configuration object that is different in the two configurations,
the version in the loaded configuration replaces the version in the
candidate configuration. When the configuration is later committed,
only system processes that are affected by the changed configuration
elements parse the new configuration.


Note

This option cannot be used if format is “set”.






	patch (bool) – If set to True will set the load-config action to load patch.


	template_path (str) – Similar to the path parameter, but this indicates that
the file contents are Jinja2 format and will require
template-rendering.


Note

This parameter is used in conjunction with
template_vars. The template filename extension will
be used to determine the format-style of the contents,
or you can override using format.






	template (jinja2.Template) – A Jinja2 Template object.  Same description as template_path,
except this option you provide the actual Template, rather than
a path to the template file.


	template_vars (dict) – Used in conjunction with the other template options.  This parameter
contains a dictionary of variables to render into the template.


	ignore_warning – A boolean, string or list of string.
If the value is True, it will ignore all warnings regardless of the
warning message. If the value is a string, it will ignore
warning(s) if the message of each warning matches the string. If
the value is a list of strings, ignore warning(s) if the message of
each warning matches at least one of the strings in the list.

For example:

cu.load(cnf, ignore_warning=True)
cu.load(cnf, ignore_warning='statement not found')
cu.load(cnf, ignore_warning=['statement not found',
                             'statement has no contents; ignored')






Note

When the value of ignore_warning is a string, or list of strings,
the string is actually used as a case-insensitive regular
expression pattern. If the string contains only alpha-numeric
characters, as shown in the above examples, this results in a
case-insensitive substring match. However, any regular expression
pattern supported by the re library may be used for more
complicated match conditions.






	url (str) – Specify the full pathname of the file that contains the configuration
data to load. The value can be a local file path, an FTP location, or
a Hypertext Transfer Protocol (HTTP).
Refer Doc page [https://www.juniper.net/documentation/en_US/junos/topics/reference/tag-summary/junos-xml-protocol-load-configuration.html]
for more details.

For example:

cu.load(url="/var/home/user/golden.conf")
cu.load(url="ftp://username@ftp.hostname.net/filename")
cu.load(url="http://username:password@hostname/path/filename")
cu.load(url="/var/home/user/golden.conf", overwrite=True)












	Returns

	RPC-reply as XML object.



	Raises

	ConfigLoadError: When errors detected while loading candidate
configuration. You can use the Exception
errs variable  to identify the specific
problems.










	
lock()

	Attempts an exclusive lock on the candidate configuration.  This
is a non-blocking call.


	Returns

	True always when successful



	Raises

	LockError – When the lock cannot be obtained










	
pdiff(rb_id=0, ignore_warning=False, use_fast_diff=False)

	Helper method that calls print on the diff (patch-format) between
the current candidate and the provided rollback.


	Parameters

	
	rb_id (int) – the rollback id value [0-49]


	ignore_warning (bool) – Ignore any rpc-error with severity warning


	use_fast_diff (bool) – equivalent to “show | compare use-fast-diff”






	Returns

	None










	
rescue(action, format='text')

	Perform action on the “rescue configuration”.


	Parameters

	
	action (str) – identifies the action as follows:


	”get” - retrieves/returns the rescue configuration via format


	”save” - saves current configuration as rescue


	”delete” - removes the rescue configuration


	”reload” - loads the rescue config as candidate (no-commit)







	format (str) – 
	identifies the return format when action is

	”get”:






	”text” (default) - ascii-text format


	”xml” - as XML object











	Returns

	
	When action is ‘get’, then the contents of the rescue
configuration is returned in the specified format.  If there
is no rescue configuration saved, then the return value is
None.


	True when action is “save”.


	True when action is “delete”.





Note

True regardless if a rescue configuration exists.




	When action is ‘reload’, return is True if a rescue
configuration exists, and False otherwise.





Note

The rescue configuration is only loaded as the candidate,
and not committed.  You must commit to make the rescue
configuration active.







	Raises

	ValueError – If action is not one of the above










	
rollback(rb_id=0)

	Rollback the candidate config to either the last active or
a specific rollback number.


	Parameters

	rb_id (int) – The rollback id value [0-49], defaults to 0.



	Returns

	True always when successful



	Raises

	ValueError – When invalid rollback id is given










	
unlock()

	Unlocks the candidate configuration.


	Returns

	True always when successful



	Raises

	UnlockError – If you attempt to unlock a configuration
when you do not own the lock
















jnpr.junos.utils.fs


	
class jnpr.junos.utils.fs.FS(dev)

	Bases: jnpr.junos.utils.util.Util

Filesystem (FS) utilities:


	cat(): show the contents of a file


	checksum(): calculate file checksum (md5,sha256,sha1)


	cp(): local file copy (not scp)


	cwd(): change working directory


	ls(): return file/dir listing


	mkdir(): create a directory


	pwd(): get working directory


	mv(): local file rename


	rm(): local file delete


	rmdir(): remove a directory


	stat(): return file/dir information


	storage_usage(): return storage usage


	directory_usage(): return directory usage


	storage_cleanup(): perform storage storage_cleanup


	
	storage_cleanup_check(): returns a list of files which will be

	removed at cleanup







	symlink(): create a symlink


	tgz(): tar+gzip a directory





	
cat(path)

	Returns the contents of the file path.


	Parameters

	path (str) – File-path



	Returns

	contents of the file (str) or None if file does not exist










	
checksum(path, calc='md5')

	Performs the checksum command on the given file path using the
required calculation method and returns the string value.
If the path is not found on the device, then None is returned.


	Parameters

	
	path (str) – file-path on local device


	calc (str) – checksum calculation method:


	”md5”


	”sha256”


	”sha1”











	Returns

	checksum value (str) or None if file not found










	
cp(from_path, to_path)

	Perform a local file copy where from_path and to_path can be
any valid Junos path argument.  Refer to the Junos “file copy” command
documentation for details.


	Parameters

	
	from_path (str) – source file-path


	to_path (str) – destination file-path









	Returns

	True if OK, False if file does not exist.










	
cwd(path)

	Change working directory to path.


	Parameters

	path (str) – path to working directory










	
directory_usage(path='.', depth=0)

	Returns the directory usage, similar to the unix “du” command.


	Returns

	dict of directory usage, including subdirectories
if depth > 0










	
ls(path='.', brief=False, followlink=True)

	File listing, returns a dict of file information.  If the
path is a symlink, then by default followlink will
recursively call this method to obtain the symlink specific
information.


	Parameters

	
	path (str) – file-path on local device. defaults to current
working directory


	brief (bool) – when True brief amount of data


	followlink (bool) – when True (default) this method will recursively
follow the directory symlinks to gather data






	Returns

	dict collection of file information or None
if path is not found










	
mkdir(path)

	Executes the ‘mkdir -p’ command on path.


Warning

REQUIRES SHELL PRIVILEGES




	Returns

	True if OK, error-message (str) otherwise










	
mv(from_path, to_path)

	Perform a local file rename function, same as “file rename” Junos CLI.


	Returns

	True if OK, False if file does not exist.










	
pwd()

	
	Returns

	The current working directory path (str)










	
rm(path)

	Performs a local file delete action, per Junos CLI command
“file delete”.


	Returns

	True when successful, False otherwise.










	
rmdir(path)

	Executes the ‘rmdir’ command on path.


Warning

REQUIRES SHELL PRIVILEGES




	Parameters

	path (str) – file-path to directory



	Returns

	True if OK, error-message (str) otherwise










	
stat(path)

	Returns a dictionary of status information on the path, or None
if the path does not exist.


	Parameters

	path (str) – file-path on local device



	Returns

	status information on the file



	Return type

	dict










	
storage_cleanup()

	Perform the ‘request system storage cleanup’ command to remove
files from the filesystem.  Return a dict of file name/info
on the files that were removed.


	Returns

	dict on files that were removed










	
storage_cleanup_check()

	Perform the ‘request system storage cleanup dry-run’ command
to return a dict of files/info that would be removed if
the cleanup command was executed.


	Returns

	dict of files that would be removed (dry-run)










	
storage_usage()

	Returns the storage usage, similar to the unix “df” command.


	Returns

	dict of storage usage










	
symlink(from_path, to_path)

	Executes the ‘ln -sf from_path to_path’ command.


Warning

REQUIRES SHELL PRIVILEGES




	Returns

	True if OK, or error-message (str) otherwise










	
tgz(from_path, tgz_path)

	Create a file called tgz_path that is the tar-gzip of the given
directory specified from_path.


	Parameters

	
	from_path (str) – file-path to directory of files


	tgz_path (str) – file-path name of tgz file to create






	Returns

	True if OK, error-msg (str) otherwise
















jnpr.junos.utils.scp


	
class jnpr.junos.utils.scp.SCP(junos, **scpargs)

	Bases: object

The SCP utility is used to conjunction with jnpr.junos.utils.sw.SW
when transferring the Junos image to the device.  The SCP can be
used for other secure-copy use-cases as well; it is implemented to support
the python context-manager pattern.  For example:

from jnpr.junos.utils.scp import SCP

with SCP(dev, progress=True) as scp:
    scp.put(package, remote_path)






	
__init__(junos, **scpargs)

	Constructor that wraps paramiko and scp objects.


	Parameters

	
	junos (Device) – the Device object


	scpargs (kvargs) – any additional args to be passed to paramiko SCP













	
close()

	Closes the ssh/scp connection to the device






	
open(**scpargs)

	Creates an instance of the scp object and return to caller for use.


Note

This method uses the same username/password authentication
credentials as used by jnpr.junos.device.Device.
It can also use ssh_private_key_file option if provided
to the jnpr.junos.device.Device




	Returns

	SCPClient object
















jnpr.junos.utils.start_shell


	
class jnpr.junos.utils.start_shell.StartShell(nc, timeout=30)

	Bases: object

Junos shell execution utility.  This utility is written to
support the “context manager” design pattern.  For example:

def _ssh_exec(self, command):
    with StartShell(self._dev) as sh:
        got = sh.run(command)
    return got






	
__init__(nc, timeout=30)

	Utility Constructor


	Parameters

	
	nc (Device) – The Device object


	timeout (int) – Timeout value in seconds to wait for expected string/pattern.













	
close()

	Close the SSH client channel






	
open()

	Open an ssh-client connection and issue the ‘start shell’ command to
drop into the Junos shell (csh).  This process opens a
paramiko.SSHClient instance.






	
run(command, this='(%|#|\\$)\\s', timeout=0)

	Run a shell command and wait for the response.  The return is a
tuple. The first item is True/False if exit-code is 0.  The second
item is the output of the command.


	Parameters

	
	command (str) – the shell command to execute


	this (str) – the expected shell-prompt to wait for. If this is
set to None, function will wait for all the output on the shell till
timeout value.


	timeout (int) – Timeout value in seconds to wait for expected string/pattern (this).
If not specified defaults to self.timeout. This timeout is specific
to individual run call. If this is provided with None value,
function will wait till timeout value to grab all the content from
command output.






	Returns

	(last_ok, result of the executed shell command (str) )





with StartShell(dev) as ss:
    print ss.run('cprod -A fpc0 -c "show version"', timeout=10)






Note

as a side-effect this method will set the self.last_ok
property.  This property is set to True if $? is
“0”; indicating the last shell command was successful else
False. If this is set to None, last_ok will be set to
True if there is any content in result of the executed shell
command.








	
send(data)

	Send the command data followed by a newline character.


	Parameters

	data (str) – the data to write out onto the shell.



	Returns

	result of SSH channel send










	
wait_for(this='(%|#|\\$)\\s', timeout=0)

	Wait for the result of the command, expecting this prompt.


	Parameters

	
	this (str) – expected string/pattern.


	timeout (int) – Timeout value in seconds to wait for expected string/pattern.
If not specified defaults to self.timeout.






	Returns

	resulting string of data in a list



	Return type

	list






Warning

need to add a timeout safeguard














jnpr.junos.utils.sw


	
class jnpr.junos.utils.sw.SW(dev)

	Bases: jnpr.junos.utils.util.Util

Software Utility class, used to perform a software upgrade and
associated functions.  These methods have been tested on
simple deployments.  Refer to install for restricted
use-cases for software upgrades.


	Primary methods:

	
	install(): perform the entire software installation process


	reboot(): reboots the system for the new image to take effect


	poweroff(): shutdown the system






	Helpers: (Useful as standalone as well)

	
	put(): SCP put package file onto Junos device


	pkgadd(): performs the ‘request’ operation to install the package


	validate(): performs the ‘request’ to validate the package






	Miscellaneous:

	
	rollback: same as ‘request software rollback’


	inventory: (property) provides file info for current and rollback
images on the device









	
__init__(dev)

	Initialize self.  See help(type(self)) for accurate signature.






	
halt(in_min=0, at=None, all_re=True, other_re=False)

	Perform a system halt, with optional delay (in minutes) or at
a specified date and time.


	Parameters

	
	in_min (int) – time (minutes) before halting the device.


	at (str) – date and time the halt should take place. The
string must match the junos cli reboot syntax


	all_re (bool) – In case of dual re or VC setup, function by default
will halt all. If all is False will only halt connected device


	other_re (str) – If the system has dual Routing Engines and this option is C(true),
then the action is performed on the other REs in the system.






	Returns

	
	rpc response message (string) if command successful















	
install(package=None, pkg_set=None, remote_path='/var/tmp', progress=None, validate=False, checksum=None, cleanfs=True, no_copy=False, issu=False, nssu=False, timeout=1800, cleanfs_timeout=300, checksum_timeout=300, checksum_algorithm='md5', force_copy=False, all_re=True, vmhost=False, **kwargs)

	Performs the complete installation of the package that includes the
following steps:


	If :package: is a URL, or :no_copy: is True, skip to step 8.


	computes the checksum of :package: or :pgk_set: on the local host
if :checksum: was not provided.


	performs a storage cleanup on the remote Junos device if :cleanfs:
is True


	Attempts to compute the checksum of the :package: filename in the
:remote_path: directory of the remote Junos device if the
:force_copy: argument is False


	SCP or FTP copies the :package: file from the local host to the
:remote_path: directory on the remote Junos device under any of the
following conditions:


	The :force_copy: argument is True


	The :package: filename doesn’t already exist in the
:remote_path: directory of the remote Junos device.


	The checksum computed in step 2 does not match the checksum
computed in step 4.






	If step 5 was executed, computes the checksum of the :package:
filename in the :remote_path: directory of the remote Junos device.


	Validates the checksum computed in step 2 matches the checksum
computed in step 6.


	validates the package if :validate: is True


	installs the package





Warning

This process has been validated on the following
deployments.


Tested:


	Single RE devices (EX, QFX, MX, SRX).


	MX dual-RE


	EX virtual-chassis when all same HW model


	QFX virtual-chassis when all same HW model


	QFX/EX mixed virtual-chassis


	Mixed mode VC




Known Restrictions:


	SRX cluster


	MX virtual-chassis









You can get a progress report on this process by providing a
progress callback.


Note

You will need to invoke the reboot() method explicitly
to reboot the device.




	Parameters

	
	package (str) – Either the full file path to the install package tarball on the local
(PyEZ host’s) filesystem OR a URL (from the target device’s
perspcective) from which the device retrieves installed. When the
value is a URL, then the :no_copy: and :remote_path: values are
unused. The acceptable formats for a URL value may be found at:
https://www.juniper.net/documentation/en_US/junos/topics/concept/junos-software-formats-filenames-urls.html


	pkg_set (list) – A list/tuple of :package: values which will be installed on a mixed
VC setup.


	remote_path (str) – If the value of :package: or :pkg_set: is a file path on the local
(PyEZ host’s) filesystem, then the image is copied from the local
filesystem to the :remote_path: directory on the target Junos
device. The default is /var/tmp. If the value of :package: or
:pkg_set: is a URL, then the value of :remote_path: is unused.


	progress (func) – If provided, this is a callback function with a function prototype
given the Device instance and the report string:

def myprogress(dev, report):
  print "host: %s, report: %s" % (dev.hostname, report)





If set to True, it uses sw.progress()
for basic reporting by default.




	validate (bool) – When True this method will perform a config validation against
the new image


	checksum (str) – hexdigest of the package file. If this is not provided, then this
method will perform the calculation. If you are planning on using the
same image for multiple updates, you should consider using the
local_checksum() method to pre calculate this value and then
provide to this method.


	cleanfs (bool) – When True will perform a ‘storage cleanup’ before copying the
file to the device.  Default is True.


	no_copy (bool) – When the value of :package: or :pkg_set is not a URL, and the value
of :no_copy: is True the software package will not be copied to
the device and is presumed to already exist on the :remote_path:
directory of the target Junos device. When the value of :no_copy: is
False (the default), then the package is copied from the local
PyEZ host to the :remote_path: directory of the target Junos device.
If the value of :package: or :pkg_set: is a URL, then the value of
:no_copy: is unused.


	issu (bool) – (Optional) When True allows unified in-service software upgrade
(ISSU) feature enables you to upgrade between two different Junos OS
releases with no disruption on the control plane and with minimal
disruption of traffic.


	nssu (bool) – (Optional) When True allows nonstop software upgrade (NSSU)
enables you to upgrade the software running on a Juniper Networks
EX Series Virtual Chassis or a Juniper Networks EX Series Ethernet
Switch with redundant Routing Engines with a single command and
minimal disruption to network traffic.


	timeout (int) – (Optional) The amount of time (seconds) to wait for the
:package: installation to complete before declaring an RPC
timeout.  This argument was added since most of the time the
“package add” RPC takes a significant amount of time.  The default
RPC timeout is 30 seconds.  So this :timeout: value will be
used in the context of the SW installation process.  Defaults to
30 minutes (30*60=1800)


	cleanfs_timeout (int) – (Optional) Number of seconds (default 300) to wait for the
“request system storage cleanup” to complete.


	checksum_timeout (int) – (Optional) Number of seconds (default 300) to wait for the
calculation of the checksum on the remote Junos device.


	checksum_algorithm (str) – (Optional) The algorithm to use for computing the checksum.
Valid values are: ‘md5’, ‘sha1’, and ‘sha256’. Defaults to ‘md5’.


	force_copy (bool) – (Optional) When True perform the copy even if :package: is
already present at the :remote_path: directory on the remote Junos
device. When False (default) if the :package: is already present
at the :remote_path:, AND the local checksum matches the remote
checksum, then skip the copy to optimize time.


	all_re (bool) – (Optional) When True (default) install the package on
all Routing Engines of the Junos device. When False perform
the software install only on the current Routing Engine.


	vmhost (bool) – (Optional) A boolean indicating if this is a software update of the
vhmhost. The default is vmhost=False.


	**kwargs (kwargs) – (Optional) Additional keyword arguments are passed through to the
“package add” RPC.








	Returns

	tuple(<status>, <msg>)
* status : True when the installation is successful and False otherwise
* msg : msg received as response or error message created










	
inventory

	Returns dictionary of file listing information for current and rollback
Junos install packages. This information comes from the /packages
directory.


Warning

Experimental method; may not work on all platforms.  If
you find this not working, please report issue.








	
classmethod local_checksum(package, algorithm='md5')

	Computes the checksum value on the local package file.


	Parameters

	
	package (str) – File-path to the package (*.tgz) file on the local server


	algorithm (str) – The algorithm to use for computing the checksum. Valid values are:
‘md5’, ‘sha1’, and ‘sha256’. Defaults to ‘md5’.






	Returns

	checksum (str)



	Raises

	IOError – when package file does not exist










	
classmethod local_md5(package)

	Computes the MD5 checksum value on the local package file.


	Parameters

	package (str) – File-path to the package (*.tgz) file on the local server



	Returns

	MD5 checksum (str)



	Raises

	IOError – when package file does not exist










	
classmethod local_sha1(package)

	Computes the SHA1 checksum value on the local package file.


	Parameters

	package (str) – File-path to the package (*.tgz) file on the local server



	Returns

	SHA1 checksum (str)



	Raises

	IOError – when package file does not exist










	
classmethod local_sha256(package)

	Computes the SHA-256 value on the package file.


	Parameters

	package (str) – File-path to the package (*.tgz) file on the local server



	Returns

	SHA-256 checksum (str)



	Raises

	IOError – when package file does not exist










	
pkgadd(remote_package, vmhost=False, **kvargs)

	Issue the RPC equivalent of the ‘request system software add’ command
or the ‘request vmhost software add’ command on the package.
If vhmhost=False, the <request-package-add> RPC is used and the
The “no-validate” options is set.  If you want to validate
the image, do that using the specific validate() method.
If vmhost=True, the <request-vmhost-package-add> RPC is used.

If you want to reboot the device, invoke the reboot() method
after installing the software rather than passing the reboot=True
parameter.


	Parameters

	
	remote_package (str) – The file-path to the install package on the remote (Junos) device.


	vhmhost (bool) – (Optional) A boolean indicating if this is a software update of the
vhmhost. The default is vmhost=False.


	kvargs (dict) – Any additional parameters to the ‘request’ command can
be passed within kvargs, following the RPC syntax
methodology (dash-2-underscore,etc.)









Warning

Refer to the restrictions listed in install().








	
pkgaddISSU(remote_package, vmhost=False, **kvargs)

	Issue the RPC equivalent of the
‘request system software in-service-upgrade’ command
or the ‘request vmhost software in-service-upgrade’ command on the
package. If vhmhost=False, the <request-package-in-service-upgrade>
RPC is used. If vmhost=True, the
<request-vmhost-package-in-service-upgrade> RPC is used.


	Parameters

	
	remote_package (str) – The file-path to the install package on the remote (Junos) device.


	vmhost (bool) – (Optional) A boolean indicating if this is a software update of the
vhmhost. The default is vmhost=False.













	
pkgaddNSSU(remote_package, **kvargs)

	Issue the ‘request system software nonstop-upgrade’ command on the
package.


	Parameters

	remote_package (str) – The file-path to the install package on the remote (Junos) device.










	
poweroff(in_min=0, at=None, on_node=None, all_re=True, other_re=False)

	Perform a system shutdown, with optional delay (in minutes) .

If the device is equipped with dual-RE, then both RE will be
shut down.  This code also handles EX/QFX VC.


	Parameters

	
	in_min (int) – time (minutes) before shutting down the device.


	at (str) – date and time the poweroff should take place. The
string must match the junos cli poweroff syntax


	on_node (str) – In case of linux based device, function will by default
shutdown the whole device. If any specific node is mentioned,
shutdown will be performed on mentioned node


	all_re (bool) – In case of dual re or VC setup, function by default
will shutdown all. If all is False will only shutdown connected device


	other_re (str) – If the system has dual Routing Engines and this option is C(true),
then the action is performed on the other REs in the system.






	Returns

	
	power-off message (string) if command successful








	Raises

	RpcError – when command is not successful.






Todo

need to better handle the exception event.








	
classmethod progress(dev, report)

	simple progress report function






	
put(package, remote_path='/var/tmp', progress=None)

	SCP or FTP ‘put’ the package file from the local server to the remote
device.


	Parameters

	
	package (str) – File path to the package file on the local file system


	remote_path (str) – The directory on the device where the package will be copied to.


	progress (func) – Callback function to indicate progress.  If set to True
uses scp._scp_progress() for basic reporting by default.
See that class method for details.













	
reboot(in_min=0, at=None, all_re=True, on_node=None, vmhost=False, other_re=False)

	Perform a system reboot, with optional delay (in minutes) or at
a specified date and time.

If the device is equipped with dual-RE, then both RE will be
rebooted.  This code also handles EX/QFX VC.


	Parameters

	
	in_min (int) – time (minutes) before rebooting the device.


	at (str) – date and time the reboot should take place. The
string must match the junos cli reboot syntax


	all_re (bool) – In case of dual re or VC setup, function by default
will reboot all. If all is False will only reboot connected device


	on_node (str) – In case of linux based device, function will by default
reboot the whole device. If any specific node is mentioned,
reboot will be performed on mentioned node


	vmhost (bool) – (Optional) A boolean indicating to run ‘request vmhost reboot’.
The default is vmhost=False.


	other_re (str) – If the system has dual Routing Engines and this option is C(true),
then the action is performed on the other REs in the system.






	Returns

	
	reboot message (string) if command successful















	
remote_checksum(remote_package, timeout=300, algorithm='md5')

	Computes a checksum of the remote_package file on the remote device.


	Parameters

	
	remote_package (str) – The file-path on the remote Junos device


	timeout (int) – The amount of time (seconds) before declaring an RPC timeout.
The default RPC timeout is generally around 30 seconds.  So this
:timeout: value will be used in the context of the checksum process.
Defaults to 5 minutes (5*60=300)


	algorithm (str) – The algorithm to use for computing the checksum. Valid values are:
‘md5’, ‘sha1’, and ‘sha256’. Defaults to ‘md5’.






	Returns

	
	The checksum string


	None when the remote_package is not found.








	Raises

	RpcError – RPC errors other than remote_package not found.










	
rollback()

	Issues the ‘request’ command to do the rollback and returns the string
output of the results.


	Returns

	Rollback results (str)










	
safe_copy(package, remote_path='/var/tmp', progress=None, cleanfs=True, cleanfs_timeout=300, checksum=None, checksum_timeout=300, checksum_algorithm='md5', force_copy=False)

	Copy the install package safely to the remote device.  By default
this means to clean the filesystem to make space, perform the
secure-copy, and then verify the checksum.


	Parameters

	
	package (str) – file-path to package on local filesystem


	remote_path (str) – file-path to directory on remote device


	progress (func) – call-back function for progress updates. If set to True uses
sw.progress() for basic reporting by default.


	cleanfs (bool) – When True (default) perform a
“request system storage cleanup” on the device.


	cleanfs_timeout (int) – Number of seconds (default 300) to wait for the
“request system storage cleanup” to complete.


	checksum (str) – This is the checksum string as computed on the local system.
This value will be used to compare the checksum on the
remote Junos device.


	checksum_timeout (int) – Number of seconds (default 300) to wait for the calculation of the
checksum on the remote Junos device.


	checksum_algorithm (str) – The algorithm to use for computing the checksum. Valid values are:
‘md5’, ‘sha1’, and ‘sha256’. Defaults to ‘md5’.


	force_copy (bool) – When True perform the copy even if the package is already
present at the remote_path on the device. When False (default)
if the package is already present at the remote_path, and the local
checksum matches the remote checksum, then skip the copy to
optimize time.






	Returns

	
	True when the copy was successful


	False otherwise















	
validate(remote_package, issu=False, nssu=False, **kwargs)

	Issues the ‘request’ operation to validate the package against the
config.


	Returns

	
	True if validation passes. i.e return code (rc) value is 0


	
	False otherwise



















	
zeroize(all_re=False, media=None)

	Restore the system (configuration, log files, etc.) to a
factory default state. This is the equivalent of the
C(request system zeroize) CLI command.


	Parameters

	
	all_re (bool) – In case of dual re or VC setup, function by default
will halt all. If all is False will only halt connected device


	media (str) – Overwrite media when performing the zeroize operation.






	Returns

	
	rpc response message (string) if command successful





















jnpr.junos.utils.util

Junos PyEZ Utility Base Class


	
class jnpr.junos.utils.util.Util(dev)

	Bases: object

Base class for all utility classes


	
__init__(dev)

	Initialize self.  See help(type(self)) for accurate signature.






	
dev

	
	Returns

	the Device object










	
rpc

	
	Returns

	Device RPC meta object
















jnpr.junos.utils.ftp

FTP utility


	
class jnpr.junos.utils.ftp.FTP(junos, **ftpargs)

	Bases: ftplib.FTP

FTP utility can be used to transfer files to and from device.


	
__init__(junos, **ftpargs)

	
	Parameters

	
	junos (Device) – Device object


	ftpargs (kvargs) – any additional args to be passed to ftplib FTP








Supports python context-manager pattern.  For example:

from jnpr.junos.utils.ftp import FTP
with FTP(dev) as ftp:
    ftp.put(package, remote_path)










	
get(remote_file, local_path='/home/docs/checkouts/readthedocs.org/user_builds/junos-pyez/checkouts/2.5.4/docs')

	This function is used to download file from router to local execution
server/shell.


	Parameters

	
	local_path – path in which to receive files locally


	remote_file – Full path along with filename on the router. If
ignored FILE will be copied to “tmp”






	Returns

	True if the transfer succeeds, else False










	
open()

	




	
put(local_file, remote_path=None)

	This function is used to upload file to the router from local
execution server/shell.


	Parameters

	
	local_file – Full path along with filename which has to be
copied to router


	remote_path – path in which to receive the files on the remote
host. If ignored FILE will be copied to “tmp”






	Returns

	True if the transfer succeeds, else False



















          

      

      

    

  

    
      
          
            
  
Table & View

Tutorial page for PyEZ table and view








Table & View for Structured output

Understanding Junos PyEZ Tables and Views for structured (xml) output [https://www.juniper.net/documentation/en_US/junos-pyez/topics/concept/junos-pyez-tables-and-views-overview.html]










Table & View for UnStructured output

PyEZ table/view is extended to parse unstructured data. for example VTY commands
and CLI output for which we don’t have structured (xml) output and convert them
to JSON.


Table Keywords


YAML definition to fetch command output from Junos device.

	Parameter

	Description





	Table name

	User-defined Table identifier.



	command

	CLI/VTY command to be executed.



	target

	(Optional) If the command is vty, provide the targeted fpc.



	args

	(Optional) Commmand can be a jinja template. args takes key/value pair,
value associated with a given key is used to render command template.



	key

	(Optional) Defines key to be used while forming JSON.



	key_items

	(Optional) Only get the data for given keys in this list.



	item

	(Optional) This is used to split whole data in different sections which
become the iterable reference for the associated View.

If item is ‘*’, parsing is done on whole string blob and not on each line.

Item can also be regular expression, where regular expression is used to get key.




	title

	(Optional) Title help in defining from which section the data should be parsed.



	delimiter

	(Optional) delimiter to be used to split data of each line and store them as key
value pair in the dictionary.



	eval

	(Optional) Mathematical expression which can be evaluated using python eval
function. This can be used on data dictionary which is returned by table
view.



	view

	(Optional) View that is used to extract field data from the Table items.







Table name

The Table name is a user-defined identifier for the Table. The YAML file or
string can contain one or more Tables. The start of the YAML document must be
left justified. For example:

---
FPCMemory:
    command: show memory








command

Command to be executed on CLI or VTY:

# CLI command
---
EthernetSwitchStatistics:
    command: show chassis ethernet-switch statistics

# VTY command to be exectued on target FPC1
---
CMErrorTable:
  command: show cmerror module brief
  target: fpc1








target

Target FPC on which given command is to get executed:

# VTY command to be exectued on target FPC1
---
FPCMemory:
    command: show memory
    target: fpc1





Given FPC target in Table can be overridden through get API:

from jnpr.junos.command.fpcmemory import FPCMemory

stats = FPCMemory(dev)
stats = stats.get(target='fpc2')








args

CLI/VTY command can take parameter(s). Variable parameters in the command can be
Jinja template, dictionary under args is used to render command template:

---
XMChipIfdListTable:
  command: show xmchip {{ XM_instance }} ifd list {{ direction }}
  target: fpc1
  args:
    XM_instance: 0
    direction: 0








key

The optional key property is a tag or tags that are used to uniquely identify a
Table:

# Value of task_name key will be taken from the dictionary created from view
---
TaskIOTable:
  command: show task io
  key: task_name
  view: TaskIOView

TaskIOView:
  columns:
    task_name: Task Name
    reads: Reads
    writes: Writes
    rcvd: Rcvd
    sent: Sent
    dropped: Dropped


# Key can be a list also
---
FPCIPV4AddressTable:
  command: show ipv4 address
  target: fpc1
  key:
    - name
    - addr
  view: FPCIPV4AddressView

FPCIPV4AddressView:
  columns:
    index: Index
    addr: Address
    name: Name








key_items

The optional key_items property is used to select only certain key data in JSON:

---
FPCMemory:
    command: show memory
    target: fpc1
    key: ID
    key_items:
      - 1
      - 2
    view: FPCMemoryView

FPCMemoryView:
    columns:
        id: ID
        base: Base
        total: Total(b)
        free: Free(b)
        used: Used(b)
        perc: "%"
        name: Name





Output for show memory is:

ID        Base      Total(b)       Free(b)       Used(b)   %   Name
--  ----------   -----------   -----------   -----------  ---   -----------
0    4d9ad8e8    1726292636    1514622708     211669928   12  Kernel
1    b47ffb88      67108860      53057404      14051456   20  LAN buffer
2    bcdfffe0      52428784      52428784             0    0  Blob
3    b87ffb88      73400316      73400316             0    0  ISSU scratch





Even though we have four ID row here, data returned will be for just 1 & 2 as
provided in key_items:

{1: {'base': 'b47ffb88',
     'free': 53057404,
     'id': 1,
     'name': 'LAN buffer',
     'perc': 20,
     'total': 67108860,
     'used': 14051456},
 2: {'base': 'bcdfffe0',
     'free': 52428784,
     'id': 2,
     'name': 'Blob',
     'perc': 0,
     'total': 52428784,
     'used': 0}}








item

The item value is a string or regular expression to split the output in sections.

Say the out of the command show devices local is:

TSEC Ethernet Device Driver: .le1, Control 0x4296c218, (1000Mbit)
HW reg base 0xff724000
  [0]: TxBD base 0x7853ce20, RxBD Base 0x7853d640
  [1]: TxBD base 0x7853d860, RxBD Base 0x7853e080
  [2]: TxBD base 0x7853e2a0, RxBD Base 0x785422c0
  [3]: TxBD base 0x785426e0, RxBD Base 0x78544700
Receive:
  185584608 bytes, 2250212 packets, 0 FCS errors, 0 multicast packets
  107271 broadcast packets, 0 control frame packets
  0 PAUSE frame packets, 0 unknown OP codes
  0 alignment errors, 0 frame length errors
  0 code errors, 0 carrier sense errors
  0 undersize packets, 0 oversize packets
  0 fragments, 0 jabbers, 0 drops
Receive per queue:
  [0]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
  [1]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
  [2]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
  [3]: 203586808 bytes, 2250219 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
Transmit:
  288184646 bytes, 2038370 packets, 0 multicast packets
  106531 broadcast packets, 0 PAUSE control frames
  0 deferral packets, 0 excessive deferral packets
  0 single collision packets, 0 multiple collision packets
  0 late collision packets, 0 excessive collision packets
  0 total collisions, 0 drop frames, 0 jabber frames
  0 FCS errors, 0 control frames, 0 oversize frames
  0 undersize frames, 0 fragments frames
Transmit per queue:
  [0]:   10300254 bytes,        72537 packets
                0 dropped,          0 fifo errors
  [1]:    4474302 bytes,       106531 packets
                0 dropped,          0 fifo errors
  [2]:  260203538 bytes,      1857137 packets
                0 dropped,          0 fifo errors
  [3]:     199334 bytes,         2179 packets
                0 dropped,          0 fifo errors
TSEC status counters:
kernel_dropped:0, rx_large:0 rx_short: 0
rx_nonoctet: 0, rx_crcerr: 0, rx_overrun: 0
rx_bsy: 0,rx_babr:0, rx_trunc: 0
rx_length_errors: 0, rx_frame_errors: 0 rx_crc_errors: 0
rx_errors: 0, rx_ints: 2250110, collisions: 0
eberr:0, tx_babt: 0, tx_underrun: 0
tx_timeout: 0, tx_timeout: 0,tx_window_errors: 0
tx_aborted_errors: 0, tx_ints: 2038385, resets: 1


TSEC Ethernet Device Driver: .le3, Control 0x42979220, (1000Mbit)
HW reg base 0xff726000
  [0]: TxBD base 0x78545720, RxBD Base 0x78545f40
  [1]: TxBD base 0x78546160, RxBD Base 0x78546980
  [2]: TxBD base 0x78546ba0, RxBD Base 0x7854abc0
  [3]: TxBD base 0x7854afe0, RxBD Base 0x7854d000
Receive:
  0 bytes, 0 packets, 0 FCS errors, 0 multicast packets
  0 broadcast packets, 0 control frame packets
  0 PAUSE frame packets, 0 unknown OP codes
  0 alignment errors, 0 frame length errors
  0 code errors, 0 carrier sense errors
  0 undersize packets, 0 oversize packets
  0 fragments, 0 jabbers, 0 drops
Receive per queue:
  [0]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
  [1]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
  [2]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
  [3]: 0 bytes, 0 packets, 0 dropped
        0 jumbo, 0 truncated jumbo
Transmit:
  6817984 bytes, 106531 packets, 0 multicast packets
  106531 broadcast packets, 0 PAUSE control frames
  0 deferral packets, 0 excessive deferral packets
  0 single collision packets, 0 multiple collision packets
  0 late collision packets, 0 excessive collision packets
  0 total collisions, 0 drop frames, 0 jabber frames
  0 FCS errors, 0 control frames, 0 oversize frames
  0 undersize frames, 0 fragments frames
Transmit per queue:
  [0]:          0 bytes,            0 packets
                0 dropped,          0 fifo errors
  [1]:    4474302 bytes,       106531 packets
                0 dropped,          0 fifo errors
  [2]:          0 bytes,            0 packets
                0 dropped,          0 fifo errors
  [3]:          0 bytes,            0 packets
                0 dropped,          0 fifo errors
TSEC status counters:
kernel_dropped:0, rx_large:0 rx_short: 0
rx_nonoctet: 0, rx_crcerr: 0, rx_overrun: 0
rx_bsy: 0,rx_babr:0, rx_trunc: 0
rx_length_errors: 0, rx_frame_errors: 0 rx_crc_errors: 0
rx_errors: 0, rx_ints: 0, collisions: 0
eberr:0, tx_babt: 0, tx_underrun: 0
tx_timeout: 0, tx_timeout: 0,tx_window_errors: 0
tx_aborted_errors: 0, tx_ints: 106531, resets: 1





And the table to parse above output, item is used to split them into sections.:

---
DevicesLocalTable:
  command: show devices local
  target: fpc1
  item: 'TSEC Ethernet Device Driver: (\.?\w+),'
  key: name
  view: DevicesLocalView

DevicesLocalView:
  fields:
    TSEC_status_counters: _TSECStatusCountersTable
    receive_counters: _ReceiveTable
    transmit_per_queue: _TransmitQueueTable





key in above table is fetched from the regex group used in item.

item Can also be provided as ‘*’ if we dont want each line matching but from
whole output.:

_ReceiveTable:
  item: '*'
  title: 'Receive:'
  view: _ReceiveView

_ReceiveView:
  regex:
    bytes: '(\d+) bytes'
    packets: '(\d+) packets'
    FCS_errors: '(\d+) FCS errors'
    broadcast_packets: '(\d+) broadcast packets'








title

Title helps in deciding the data to be parsed starting point.:

_TSECStatusCountersTable:
  item: '*'
  title: 'TSEC status counters:'
  view: _TSECStatusCountersView

_TSECStatusCountersView:
  regex:
    kernel_dropped: 'kernel_dropped:(\d+)'
    rx_large: 'rx_large:(\d+)'





helps to parse data from:

TSEC status counters:
kernel_dropped:0, rx_large:0 rx_short: 0
rx_nonoctet: 0, rx_crcerr: 0, rx_overrun: 0
rx_bsy: 0,rx_babr:0, rx_trunc: 0
rx_length_errors: 0, rx_frame_errors: 0 rx_crc_errors: 0
rx_errors: 0, rx_ints: 2250110, collisions: 0
eberr:0, tx_babt: 0, tx_underrun: 0
tx_timeout: 0, tx_timeout: 0,tx_window_errors: 0
tx_aborted_errors: 0, tx_ints: 2038385, resets: 1






Note

In above table ‘*’ consider whole data as one paragraph.






delimiter

There are some command output which are just key value pairs. They can be split
using given delimiter and converted to JSON. Consider below table:

---
FPCLinkStatTable:
    command: show link stats
    target: fpc1
    delimiter: ":"





Output for command show links stats:

PPP LCP/NCP: 0
HDLC keepalives: 0
RSVP: 0
ISIS: 0
OSPF Hello: 539156
OAM:  0
BFD:  15
UBFD:  0
LMI:  0
LACP: 0
ETHOAM: 0
SYNCE:  0
PTP:  0
L2TP:  0
LNS-PPP:  0
ARP:  4292
ELMI:  0
VXLAN MRESOLVE: 0
Unknown protocol: 42





Using given delimiter “:” output is parsed to get:

{'ARP': 4292, 'ELMI': 0, 'SYNCE': 0, 'ISIS': 0, 'BFD': 15, 'PPP LCP/NCP': 0,
'OAM': 0, 'ETHOAM': 0, 'LACP': 0, 'LMI': 0, 'Unknown protocol': 42,
'UBFD': 0, 'L2TP': 0, 'HDLC keepalives': 0, 'LNS-PPP': 0,
'OSPF Hello': 539156, 'RSVP': 0, 'VXLAN MRESOLVE': 0, 'PTP': 0}








eval

Using eval keyword, we can add extra key/value to the final data returned from Table/View.
value is evaluated from the Mathematical expression provided by the user.
eval expression can use data which can be considered as the dictionary returned from
table/view. data should be kept under Jinja template so that PyEZ can replace data with
dictonary.


Note

For more details about python eval function. check this Link [https://docs.python.org/3/library/functions.html#eval]



Examples:

---
CChipLiInterruptStatsTable:
  command: show mqss {{ chip_instance }} li interrupt-stats
  target: NULL
  args:
    chip_instance: 0
  key:
    - li_block
    - name
  view: CChipLiInterruptStatsView
  eval:
    cchip_errors_from_lkup_chip: "reduce(lambda x,y: x+y, [v['interrupts'] for k,v in {{ data }}.items()])"

CChipLiInterruptStatsView:
  columns:
    li_block: LI Block
    name: Interrupt Name
    interrupts: Number of Interrupts
    last_occurance: Last Occurrence











---
CChipLiInterruptStatsTable:
  command: show xmchip {{ chip_instance }} li interrupt-stats
  target: NULL
  args:
    chip_instance: 0
  key:
    - li_block
    - name
  eval:
    cchip_errors_from_lkup_chip: "reduce(lambda x,y: x+y, [v['interrupts'] for k,v in {{ data }}.items()])"
  view: CChipLiInterruptStatsView

CChipLiInterruptStatsView:
  columns:
    li_block: LI Block
    name: Interrupt Name
    interrupts: Number of Interrupts
    last_occurance: Last Occurrence





eval can be used to calculate multile values:

---
CChipDRDErrTable:
  command: show mqss {{ instance }} drd error-stats
  args:
    instance: 0
  target: NULL
  key: Interrupt Name
  item: '*'
  view: CChipDRDErrView
  eval:
    cchip_drd_wan_errors: sum([v['interrupt_count_wan'] for k, v in {{ data }}.items() if isinstance(v, dict)])
    cchip_drd_fab_errors: sum([v['interrupt_count_fab'] for k, v in {{ data }}.items() if isinstance(v, dict)])

CChipDRDErrView:
  regex:
    cchip_drd_wan_timeouts: 'Total WAN reorder ID timeout errors:\s+(\d+)'
    cchip_drd_fab_timeouts: 'Total fabric reorder ID timeout errors:\s+(\d+)'
  columns:
    interrupt_name: Interrupt Name
    interrupt_count_wan:
      -         Number of
      - Reorder Engine 0
    interrupt_count_fab:
      - Interrupts
      -   Reorder Engine 1











---
CChipDRDErrTable:
  command: show xmchip {{ instance }} drd error-stats
  args:
    instance: 0
  target: NULL
  key: Interrupt Name
  item: '*'
  view: CChipDRDErrView
  eval:
    cchip_drd_wan_errors: sum([v['interrupt_count'] for k, v in {{ data }}.items() if k.endswith('_0')])
    cchip_drd_fab_errors: sum([v['interrupt_count'] for k, v in {{ data }}.items() if k.endswith('_1')])

CChipDRDErrView:
  regex:
    cchip_drd_wan_timeouts: 'Total WAN reorder ID timeout errors:\s+(\d+)'
    cchip_drd_fab_timeouts: 'Total fabric reorder ID timeout errors:\s+(\d+)'
  columns:
    interrupt_name: Interrupt Name
    interrupt_count: Number of Interrupts
  filters:
    - interrupt_count








view

View is defined how the output from the table to be parsed. Different keyword
which can be used with view is defined in next section. Every view will be
associated with a table.

Example:

---
CMErrorTable:
  command: show cmerror module brief
  target: fpc1
  key: module
  view: CMErrorView

CMErrorView:
  columns:
    module: Module
    name: Name
    errors: Active Errors










View Keywords

Junos PyEZ Tables select specific data from the command reply from devices running Junos OS.
A Table is associated with a View, which is used to access fields in the Table items.
You associate a Table with a particular View by including the view property in the Table
definition, which takes the View name as its argument.

A View maps your user-defined field names to string elements in the selected Table
items. A View enables you to access specific fields in the output as variables
with properties that can be manipulated in Python. Junos PyEZ handles the extraction
of the data into JSON for unstructured command output.


YAML definition to parse command output

	Parameter

	Description





	columns

	(Optional) List of column title as seen in command output



	regex

	(Optional) List of regular expression to match desired content



	fields

	(Optional) List of nested tables.



	exists

	(Optional) If the given statement exists, sets True else False



	filters

	(Optional) list of column item which should only go to dictionary data







columns

Consider the case where the output of the command is in row/column format. For
Example show lkup-asic wedge-client:

Wedge poll thread state  : 'Started'
Total registered clients : 4
CID         Name PfeInst AscIdx            PPEMask   ZoneMask  RordChk     Mode
----------------------------------------------------------------------------------
  0    LUCHIP(0)       0      0 0x0000000000000000 0x000000000000ffff 0x0000f000 Disabled   NORMAL
  1    LUCHIP(4)       0      1 0x0000000000000000 0x000000000000ffff 0x0000f000 Disabled   NORMAL
  2    LUCHIP(8)       0      2 0x0000000000000000 0x000000000000ffff 0x0000f000 Disabled   NORMAL
  3   LUCHIP(12)       0      3 0x0000000000000000 0x000000000000ffff 0x0000f000 Disabled   NORMAL

Client ID       Curr State    Prev State   Last read
------------------------------------------------------
    0              NORMAL        NORMAL     6294337620
    1            DISABLED        NORMAL     6294337620
    2            DISABLED        NORMAL     6294337620
    3            DISABLED        NORMAL     6294337620





And we want to parse the data of second section consisting of client id, curr state,
previous state and last read. We will define table/view with view declares all columns:

---
LUChipStatusTable:
  command: show lkup-asic wedge-client
  target: fpc1
  key: Client ID
  view: LUChipStatusView

LUChipStatusView:
  columns:
    client_id: Client ID
    curr_state: Curr State
    prev_state: Prev State
    last_read: Last read





Output received will be:

{0: {'client_id': 0,
     'curr_state': 'NORMAL',
     'last_read': 6294337620,
     'prev_state': 'NORMAL'},
 1: {'client_id': 1,
     'curr_state': 'DISABLED',
     'last_read': 6294337620,
     'prev_state': 'NORMAL'},
 2: {'client_id': 2,
     'curr_state': 'DISABLED',
     'last_read': 6294337620,
     'prev_state': 'NORMAL'},
 3: {'client_id': 3,
     'curr_state': 'DISABLED',
     'last_read': 6294337620,
     'prev_state': 'NORMAL'}}






Note

In columns we need to provide all column title to help parse the data.



There are situation when column title are spread across multiple line. In such
cases columns keys element should be list of words corresponding to their columns.

For command show cmerror module brief with cli output:

-------------------------------------------------------------------------
Module  Name              Active Errors  PFE       Callback    ModuleData
                                        Specific  Function
-------------------------------------------------------------------------
1       PQ3 Chip          0              Yes       0x00000000  0x00000000
2       Host Loopback     0              No        0x00000000  0x464295b0
3       CM[0]             0              No        0x41f550f0  0x462f767c





Table/View to parse above output:

---
CMErrorTable:
  command: show cmerror module brief dummy multiline
  target: Null
  key: module
  view: CMErrorView

CMErrorView:
  columns:
    module: Module
    name: Name
    errors: Active Errors
    pfe:
      - PFE
      - Specific
    callback:
      - Callback
      - Function
    data: ModuleData





Similarly for command show mqss 0 fi interrupt-stats with cli output:

FI interrupt statistics
-----------------------

--------------------------------------------------------------------------------------
Stream  Total RLIM  Total       Cell timeout  Total Reorder  Total cell   Total number
        request     PT/MALLOC   Ignored       cell timeout   drops in     of times
        counter     Usemeter                  errors         secure mode  entered into
        saturation  Drops                                                 secure mode
--------------------------------------------------------------------------------------
36      0           0           1             1              0            0
128     0           0           1             49             0            0
142     0           0           1             53             0            0
--------------------------------------------------------------------------------------
--------------------------------------------------------------------------
Stream  Stream reconfiguration  Total Error  Total Late  Total CRC Errored
        count due to pointers   Cells        Cells       Packets
        stalled in secure mode
--------------------------------------------------------------------------
36      0                       0            1           0
--------------------------------------------------------------------------





Table/View to parse above output:

CChipFiStatsTable:
  command: show mqss {{ chip_instance }} fi interrupt-stats
  target: fpc8
  args:
    chip_instance: 0
  key: Stream
  view: CChipFiStatsView

CChipFiStatsView:
  columns:
    stream: Stream
    req_sat:
      - Total RLIM
      - request
      - counter
      - saturation
    cchip_fi_malloc_drops:
      - Total
      - PT/MALLOC
      - Usemeter
      - Drops
    cell_timeout_ignored:
      - Cell timeout
      - Ignored
    cchip_fi_cell_timeout:
      - Total Reorder
      - cell timeout
      - errors
    drops_in_secure:
      - Total cell
      - drops in
      - secure mode
    times_in_secure:
      - Total number
      - of times
      - entered into
      - secure mode








regex

list of regular expression which combined together should match one line.
consider command output for show icmp statistics

ICMP Statistics:
          0 requests
          0 throttled
          0 network unreachables
          0 ttl expired
          0 redirects
          0 mtu exceeded
          0 source route denials
          0 filter prohibited
          0 other unreachables
          0 parameter problems
          0 ttl captured
          0 icmp/option handoffs
          0 igmp v1 handoffs
          0 tag te requests
          0 tag te to RE

ICMP Errors:
          0 unknown unreachables
          0 unsupported ICMP type
          0 unprocessed redirects
          0 invalid ICMP type
          0 invalid protocol
          0 bad input interface
          0 bad route lookup
          0 bad nh lookup
          0 bad cf mtu
          0 runts

ICMP Discards:
          0 multicasts
          0 bad source addresses
          0 bad dest addresses
          0 IP fragments
          0 ICMP errors
          0 unknown originators

ICMP Debug Messages:
          0 throttled

ICMP Rate Limit Settings:
        500 pps per iff
        1000 pps total





Here datas are under different title and data is numbers + word(s).
Hence the below table/view use regular expression to parse key (numbers)
and value (words).

Table/View:

---
ICMPStatsTable:
  command: show icmp statistics
  target: fpc1
  view: ICMPStatsView

ICMPStatsView:
  fields:
    discards: _ICMPDiscardsTable
    errors: _ICMPErrorsTable
    rate: _ICMPRateTable

_ICMPDiscardsTable:
  title: ICMP Discards
  key: name
  view: _ICMPDiscardsView

_ICMPDiscardsView:
  regex:
    value: \d+
    name: '(\w+(\s\w+)*)'

_ICMPErrorsTable:
  title: ICMP Errors
  key: name
  view: _ICMPErrorsView

_ICMPErrorsView:
  regex:
    error: numbers
    name: words

_ICMPRateTable:
  title: ICMP Rate Limit Settings
  key: name
  view: _ICMPRateView

_ICMPRateView:
  regex:
    rate: numbers
    name: words





Check _ICMPDiscardsTable and _ICMPDiscardsView. title (ICMP Discards) under
_ICMPDiscardsTable is used to get to the starting point for parsing.
value and name are the keys and corresponding regex value is combined to parse
each line. Also in such data key cannot be value, so we can select right hand
side data name as the key.

We also define some inbuilt keywords which can be used in place of regular
expression. Check _ICMPErrorsView. Below are the list of inbuilt keywords and
corresponding expression used.


	numbers = (pp.Word(pp.nums) + pp.Optional(pp.Literal(‘.’) + pp.Word(pp.nums))).setParseAction(lambda i: ‘’.join(i))


	hex_numbers = pp.OneOrMore(pp.Word(pp.nums, min=1)) & pp.OneOrMore(pp.Word(‘abcdefABCDEF’, min=1))


	word = pp.Word(pp.alphanums) | pp.Word(pp.alphas)


	words = (pp.OneOrMore(word)).setParseAction(lambda i: ‘ ‘.join(i))


	percentage = pp.Word(pp.nums) + pp.Literal(‘%’)


	printables = pp.OneOrMore(pp.Word(pp.printables))




Here pp is coming from (import pyparsing as pp)

When table item is proved, regex is used on the splitted items.
Say when item is * regex is used on whole string blob and not combined to parse
each line. For example check the output of command show ithrottle id 0:

SENT: Ukern command: show ithrottle id 0

ID  Usage %  Cfg State  Oper State     Name
--  -------  ---------  ----------   --------
  0     50.0       1           1      TOE ithrottle

Throttle Times:             In hptime ticks     In ms
                            ---------------     ------
  Timer Interval                     333333     5.000
  Allowed time                       166666     2.500
  Allowed excess                       8333     0.125
  Start time                      488655082     n/a
  Run time this interval                  0     0.000
  Deficit                                 0     0.000
  Run time max                        17712     0.266
  Run time total               144154525761     2162317

Min Usage Perc:    25.0
Max Usage Perc:    50.0
AdjustUsageEnable: 1

Throttle Stats:
  Starts    : 65708652
  Stops     : 65708652
  Checks    : 124149442
  Enables   : 0
  Disables  : 0
  AdjUp     : 6
  AdjDown   : 4





Table/View used for parsing above output:

IthrottleIDTable:
  command: show ithrottle id {{ id }}
  args:
    id: 0
  item: '*'
  target: fpc1
  view: IthrottleIDView

IthrottleIDView:
  regex:
    min_usage: 'Min Usage Perc:    (\d+\.\d+)'
    max_usage: 'Max Usage Perc:    (\d+\.\d+)'
    usg_enable: 'AdjustUsageEnable: (\d)'
  fields:
    throttle_stats: _ThrottleStatsTable

_ThrottleStatsTable:
    title: Throttle Stats
    delimiter: ":"





Here item is *, hence whole string blob is used to search for given regular expressions.

output:

{'max_usage': 50.0,
'min_usage': 25.0,
'throttle_stats': {'AdjDown': 4,
                    'AdjUp': 6,
                    'Checks': 124149442,
                    'Disables': 0,
                    'Enables': 0,
                    'Starts': 65708652,
                    'Stops': 65708652},
'usg_enable': 1}






Note

grouping is used to get specific data from regex expression. For example. (d+.d+) is used to get the float value from string search expression. if we change expression to Max Usage Perc:    (d+).d+ we will get integer part only.






fields

Where the command output has different sections of data which need different logic
to parse those subset of data, we can define nested tables under fields section.

For command show xmchip 0 pt stats we have 2 section of data:

SENT: Ukern command: show xmchip 0 pt stats


WAN PT statistics (Index 0)
---------------------------

PCT entries used by all WI-1 streams         : 0
PCT entries used by all WI-0 streams         : 0
PCT entries used by all LI streams           : 0
CPT entries used by all multicast packets    : 0
CPT entries used by all WI-1 streams         : 0
CPT entries used by all WI-0 streams         : 0
CPT entries used by all LI streams           : 0

Fabric PT statistics (Index 1)
------------------------------

PCT entries used by all FI streams           : 0
PCT entries used by all WI (Unused) streams  : 0
PCT entries used by all LI streams           : 0
CPT entries used by all multicast packets    : 0
CPT entries used by all FI streams           : 0
CPT entries used by all WI (Unused) streams  : 0
CPT entries used by all LI streams           : 0





So we defined fields with two nested table each used to parse different subset
of data:

---
XMChipStatsTable:
  command: show xmchip 0 pt stats
  target: fpc1
  view: XMChipStatsView

XMChipStatsView:
  fields:
    wan_pt_stats: _WANPTStatTable
    fabric_pt_stats: _FabricPTStatTable

_WANPTStatTable:
  title: WAN PT statistics (Index 0)
  delimiter: ":"

_FabricPTStatTable:
  title: Fabric PT statistics (Index 1)
  delimiter: ":"





Output:

{'fabric_pt_stats': {'CPT entries used by all FI streams': 0,
                    'CPT entries used by all LI streams': 0,
                    'CPT entries used by all WI (Unused) streams': 0,
                    'CPT entries used by all multicast packets': 0,
                    'PCT entries used by all FI streams': 0,
                    'PCT entries used by all LI streams': 0,
                    'PCT entries used by all WI (Unused) streams': 0},
'wan_pt_stats': {'CPT entries used by all LI streams': 0,
                  'CPT entries used by all WI-0 streams': 0,
                  'CPT entries used by all WI-1 streams': 0,
                  'CPT entries used by all multicast packets': 0,
                  'PCT entries used by all LI streams': 0,
                  'PCT entries used by all WI-0 streams': 0,
                  'PCT entries used by all WI-1 streams': 0}}





Another example using command output for show ttp statistics:

SENT: Ukern command: show ttp statistics

TTP Statistics:
                   Receive    Transmit
                ----------  ----------
 L2 Packets           4292     1093544
 L3 Packets         542638           0
 Drops                   0           0
 Netwk Fail              0           0
 Queue Drops             0           0
 Unknown                 0           0
 Coalesce                0           0
 Coalesce Fail           0           0

TTP Transmit Statistics:
                   Queue 0     Queue 1     Queue 2    Queue 3
                ----------  ----------  ----------  ----------
 L2 Packets        1093544           0           0           0
 L3 Packets              0           0           0           0

TTP Receive Statistics:
                   Control        High      Medium         Low     Discard
                ----------  ----------  ----------  ----------  ----------
 L2 Packets              0           0        4292           0           0
 L3 Packets              0      539172        3466           0           0
 Drops                   0           0           0           0           0
 Queue Drops             0           0           0           0           0
 Unknown                 0           0           0           0           0
 Coalesce                0           0           0           0           0
 Coalesce Fail           0           0           0           0           0

TTP Receive Queue Sizes:
 Control Plane : 0 (max is 4473)
 High          : 0 (max is 4473)
 Medium        : 0 (max is 4473)
 Low           : 0 (max is 2236)

TTP Transmit Queue Size: 0 (max is 6710)





Table/View used to parse above output using nested table/view under fields:

---
FPCTTPStatsTable:
  command: show ttp statistics
  target: fpc2
  view: FPCTTPStatsView

FPCTTPStatsView:
  fields:
    TTPStatistics: _FPCTTPStatisticsTable
    TTPTransmitStatistics: _FPCTTPTransmitStatisticsTable
    TTPReceiveStatistics: _FPCTTPReceiveStatisticsTable
    TTPQueueSizes: _FPCTTPQueueSizesTable

_FPCTTPStatisticsTable:
  title: TTP Statistics
  view: _FPCTTPStatisticsView

_FPCTTPStatisticsView:
  columns:
    rcvd: Receive
    tras: Transmit

_FPCTTPTransmitStatisticsTable:
  title: TTP Transmit Statistics
  view: _FPCTTPTransmitStatisticsView

_FPCTTPTransmitStatisticsView:
  columns:
    queue0: Queue 0
    queue1: Queue 1
    queue2: Queue 2
    queue3: Queue 3
  filters:
    - queue2

_FPCTTPReceiveStatisticsTable:
  title: TTP Receive Statistics
  key: name
  key_items:
    - Coalesce
  view: _FPCTTPReceiveStatisticsView

_FPCTTPReceiveStatisticsView:
  columns:
    control: Control
    high: High
    medium: Medium
    low: Low
    discard: Discard

_FPCTTPQueueSizesTable:
  title: TTP Receive Queue Sizes
  delimiter: ":"





Output:

{'TTPQueueSizes': {'Control Plane': '0 (max is 4473)',
                   'High': '0 (max is 4473)',
                   'Low': '0 (max is 2236)',
                   'Medium': '0 (max is 4473)'},
 'TTPReceiveStatistics': {'Coalesce': {'control': 0,
                                       'discard': 0,
                                       'high': 0,
                                       'low': 0,
                                       'medium': 0,
                                       'name': 'Coalesce'}},
 'TTPStatistics': {'Coalesce': {'name': 'Coalesce', 'rcvd': 0, 'tras': 0},
                   'Coalesce Fail': {'name': 'Coalesce Fail',
                                     'rcvd': 0,
                                     'tras': 0},
                   'Drops': {'name': 'Drops', 'rcvd': 0, 'tras': 0},
                   'L2 Packets': {'name': 'L2 Packets',
                                  'rcvd': 0,
                                  'tras': 7468},
                   'L3 Packets': {'name': 'L3 Packets', 'rcvd': 0, 'tras': 0},
                   'Netwk Fail': {'name': 'Netwk Fail',
                                  'rcvd': 0,
                                  'tras': 173},
                   'Queue Drops': {'name': 'Queue Drops',
                                   'rcvd': 0,
                                   'tras': 0},
                   'Unknown': {'name': 'Unknown', 'rcvd': 0, 'tras': 0}},
 'TTPTransmitStatistics': {'L2 Packets': {'queue2': 0},
                           'L3 Packets': {'queue2': 0}}}






Note

fields in unstructured table/view is different compared to rpc based table/view. For RPC, fields are xpath tags.






exists

If we just need to check if the given string statement is present or not in the
command output. we can use exists option. For example

For command output of show host_loopback status-summary:

SENT: Ukern command: show host_loopback status-summary

Host Loopback Toolkit Status Summary:

No detected wedges

No toolkit errors





Table/View defined:

---
HostlbStatusSummaryTable:
  command: show host_loopback status-summary
  target: fpc1
  view: HostlbStatusSummaryView

HostlbStatusSummaryView:
  exists:
    no_detected_wedges: No detected wedges
    no_toolkit_errors: No toolkit errors





Output:

{'no_detected_wedges': True, 'no_toolkit_errors': True}








filters

When we are interested in only few keys from the parsed output, we can filter
filter out the desired key/value using filters. Filters takes a list of keys
from columns items. Final output dictionary should only consist of items listed
in filters per iteration of view output.

Consider below table/view:

---
CMErrorTable:
  command: show cmerror module brief
  target: fpc1
  key:
    - module
  view: CMErrorView

CMErrorView:
  columns:
    module: Module
    name: Name
    errors: Active Errors
  filters:
    - errors





Output from command show cmerror module brief:

---------------------------------------
Module  Name              Active Errors
---------------------------------------
1       PQ3 Chip          0
2       Host Loopback     0
3       CM[0]             0
4       LUCHIP(0)         0
5       TOE-LU-0:0:0      0
6       LUCHIP(4)         0
7       TOE-LU-0:1:0      0
8       LUCHIP(8)         0
9       TOE-LU-0:2:0      0
10      LUCHIP(12)        0
11      TOE-LU-0:3:0      0
12      XMCHIP(0)         0
13      TOE-XM-0:0:0      0
14      MPC               0
15      GE Switch         0
16      PMB               0
17      JNH               0
18      PRECL:0:XM:0      0
19      PRECL:1:XM:0      0





Output:

{1: {'errors': 0}, 2: {'errors': 0}, 3: {'errors': 0}, 4: {'errors': 0},
5: {'errors': 0}, 6: {'errors': 0}, 7: {'errors': 0}, 8: {'errors': 0},
9: {'errors': 0}, 10: {'errors': 0}, 11: {'errors': 0}, 12: {'errors': 0},
13: {'errors': 0}, 14: {'errors': 0}, 15: {'errors': 0}, 16: {'errors': 0},
17: {'errors': 0}, 18: {'errors': 0}, 19: {'errors': 0}}
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  Source code for jnpr.junos.device

# stdlib
import os
import six
import types
import platform
import warnings
import logging

# stdlib, in support of the the 'probe' method
import socket
import datetime
import time
import sys
import json
import re

# 3rd-party packages
from lxml import etree
from ncclient import manager as netconf_ssh
import ncclient.transport.errors as NcErrors
from ncclient.transport.session import SessionListener
import ncclient.operations.errors as NcOpErrors
from ncclient.operations import RPCError
import paramiko
import jinja2

# local modules
from jnpr.junos.rpcmeta import _RpcMetaExec
from jnpr.junos import exception as EzErrors
from jnpr.junos.factcache import _FactCache
from jnpr.junos.ofacts import *
from jnpr.junos import jxml as JXML
from jnpr.junos.decorators import (
    timeoutDecorator,
    normalizeDecorator,
    ignoreWarnDecorator,
)
from jnpr.junos.exception import JSONLoadError, ConnectError

# check for ncclient support for filter_xml. Remove these changes once ncclient
# release filter_xml/SAX parsing feature
# https://github.com/ncclient/ncclient/pull/324
from ncclient.operations.third_party.juniper.rpc import ExecuteRpc
import inspect

if sys.version_info.major >= 3:
    NCCLIENT_FILTER_XML = len(inspect.signature(ExecuteRpc.request).parameters) == 3
else:
    NCCLIENT_FILTER_XML = len(inspect.getargspec(ExecuteRpc.request).args) == 3

_MODULEPATH = os.path.dirname(__file__)

logger = logging.getLogger("jnpr.junos.device")


class _MyTemplateLoader(jinja2.BaseLoader):

    """
    Create a jinja2 template loader class that can be used to
    load templates from all over the filesystem, but defaults
    to the CWD and the 'templates' directory of the module
    """

    def __init__(self):
        self.paths = [".", os.path.join(_MODULEPATH, "templates")]

    def get_source(self, environment, template):
        def _in_path(dir):
            return os.path.exists(os.path.join(dir, template))

        path = list(filter(_in_path, self.paths))
        if not path:
            raise jinja2.TemplateNotFound(template)

        path = os.path.join(path[0], template)
        mtime = os.path.getmtime(path)
        with open(path) as f:
            # You are trying to decode an object that is already decoded.
            # You have a str, there is no need to decode from UTF-8 anymore.
            # open already decodes to Unicode in Python 3 if you open in text
            # mode. If you want to open it as bytes, so that you can then
            # decode, you need to open with mode 'rb'.
            source = f.read()
        return source, path, lambda: mtime == os.path.getmtime(path)


_Jinja2ldr = jinja2.Environment(loader=_MyTemplateLoader())


class _Connection(object):
    ON_JUNOS = (
        platform.system().upper() == "JUNOS"
        or platform.release().startswith("JNPR")
        or os.path.isfile("/usr/share/cevo/cevo_version")
    )

    # for juniper specific containers likes crpd, cmgd, cbng
    # and similar entities, we will need to check the product.conf
    # file for on-box implementation

    if ON_JUNOS is False:
        if os.path.isfile("/etc/product.conf") is True:
            model_dict = {}
            with open("/etc/product.conf") as f:
                for line in f:
                    if "=" in line:
                        (key, val) = line.strip().split("=")
                        model_dict[key] = val

            if "model" in model_dict and model_dict["model"] in [
                "crpd",
                "cbng",
                "cmgd",
            ]:
                ON_JUNOS = True

    auto_probe = 0  # default is no auto-probe

    # ------------------------------------------------------------------------
    # property: hostname
    # ------------------------------------------------------------------------

    @property
    def hostname(self):
        """
        :returns: the host-name of the Junos device.
        """
        return (
            self._hostname
            if (self._hostname != "localhost")
            else self.facts.get("hostname")
        )

    # ------------------------------------------------------------------------
    # property: user
    # ------------------------------------------------------------------------

    @property
    def user(self):
        """
        :returns: the login user (str) accessing the Junos device
        """
        return self._auth_user

    # ------------------------------------------------------------------------
    # property: password
    # ------------------------------------------------------------------------

    @property
    def password(self):
        """
        :returns: ``None`` - do not provide the password
        """
        return None  # read-only

    @password.setter
    def password(self, value):
        """
        Change the authentication password value.  This is handy in case
        the calling program needs to attempt different passwords.
        """
        self._auth_password = value

    # ------------------------------------------------------------------------
    # property: logfile
    # ------------------------------------------------------------------------

    @property
    def logfile(self):
        """
        :returns: exsiting logfile ``file`` object.
        """
        return self._logfile

    @logfile.setter
    def logfile(self, value):
        """
        Assigns an opened file object to the device for logging
        If there is an open logfile, and 'value' is ``None`` or ``False``
        then close the existing file.

        :param file value: An open ``file`` object.

        :returns: the new logfile ``file`` object

        :raises ValueError:
            When **value** is not a ``file`` object
        """
        # got an existing file that we need to close
        if (not value) and (self._logfile is not None):
            rc = self._logfile.close()
            self._logfile = False
            return rc

        if sys.version < "3":
            if not isinstance(value, file):
                raise ValueError("value must be a file object")
        else:
            import io

            if not isinstance(value, io.TextIOWrapper):
                raise ValueError("value must be a file object")

        self._logfile = value
        return self._logfile

    # ------------------------------------------------------------------------
    # property: timeout
    # ------------------------------------------------------------------------

    @property
    def timeout(self):
        """
        :returns: the current RPC timeout value (int) in seconds.
        """
        return self._conn.timeout

    @timeout.setter
    def timeout(self, value):
        """
        Used to change the RPC timeout value (default=30 sec).

        :param int value:
            New timeout value in seconds
        """
        try:
            self._conn.timeout = int(value)
        except (ValueError, TypeError):
            raise RuntimeError(
                "could not convert timeout value of %s to an " "integer" % (value)
            )

    # ------------------------------------------------------------------------
    # property: facts
    # ------------------------------------------------------------------------

    @property
    def ofacts(self):
        """
        :returns: Device fact dictionary
        """
        if self._fact_style != "old" and self._fact_style != "both":
            raise RuntimeError("Old-style facts gathering is not in use!")
        if self._ofacts == {} and self.connected:
            self.facts_refresh()
        return self._ofacts

    @ofacts.setter
    def ofacts(self, value):
        """ read-only property """
        raise RuntimeError("facts is read-only!")

    # ------------------------------------------------------------------------
    # property: port
    # ------------------------------------------------------------------------

    @property
    def port(self):
        """
        :returns: the port (str) to connect to the Junos device
        """
        return self._port

    # ------------------------------------------------------------------------
    # property: master
    # ------------------------------------------------------------------------

    @property
    def master(self):
        """
        The mastership state of the current Routing Engine.

        The current Routing Engine is the RE to which the NETCONF session is
        connected.

        .. note::
            This property is based on new-style fact gathering and the
            value of currently cached facts. If there is a chance the
            mastership state may have changed since the facts were cached,
            then dev.facts_refresh() should be invoked prior to checking
            this property. If old-style fact gathering is in use,
            this property will return None.

        :returns: True if the current RE is the master Routing Engine. False if
                  the current RE is not the master Routing Engine. None if
                  unable to determine the state of the current Routing Engine.
        """
        master = None

        # Make sure the 'current_re' fact has a value
        if self.facts.get("current_re") is not None:
            # Typical master case
            if "master" in self.facts["current_re"]:
                master = True
            # Typical backup case
            elif "backup" in self.facts["current_re"]:
                master = False
            # Some single chassis and single RE platforms don't have
            # 'master' in the 'current_re' fact. It's best to check if it's a
            #  single chassis and single RE platform based on the
            # 'RE_hw_mi' and '2RE' facts, not the 'current_re' fact.
            elif (
                self.facts.get("2RE") is False
                and self.facts.get("RE_hw_mi") is False
                and "re0" in self.facts["current_re"]
            ):
                master = True
            # Is it an SRX cluster?
            # If so, the cluster's "primary" is the "master"
            elif self.facts.get("srx_cluster") is True:
                if "primary" in self.facts["current_re"]:
                    master = True
                else:
                    master = False
            else:
                # Might be a GNF case.
                if (
                    self.re_name is not None
                    and "gnf" in self.re_name
                    and "-re" in self.re_name
                ):
                    # Get the name of the GNF from re_name/
                    # re_name will be in the format gnfX-reY
                    (gnf, _) = self.re_name.split("-re", 1)
                    if gnf + "-master" in self.facts.get("current_re"):
                        master = True
                    elif gnf + "-backup" in self.facts.get("current_re"):
                        master = False
                else:
                    # Might be a multi-chassis case where this RE is neither
                    # the master or the backup for the entire system. In that
                    # case, it's either a chassis master or a chassis backup.
                    for re_state in self.facts["current_re"]:
                        # Multi-chassis case. A chassis master/backup, but
                        # not the system master/backup.
                        if "-backup" in re_state or "-master" in re_state:
                            master = False
                            break
        return master

    @master.setter
    def master(self, value):
        """ read-only property """
        raise RuntimeError("master is read-only!")

    # ------------------------------------------------------------------------
    # property: uptime
    # ------------------------------------------------------------------------

    @property
    def uptime(self):
        """
        The uptime of the current Routing Engine.

        The current Routing Engine is the RE to which the NETCONF session is
        connected.

        :returns: The number of seconds (int) since the current Routing Engine
                  was booted. If there is a problem gathering or parsing the
                  uptime information, None is returned.
        :raises: May raise a specific jnpr.junos.RpcError or
                 jnpr.junos.ConnectError subclass if there is a problem
                 communicating with the device.
        """
        uptime = None
        rsp = self.rpc.get_system_uptime_information(normalize=True)
        if rsp is not None:
            element = rsp.find(".//system-booted-time/time-length")
            if element is not None:
                uptime_string = element.get("seconds")
                if uptime_string is not None:
                    uptime = int(uptime_string)
        return uptime

    @uptime.setter
    def uptime(self, value):
        """ read-only property """
        raise RuntimeError("uptime is read-only!")

    # ------------------------------------------------------------------------
    # property: re_name
    # ------------------------------------------------------------------------

    @property
    def re_name(self):
        """
        The name of the current Routing Engine.

        The current Routing Engine is the RE to which the NETCONF session is
        connected.

        .. note::
            This property is based on new-style fact gathering. If
            old-style fact gathering is in use, this property will return None.

        :returns: A string containing the name of the current Routing Engine or
                  None if unable to determine the state of the current
                  Routing Engine.
        """
        re_name = None

        # Make sure the 'current_re' and 'hostname_info' facts have values
        if (
            self.facts.get("current_re") is not None
            and self.facts.get("hostname_info") is not None
        ):
            # re_name should be the intersection of the values in the
            # 'current_re' fact and the keys in the 'hostname_info' fact.
            intersect = set(self.facts["current_re"]) & set(
                self.facts["hostname_info"].keys()
            )
            # intersect should usually contain a single element (the RE's
            # name) if things worked correctly.
            if len(intersect) == 1:
                re_name = list(intersect)[0]
            # If intersect contains no elements
            elif len(intersect) == 0:
                # Look for the first value
                # in 'current_re' which contains '-re'.
                for re_state in self.facts["current_re"]:
                    if "-re" in re_state:
                        re_name = re_state
                        break
                if re_name is None:
                    # Still haven't figured it out, if there's only one key
                    # in 'hostname_info', assume that.
                    all_re_names = list(self.facts["hostname_info"].keys())
                    if len(all_re_names) == 1:
                        re_name = all_re_names[0]
                if re_name is None:
                    # Still haven't figured it out. Is this a bsys?
                    for re_state in self.facts["current_re"]:
                        match = re.search("^re\d+$", re_state)
                        if match:
                            re_string = "bsys-" + match.group(0)
                            if re_string in self.facts["hostname_info"].keys():
                                re_name = re_string
        return re_name

    @re_name.setter
    def re_name(self, value):
        """ read-only property """
        raise RuntimeError("re_name is read-only!")

    def _sshconf_lkup(self):
        """Controls the ssh connection:
        If using ssh_private_key_file on MacOS Mojave or greater
        (specifically > OpenSSH_7.4p1) ensure that the keys are generated
        in PEM format or convert existing 'new' keys to the PEM format:
        Check format: `head -n1 ~/.ssh/some_key`
        Correct RSA fomat: -----BEGIN RSA PRIVATE KEY-----
        Incorrect OPENSSH format: -----BEGIN OPENSSH PRIVATE KEY-----
        Convert an OPENSSH key to an RSA key: `ssh-keygen -p -m PEM -f ~/.ssh/some_key`
        """
        if self.__class__.__name__ == "Device" and self._sock_fd is not None:
            return None
        if self._ssh_config:
            sshconf_path = os.path.expanduser(self._ssh_config)
        else:
            sshconf_path = os.path.join(os.path.expanduser("~"), ".ssh", "config")
        if not os.path.exists(sshconf_path):
            return None
        else:
            sshconf = paramiko.SSHConfig()
            with open(sshconf_path, "r") as fp:
                sshconf.parse(fp)
                found = sshconf.lookup(self._hostname)
                self._port = found.get("port", self._port)
                self._conf_auth_user = found.get("user")
                self._conf_ssh_private_key_file = found.get("identityfile")
            return sshconf_path

    def display_xml_rpc(self, command, format="xml"):
        """
        Executes the CLI command and returns the CLI xml object by default.

        For example::
          print dev.display_xml_rpc('show version').tag
          or
          print dev.display_xml_rpc('show version', format='text')

        :param str command:
          The CLI command to retrieve XML RPC for, e.g. "show version"

        :param str format:
          The return format, by default is XML.  You can optionally select
          "text" to return the XML structure as a string.
        """
        try:
            command = command + "| display xml rpc"
            rsp = self.rpc.cli(command, format="xml")
            rsp = rsp.getparent().find(".//rpc")
            if format == "text":
                encode = None if sys.version < "3" else "unicode"
                return etree.tostring(rsp[0], encoding=encode)
            return rsp[0]
        except TypeError:
            return "No RPC equivalent found for: " + command
        except:
            return "invalid command: " + command

    # ------------------------------------------------------------------------
    # Template: retrieves a Jinja2 template
    # ------------------------------------------------------------------------

    def Template(self, filename, parent=None, gvars=None):
        """
        Used to return a Jinja2 :class:`Template`.

        :param str filename:
            file-path to Jinja2 template file on local device

        :returns: Jinja2 :class:`Template` give **filename**.
        """

        return self._j2ldr.get_template(filename, parent, gvars)

    # ------------------------------------------------------------------------
    # property: manages
    # ------------------------------------------------------------------------

    @property
    def manages(self):
        """
        :returns:
            ``list`` of Resource Managers/Utilities attached to this
            instance using the :meth:`bind` method.
        """
        return self._manages

    # ------------------------------------------------------------------------
    # dealing with bind aspects
    # ------------------------------------------------------------------------

    def bind(self, *vargs, **kvargs):
        """
        Used to attach things to this Device instance and make them a
        property of the :class:Device instance.  The most common use
        for bind is attaching Utility instances to a :class:Device.
        For example::

            from jnpr.junos.utils.config import Config

            dev.bind( cu=Config )
            dev.cu.lock()
            # ... load some changes
            dev.cu.commit()
            dev.cu.unlock()

        :param list vargs:
          A list of functions that will get bound as instance methods to
          this Device instance.

          .. warning:: Experimental.

        :param new_property:
          name/class pairs that will create resource-managers bound as
          instance attributes to this Device instance.  See code example above
        """
        if len(vargs):
            for fn in vargs:
                # check for name clashes before binding
                if hasattr(self, fn.__name__):
                    raise ValueError(
                        "request attribute name %s already exists" % fn.__name__
                    )
            for fn in vargs:
                # bind as instance method, majik.
                if sys.version < "3":
                    self.__dict__[fn.__name__] = types.MethodType(
                        fn, self, self.__class__
                    )
                else:
                    self.__dict__[fn.__name__] = types.MethodType(fn, self.__class__)
            return

        # first verify that the names do not conflict with
        # existing object attribute names

        for name in kvargs.keys():
            # check for name-clashes before binding
            if hasattr(self, name):
                raise ValueError("requested attribute name %s already exists" % name)

        # now instantiate items and bind to this :Device:
        for name, thing in kvargs.items():
            new_inst = thing(self)
            self.__dict__[name] = new_inst
            self._manages.append(name)

    @property
    def _sshconf_path(self):
        return self._sshconf_lkup()

    # ------------------------------------------------------------------------
    # probe
    # ------------------------------------------------------------------------

    def probe(self, timeout=5, intvtimeout=1):
        """
        Probe the device to determine if the Device can accept a remote
        connection.
        This method is meant to be called *prior* to :open():
        This method will not work with ssh-jumphost environments.

        :param int timeout:
          The probe will report ``True``/``False`` if the device report
          connectivity within this timeout (seconds)

        :param int intvtimeout:
          Timeout interval on the socket connection. Generally you should not
          change this value, but you can if you want to twiddle the frequency
          of the socket attempts on the connection

        :returns: ``True`` if probe is successful, ``False`` otherwise
        """
        start = datetime.datetime.now()
        end = start + datetime.timedelta(seconds=timeout)
        probe_ok = True

        while datetime.datetime.now() < end:
            s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
            s.settimeout(intvtimeout)
            try:
                s.connect((self.hostname, int(self._port)))
                s.shutdown(socket.SHUT_RDWR)
                s.close()
                break
            except:
                time.sleep(1)
                pass
        else:
            probe_ok = False

        return probe_ok

    def cli_to_rpc_string(self, command):
        """
        Translate a CLI command string into the equivalent RPC method call.

        Translates a CLI command string into a string which represents the
        equivalent line of code using an RPC instead of a CLI command. Handles
        RPCs with arguments.

        .. note::
            This method does NOT actually invoke the RPC equivalent.

        :param str command:
          The CLI command to translate, e.g. "show version"

        :returns: (str) representing the RPC meta-method (including
                  attributes and arguments) which could be invoked instead of
                  cli(command). Returns None if there is no equivalent RPC for
                  command or if command is not a valid CLI command.
        """

        # Strip off any pipe modifiers
        (command, _, _) = command.partition("|")
        # Strip any leading or trailing whitespace
        command = command.strip()
        # Get the equivalent RPC
        rpc = self.display_xml_rpc(command)
        if isinstance(rpc, six.string_types):
            # No RPC is available.
            return None
        rpc_string = "rpc.%s(" % (rpc.tag.replace("-", "_"))
        arguments = []
        for child in rpc:
            key = child.tag.replace("-", "_")
            if child.text:
                value = "'" + child.text + "'"
            else:
                value = "True"
            arguments.append("%s=%s" % (key, value))
        if arguments:
            rpc_string += ", ".join(arguments)
        rpc_string += ")"
        return rpc_string

    # ------------------------------------------------------------------------
    # cli - for cheating commands :-)
    # ------------------------------------------------------------------------

    def cli(self, command, format="text", warning=True):
        """
        Executes the CLI command and returns the CLI text output by default.

        :param str command:
          The CLI command to execute, e.g. "show version"

        :param str format:
          The return format, by default is text.  You can optionally select
          "xml" to return the XML structure.

        .. note::
            You can also use this method to obtain the XML RPC command for a
            given CLI command by using the pipe filter ``| display xml rpc``.
            When you do this, the return value is the XML RPC command. For
            example if you provide as the command
            ``show version | display xml rpc``, you will get back the XML
            Element ``<get-software-information>``.

        .. warning::
            This function is provided for **DEBUG** purposes only!
            **DO NOT** use this method for general automation purposes as
            that puts you in the realm of "screen-scraping the CLI".
            The purpose of the PyEZ framework is to migrate away from that
            tooling pattern. Interaction with the device should be done via
            the RPC function.

        .. warning::
            You cannot use "pipe" filters with **command** such as ``| match``
            or ``| count``, etc.  The only value use of the "pipe" is for the
            ``| display xml rpc`` as noted above.
        """
        if "display xml rpc" not in command and warning is True:
            # Get the equivalent rpc metamethod
            rpc_string = self.cli_to_rpc_string(command)
            if rpc_string is not None:
                warning_string = "\nCLI command is for debug use only!\n"
                warning_string += "Instead of:\ncli('%s')\n" % (command)
                warning_string += "Use:\n%s\n" % (rpc_string)
                warnings.simplefilter("always")
                warnings.warn(warning_string, RuntimeWarning)
                warnings.resetwarnings()

        try:
            rsp = self.rpc.cli(command=command, format=format)
            if isinstance(rsp, dict) and format.lower() == "json":
                return rsp
            # rsp returned True means <rpc-reply> is empty, hence return
            # empty str as would be the case on cli
            # ex:
            # <rpc-reply message-id="urn:uuid:281f624f-022b-11e6-bfa8">
            # </rpc-reply>
            if rsp is True:
                return ""
            if rsp.tag in ["output", "rpc-reply"]:
                encode = None if sys.version < "3" else "unicode"
                return etree.tostring(
                    rsp, method="text", with_tail=False, encoding=encode
                )
            if rsp.tag == "configuration-information":
                return rsp.findtext("configuration-output")
            if rsp.tag == "rpc":
                return rsp[0]
            return rsp
        except (
            EzErrors.ConnectClosedError,
            EzErrors.RpcError,
            EzErrors.RpcTimeoutError,
        ) as ex:
            raise ex
        except Exception as ex:
            warnings.warn(
                "An unknown exception occurred : %s - please report." % ex,
                RuntimeWarning,
            )
            raise ex

    # ------------------------------------------------------------------------
    # execute
    # ------------------------------------------------------------------------

    @normalizeDecorator
    @timeoutDecorator
    def execute(self, rpc_cmd, ignore_warning=False, **kvargs):
        """
        Executes an XML RPC and returns results as either XML or native python

        :param rpc_cmd:
          can either be an XML Element or xml-as-string.  In either case
          the command starts with the specific command element, i.e., not the
          <rpc> element itself

        :param ignore_warning: A boolean, string or list of string.
          If the value is True, it will ignore all warnings regardless of the
          warning message. If the value is a string, it will ignore
          warning(s) if the message of each warning matches the string. If
          the value is a list of strings, ignore warning(s) if the message of
          each warning matches at least one of the strings in the list.

          .. note::
            When the value of ignore_warning is a string, or list of strings,
            the string is actually used as a case-insensitive regular
            expression pattern. If the string contains only alpha-numeric
            characters, as shown in the above examples, this results in a
            case-insensitive substring match. However, any regular expression
            pattern supported by the re library may be used for more
            complicated match conditions.

        :param func to_py:
          Is a caller provided function that takes the response and
          will convert the results to native python types.  all kvargs
          will be passed to this function as well in the form::

            to_py( self, rpc_rsp, **kvargs )

        :raises ValueError:
            When the **rpc_cmd** is of unknown origin

        :raises PermissionError:
            When the requested RPC command is not allowed due to
            user-auth class privilege controls on Junos

        :raises RpcError:
            When an ``rpc-error`` element is contained in the RPC-reply and the
            ``rpc-error`` element does not match the **ignore_warning** value.

        :returns:
            RPC-reply as XML object.  If **to_py** is provided, then
            that function is called, and return of that function is
            provided back to the caller; presumably to convert the XML to
            native python data-types (e.g. ``dict``).
        """

        if self.connected is not True:
            raise EzErrors.ConnectClosedError(self)

        if isinstance(rpc_cmd, str):
            rpc_cmd_e = etree.XML(rpc_cmd)
        elif isinstance(rpc_cmd, etree._Element):
            rpc_cmd_e = rpc_cmd
        else:
            raise ValueError(
                "Dont know what to do with rpc of type %s" % rpc_cmd.__class__.__name__
            )

        # invoking a bad RPC will cause a connection object exception
        # will will be raised directly to the caller ... for now ...
        # @@@ need to trap this and re-raise accordingly.

        try:
            rpc_rsp_e = self._rpc_reply(
                rpc_cmd_e,
                ignore_warning=ignore_warning,
                filter_xml=kvargs.get("filter_xml"),
            )
        except NcOpErrors.TimeoutExpiredError:
            # err is a TimeoutExpiredError from ncclient,
            # which has no such attribute as xml.
            raise EzErrors.RpcTimeoutError(self, rpc_cmd_e.tag, self.timeout)
        except NcErrors.TransportError:
            raise EzErrors.ConnectClosedError(self)
        except RPCError as ex:
            if hasattr(ex, "xml"):
                rsp = JXML.remove_namespaces(ex.xml)
                message = rsp.findtext("error-message")
                # see if this is a permission error
                if message and message == "permission denied":
                    raise EzErrors.PermissionError(cmd=rpc_cmd_e, rsp=rsp, errs=ex)
            else:
                rsp = None
            raise EzErrors.RpcError(cmd=rpc_cmd_e, rsp=rsp, errs=ex)
        # Something unexpected happened - raise it up
        except Exception as err:
            warnings.warn(
                "An unknown exception occurred - please report.", RuntimeWarning
            )
            raise

        # From 14.2 onward, junos supports JSON, so now code can be written as
        # dev.rpc.get_route_engine_information({'format': 'json'})
        # should not convert rpc response to json when loading json config
        # as response should be rpc-reply xml object.

        if rpc_cmd_e.tag != "load-configuration" and rpc_cmd_e.attrib.get("format") in [
            "json",
            "JSON",
        ]:
            ver_info = self.facts.get("version_info")
            if (
                ver_info
                and ver_info.major[0] >= 15
                or (ver_info.major[0] == 14 and ver_info.major[1] >= 2)
            ):
                try:
                    return json.loads(rpc_rsp_e.text)
                except ValueError as ex:
                    # when data is {}{.*} types
                    if str(ex).startswith("Extra data"):
                        return json.loads(re.sub("\s?{\s?}\s?", "", rpc_rsp_e.text))
                    else:
                        raise JSONLoadError(ex, rpc_rsp_e.text)
            else:
                warnings.warn(
                    "Native JSON support is only from 14.2 onwards", RuntimeWarning
                )

        # This section is here for the possible use of something other than
        # ncclient for RPCs that have embedded rpc-errors, need to check for
        # those now.
        # rpc_errs = rpc_rsp_e.xpath('.//rpc-error')
        # if len(rpc_errs):
        #     raise EzErrors.RpcError(cmd=rpc_cmd_e, rsp=rpc_errs[0])

        # skip the <rpc-reply> element and pass the caller first child element
        # generally speaking this is what they really want. If they want to
        # uplevel they can always call the getparent() method on it.

        try:
            ret_rpc_rsp = rpc_rsp_e[0]
        except IndexError:
            # For cases where reply are like
            # <rpc-reply>
            #    protocol: operation-failed
            #    error: device asdf not found
            # </rpc-reply>
            if rpc_rsp_e.text is not None and rpc_rsp_e.text.strip() is not "":
                return rpc_rsp_e
            # no children, so assume it means we are OK
            return True

        # if the caller provided a "to Python" conversion function, then invoke
        # that now and return the results of that function.  otherwise just
        # return the RPC results as XML

        if kvargs.get("to_py"):
            return kvargs["to_py"](self, ret_rpc_rsp, **kvargs)
        else:
            return ret_rpc_rsp

    # ------------------------------------------------------------------------
    # facts
    # ------------------------------------------------------------------------

    def facts_refresh(
        self, exception_on_failure=False, warnings_on_failure=None, keys=None
    ):
        """
        Refresh the facts from the Junos device into :attr:`facts` property.
        See :module:`jnpr.junos.facts` for a complete list of available facts.
        For old-style facts, this causes all facts to be immediately reloaded.
        For new-style facts, the current fact value(s) are deleted, and the
        fact is reloaded on demand.

        :param bool exception_on_failure: To raise exception when facts
          gathering errors out. If True when new-style fact gathering is in
          use, causes all facts to be reloaded rather than being loaded on
          demand.
        :param bool warnings_on_failure: To print a warning when fact gathering
          errors out. The default for old-style facts gathering is
          warnings_on_failure=True. The default for new-style facts gathering
          is warnings_on_failure=False. If True when new-style fact gathering
          is in use, causes all facts to be reloaded rather than being loaded
          on demand.
        :param str, set, list, or tuple keys: The set of keys in facts to
          refresh. Note: Old-style facts gathering does not support
          gathering individual facts, so this argument can only be
          specified when new-style fact gathering is in use. In addition,
          setting exception_on_failure or warnings_on_failure to True causes
          all facts to be immediately refreshed, rather than being refreshed
          on demand. For this reason, the keys argument can not be specified if
          exception_on_failure or warnings_on_failure are True.

        An example of specifying the keys argument as a string:
        ```
        dev.facts_refresh(keys='hostname')
        ```

        An example of specifying the keys argument as a tuple:
        ```
        dev.facts_refresh(keys=('hostname', 'hostname_info', 'domain', 'fqdn'))
        ```
        or as a list:
        ```
        dev.facts_refresh(keys=['hostname', 'hostname_info', 'domain', 'fqdn'])
        ```
        or as a set:
        ```
        dev.facts_refresh(keys={'hostname', 'hostname_info', 'domain', 'fqdn'})
        ```

        :raises RuntimeError:
            If old-style fact gathering is in use and a keys argument is
            specified.
        """
        if self._fact_style not in ["old", "new", "both"]:
            raise RuntimeError("Unknown fact_style: %s" % (self._fact_style))
        if self._fact_style == "old" or self._fact_style == "both":
            if warnings_on_failure is None:
                warnings_on_failure = True
            if keys is not None:
                raise RuntimeError(
                    "The keys argument can not be specified "
                    "when old-style fact gathering is in use!"
                )
            should_warn = False
            for gather in FACT_LIST:
                try:
                    gather(self, self._ofacts)
                except:
                    if exception_on_failure:
                        raise
                    should_warn = True
            if (
                warnings_on_failure is True
                and should_warn is True
                and self._fact_style != "both"
            ):
                warnings.warn(
                    "Facts gathering is incomplete. "
                    "To know the reason call "
                    '"dev.facts_refresh(exception_on_failure=True)"',
                    RuntimeWarning,
                )
        if self._fact_style == "new" or self._fact_style == "both":
            if warnings_on_failure is None:
                warnings_on_failure = False
            self.facts._refresh(
                exception_on_failure=exception_on_failure,
                warnings_on_failure=warnings_on_failure,
                keys=keys,
            )
        return

    # -----------------------------------------------------------------------
    # OVERLOADS
    # -----------------------------------------------------------------------

    def __repr__(self):
        return "Device(%s)" % self.hostname


[docs]class DeviceSessionListener(SessionListener):

    """
    Listens to Session class of Netconf Transport
    and detects errors in the transport.
    """

[docs]    def __init__(self, device):
        self._device = device


[docs]    def callback(self, root, raw):
        """Required by implementation but not used here."""
        pass


[docs]    def errback(self, ex):
        """Called when an error occurs.
        Set the device's connected status to False.
        :type ex: :exc:`Exception`
        """
        self._device.connected = False




[docs]class Device(_Connection):

    """
    Junos Device class.

    :attr:`ON_JUNOS`:
        **READ-ONLY** -
        Auto-set to ``True`` when this code is running on a Junos device,
        vs. running on a local-server remotely connecting to a device.

    :attr:`auto_probe`:
        When non-zero the call to :meth:`open` will probe for NETCONF
        reachability before proceeding with the NETCONF session establishment.
        If you want to enable this behavior by default, you could do the
        following in your code::

            from jnpr.junos import Device

            # set all device open to auto-probe with timeout of 10 sec
            Device.auto_probe = 10

            dev = Device( ... )
            dev.open()   # this will probe before attempting NETCONF connect

    """

    # -------------------------------------------------------------------------
    # PROPERTIES
    # -------------------------------------------------------------------------

    # ------------------------------------------------------------------------
    # property: transform
    # ------------------------------------------------------------------------

    @property
    def transform(self):
        """
        :returns: the current RPC XML Transformation.
        """
        try:
            return self._conn._device_handler.transform_reply
        except AttributeError:
            if self._conn is None:
                raise ConnectError(self, "Not connected to the Device")

    @transform.setter
    def transform(self, func):
        """
        Used to change the RPC XML Transformation.

        :param lambda value:
            New transform lambda
        """
        self._conn._device_handler.transform_reply = func

    # -----------------------------------------------------------------------
    # CONSTRUCTOR
    # -----------------------------------------------------------------------

    def __new__(cls, *args, **kwargs):
        if (
            kwargs.get("port") in [23, "23"]
            or kwargs.get("mode")
            or kwargs.get("cs_user") is not None
        ):
            from jnpr.junos.console import Console

            instance = object.__new__(Console, *args, **kwargs)
            # Python only calls __init__() if the object returned from
            # __new__() is an instance of the class in which the __new__()
            # method is contained (here Device class). Hence calling __init__
            # explicitly.
            kwargs["host"] = args[0] if len(args) else kwargs.get("host")
            instance.__init__(**kwargs)
            return instance
        else:
            if sys.version < "3":
                return super(Device, cls).__new__(cls, *args, **kwargs)
            else:
                return super().__new__(cls)

[docs]    def __init__(self, *vargs, **kvargs):
        """
        Device object constructor.

        :param str vargs[0]: host-name or ipaddress.  This is an
                             alternative for **host**

        :param str host:
            **REQUIRED** host-name or ipaddress of target device, unless sock_fd is provided

        :param str sock_fd:
            **REQUIRED** file descriptor of an existing socket instead of providing a host.
            Used for outbound ssh.

        :param str user:
            *OPTIONAL* login user-name, uses $USER if not provided

        :param str passwd:
            *OPTIONAL* if not provided, assumed ssh-keys are enforced

        :param int port:
            *OPTIONAL* NETCONF port (defaults to 830)

        :param bool gather_facts:
            *OPTIONAL* For ssh mode default is ``True``. In case of console
            connection over telnet/serial it defaults to ``False``.
            If ``False`` and old-style fact gathering is in use then facts are
            not gathered on call to :meth:`open`. This argument is a no-op when
            new-style fact gathering is in use (the default.)

        :param str fact_style:
            *OPTIONAL*  The style of fact gathering to use. Valid values are:
            'new', 'old', or 'both'. The default is 'new'. The value 'both' is
            only present for debugging purposes. It will be removed in a future
            release. The value 'old' is only present to workaround bugs in
            new-style fact gathering. It will be removed in a future release.

        :param str mode:
            *OPTIONAL*  mode, mode for console connection (telnet/serial)

        :param int baud:
            *OPTIONAL*  baud, Used during serial console mode, default baud
            rate is 9600

        :param int attempts:
            *OPTIONAL*  attempts, for console connection. default is 10

        :param bool auto_probe:
            *OPTIONAL*  if non-zero then this enables auto_probe at time of
            :meth:`open` and defines the amount of time(sec) for the
            probe timeout

        :param str ssh_private_key_file:
            *OPTIONAL* The path to the SSH private key file.
            This can be used if you need to provide a private key rather than
            loading the key into the ssh-key-ring/environment.  if your
            ssh-key requires a password, then you must provide it via
            **passwd**

        :param str ssh_config:
            *OPTIONAL* The path to the SSH configuration file.
            This can be used to load SSH information from a configuration file.
            By default ~/.ssh/config is queried.

        :param bool normalize:
            *OPTIONAL* default is ``False``.  If ``True`` then the
            XML returned by :meth:`execute` will have whitespace normalized

        :param bool use_filter:
            *OPTIONAL* To choose between SAX and DOM parsing.
            default is ``False`` to use DOM.
            Select ``True`` to use SAX (if SAX input is provided).

        :param bool huge_tree:
            *OPTIONAL* parse XML with very deep trees and long text content.
            default is ``False``.
        """

        # ----------------------------------------
        # setup instance connection/open variables
        # ----------------------------------------

        hostname = vargs[0] if len(vargs) else kvargs.get("host")

        self._port = kvargs.get("port", 830)
        self._sock_fd = kvargs.get("sock_fd", None)
        self._gather_facts = kvargs.get("gather_facts", True)
        self._normalize = kvargs.get("normalize", False)
        self._auto_probe = kvargs.get("auto_probe", self.__class__.auto_probe)
        self._fact_style = kvargs.get("fact_style", "new")
        self._use_filter = kvargs.get("use_filter", False)
        self._huge_tree = kvargs.get("huge_tree", False)
        if self._fact_style != "new":
            warnings.warn(
                "fact-style %s will be removed in a future "
                "release." % (self._fact_style),
                RuntimeWarning,
            )

        if self.__class__.ON_JUNOS is True and hostname is None:
            # ---------------------------------
            # running on a Junos device locally
            # ---------------------------------
            self._auth_user = None
            self._auth_password = None
            self._hostname = "localhost"
            self._ssh_private_key_file = None
            self._ssh_config = None
        else:
            # --------------------------
            # making a remote connection
            # if hostname is None, this is an 'outbound-ssh' connection
            # which uses the established TCP connection from sock_fd
            # --------------------------
            if hostname is None and self._sock_fd is None:
                raise ValueError("You must provide either 'host' or 'sock_fd' value")
            self._hostname = hostname
            # user will default to $USER
            self._auth_user = os.getenv("USER")
            self._conf_auth_user = None
            self._conf_ssh_private_key_file = None
            # user can get updated by ssh_config
            self._ssh_config = kvargs.get("ssh_config")
            self._sshconf_lkup()
            # but if user or private key is explicit from call, then use it.
            self._auth_user = (
                kvargs.get("user") or self._conf_auth_user or self._auth_user
            )
            self._ssh_private_key_file = (
                kvargs.get("ssh_private_key_file") or self._conf_ssh_private_key_file
            )
            self._auth_password = kvargs.get("password") or kvargs.get("passwd")

        # -----------------------------
        # initialize instance variables
        # ------------------------------

        self._conn = None
        self._j2ldr = _Jinja2ldr
        self._manages = []
        self._ofacts = {}

        # public attributes
        self.connected = False
        self.rpc = _RpcMetaExec(self)
        if self._fact_style == "old":
            self.facts = self.ofacts
        else:
            self.facts = _FactCache(self)


    # -----------------------------------------------------------------------
    # Basic device methods
    # -----------------------------------------------------------------------
    @property
    def connected(self):
        return self._connected

    @connected.setter
    def connected(self, value):
        if value in [True, False]:
            self._connected = value

[docs]    def open(self, *vargs, **kvargs):
        """
        Opens a connection to the device using existing login/auth
        information.

        :param bool gather_facts:
            If set to ``True``/``False`` will override the device
            instance value for only this open process

        :param bool auto_probe:
            If non-zero then this enables auto_probe and defines the amount
            of time/seconds for the probe timeout

        :param bool normalize:
            If set to ``True``/``False`` will override the device
            instance value for only this open process

        :returns Device: Device instance (*self*).

        :raises ProbeError:
            When **auto_probe** is ``True`` and the probe activity
            exceeds the timeout

        :raises ConnectAuthError:
            When provided authentication credentials fail to login

        :raises ConnectRefusedError:
            When the device does not have NETCONF enabled

        :raises ConnectTimeoutError:
            When the the :meth:`Device.timeout` value is exceeded
            during the attempt to connect to the remote device

        :raises ConnectError:
            When an error, other than the above, occurs.  The
            originating ``Exception`` is assigned as ``err._orig``
            and re-raised to the caller.
        """

        auto_probe = kvargs.get("auto_probe", self._auto_probe)
        if auto_probe is not 0:
            if not self.probe(auto_probe):
                raise EzErrors.ProbeError(self)

        try:
            ts_start = datetime.datetime.now()

            # we want to enable the ssh-agent if-and-only-if we are
            # not given a password or an ssh key file.
            # in this condition it means we want to query the agent
            # for available ssh keys

            allow_agent = bool(
                (self._auth_password is None) and (self._ssh_private_key_file is None)
            )

            # open connection using ncclient transport
            self._conn = netconf_ssh.connect(
                host=self._hostname,
                port=self._port,
                sock_fd=self._sock_fd,
                username=self._auth_user,
                password=self._auth_password,
                hostkey_verify=False,
                key_filename=self._ssh_private_key_file,
                allow_agent=allow_agent,
                ssh_config=self._sshconf_lkup(),
                device_params={
                    "name": "junos",
                    "local": self.__class__.ON_JUNOS,
                    "use_filter": self._use_filter,
                },
            )
            self._conn._session.add_listener(DeviceSessionListener(self))
        except NcErrors.AuthenticationError as err:
            # bad authentication credentials
            raise EzErrors.ConnectAuthError(self)

        except NcErrors.SSHError as err:
            # this is a bit of a hack for now, since we want to
            # know if the connection was refused or we simply could
            # not open a connection due to reachability.  so using
            # a timestamp to differentiate the two conditions for now
            # if the diff is < 3 sec, then assume the host is
            # reachable, but NETCONF connection is refused.

            ts_err = datetime.datetime.now()
            diff_ts = ts_err - ts_start
            if diff_ts.seconds < 3:
                raise EzErrors.ConnectRefusedError(self)

            # at this point, we assume that the connection
            # has timed out due to ip-reachability issues

            if str(err).find("not open") > 0:
                raise EzErrors.ConnectTimeoutError(self)
            else:
                # otherwise raise a generic connection
                # error for now.  tag the new exception
                # with the original for debug
                cnx = EzErrors.ConnectError(self)
                cnx._orig = err
                raise cnx

        except socket.gaierror:
            # invalid DNS name, so unreachable
            raise EzErrors.ConnectUnknownHostError(self)

        except Exception as err:
            # anything else, we will re-raise as a
            # generic ConnectError
            cnx_err = EzErrors.ConnectError(self)
            cnx_err._orig = err
            raise cnx_err

        if self._huge_tree:
            self._conn.huge_tree = True
        self.connected = True

        self._nc_transform = self.transform
        self._norm_transform = lambda: JXML.normalize_xslt.encode("UTF-8")

        # normalize argument to open() overrides normalize argument value
        # to __init__(). Save value to self._normalize where it is used by
        # normalizeDecorator()
        self._normalize = kvargs.get("normalize", self._normalize)
        if self._normalize is True:
            self.transform = self._norm_transform

        gather_facts = kvargs.get("gather_facts", self._gather_facts)
        if gather_facts is True:
            self.facts_refresh()

        return self


[docs]    def close(self):
        """
        Closes the connection to the device only if connected.
        """
        if self.connected is True:
            try:
                self._conn.close_session()
            except NcErrors.SessionCloseError:
                pass
            finally:
                self.connected = False


    @ignoreWarnDecorator
    def _rpc_reply(self, rpc_cmd_e, filter_xml=None):
        if NCCLIENT_FILTER_XML:
            return self._conn.rpc(rpc_cmd_e, filter_xml)._NCElement__doc
        else:
            return self._conn.rpc(rpc_cmd_e)._NCElement__doc

    # -----------------------------------------------------------------------
    # Context Manager
    # -----------------------------------------------------------------------

    def __enter__(self):
        self.open()
        return self

    def __exit__(self, exc_type, exc_val, exc_tb):
        if self._conn.connected and not isinstance(exc_val, EzErrors.ConnectError):
            try:
                self.close()
            except Exception as ex:
                # exit should not raise any exception
                logger.error("Close in context manager hit exception: {}".format(ex))





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.exception

import re
from jnpr.junos import jxml
from jnpr.junos import jxml as JXML
from lxml.etree import _Element
from ncclient.operations.rpc import RPCError


[docs]class FactLoopError(RuntimeError):
    """
    Generated when there is a loop in fact gathering.
    """

    pass



[docs]class RpcError(Exception):

    """
    Parent class for all junos-pyez RPC Exceptions
    """

[docs]    def __init__(self, cmd=None, rsp=None, errs=None, dev=None, timeout=None, re=None):
        """
        :cmd: is the rpc command
        :rsp: is the rpc response (after <rpc-reply>)
        :errs: is a list of dictionaries of extracted <rpc-error> elements.
        :dev: is the device rpc was executed on
        :timeout: is the timeout value of the device
        :re: is the RE or member exception occured on
        """
        self.cmd = cmd
        self.rsp = rsp
        self.dev = dev
        self.timeout = timeout
        self.re = re
        self.rpc_error = None
        self.xml = rsp
        # To handle errors coming from ncclient, Here errs is list of RPCError
        if isinstance(errs, RPCError) and hasattr(errs, "errors"):
            self.errs = [JXML.rpc_error(error.xml) for error in errs.errors]
            for error in errs.errors:
                if error.severity == "error":
                    self.rsp = JXML.remove_namespaces(error.xml)
                    break
            else:
                if errs.severity == "warning":
                    for error in errs.errors:
                        if error.severity == "warning":
                            self.rsp = JXML.remove_namespaces(error.xml)
                            break
            self.message = errs.message
        else:
            self.errs = errs
            self.message = (
                "\n".join(
                    [
                        "%s: %s" % (err["severity"].strip(), err["message"].strip())
                        for err in errs
                        if err["message"] is not None and err["severity"] is not None
                    ]
                )
                if isinstance(errs, list)
                else ""
            )

        if isinstance(self.rsp, _Element):
            self.rpc_error = jxml.rpc_error(self.rsp)
            self.message = self.message or self.rpc_error["message"]
            if self.errs is None or not isinstance(self.errs, list):
                self.errs = [self.rpc_error]


    def __repr__(self):
        """
        pprints the response XML attribute
        """
        if self.rpc_error is not None:
            return "{}(severity: {}, bad_element: {}, message: {})".format(
                self.__class__.__name__,
                self.rpc_error["severity"],
                self.rpc_error["bad_element"],
                self.message,
            )
        else:
            return self.__class__.__name__

    __str__ = __repr__



[docs]class CommitError(RpcError):

    """
    Generated in response to a commit-check or a commit action.
    """

[docs]    def __init__(self, rsp, cmd=None, errs=None):
        RpcError.__init__(self, cmd, rsp, errs)


    def __repr__(self):
        return "{}(edit_path: {}, bad_element: {}, message: {})".format(
            self.__class__.__name__,
            self.rpc_error["edit_path"],
            self.rpc_error["bad_element"],
            self.message,
        )

    __str__ = __repr__



[docs]class ConfigLoadError(RpcError):

    """
    Generated in response to a failure when loading a configuration.
    """

[docs]    def __init__(self, rsp, cmd=None, errs=None):
        RpcError.__init__(self, cmd, rsp, errs)


    def __repr__(self):
        return "{}(severity: {}, bad_element: {}, message: {})".format(
            self.__class__.__name__,
            self.rpc_error["severity"],
            self.rpc_error["bad_element"],
            self.message,
        )

    __str__ = __repr__



[docs]class LockError(RpcError):

    """
    Generated in response to attempting to take an exclusive
    lock on the configuration database.
    """

[docs]    def __init__(self, rsp):
        RpcError.__init__(self, rsp=rsp)




[docs]class UnlockError(RpcError):

    """
    Generated in response to attempting to unlock the
    configuration database.
    """

[docs]    def __init__(self, rsp):
        RpcError.__init__(self, rsp=rsp)




[docs]class PermissionError(RpcError):

    """
    Generated in response to invoking an RPC for which the
    auth user does not have user-class permissions.

    PermissionError.message gives you the specific RPC that cause
    the exceptions
    """

[docs]    def __init__(self, rsp, cmd=None, errs=None):
        RpcError.__init__(self, cmd=cmd, rsp=rsp, errs=errs)
        self.message = rsp.findtext(".//bad-element")




[docs]class RpcTimeoutError(RpcError):

    """
    Generated in response to a RPC execution timeout.
    """

[docs]    def __init__(self, dev, cmd, timeout):
        RpcError.__init__(self, dev=dev, cmd=cmd, timeout=timeout)


    def __repr__(self):
        return "{}(host: {}, cmd: {}, timeout: {})".format(
            self.__class__.__name__, self.dev.hostname, self.cmd, self.timeout
        )

    __str__ = __repr__



[docs]class SwRollbackError(RpcError):

    """
    Generated in response to a SW rollback error.
    """

[docs]    def __init__(self, rsp, re=None):
        RpcError.__init__(self, re=re, rsp=rsp)


    def __repr__(self):
        if self.re:
            return "{}(re: {}, output: {})".format(
                self.__class__.__name__, self.re, self.rsp
            )
        else:
            return "{}(output: {})".format(self.__class__.__name__, self.rsp)

    __str__ = __repr__



# ================================================================
# ================================================================
#                    Connection Exceptions
# ================================================================
# ================================================================


[docs]class ConnectError(Exception):

    """
    Parent class for all connection related exceptions
    """

[docs]    def __init__(self, dev, msg=None):
        self.dev = dev
        self._orig = msg


    @property
    def user(self):
        """ login user-name """
        return self.dev.user

    @property
    def host(self):
        """ login host name/ipaddr """
        return self.dev.hostname

    @property
    def port(self):
        """ login SSH port """
        return self.dev._port

    @property
    def msg(self):
        """ login SSH port """
        return self._orig

    def __repr__(self):
        if self._orig:
            return "{}(host: {}, msg: {})".format(
                self.__class__.__name__, self.dev.hostname, self._orig
            )
        else:
            return "{}({})".format(self.__class__.__name__, self.dev.hostname)

    __str__ = __repr__



[docs]class ProbeError(ConnectError):

    """
    Generated if auto_probe is enabled and the probe action fails
    """

    pass



[docs]class ConnectAuthError(ConnectError):

    """
    Generated if the user-name, password is invalid
    """

    pass



[docs]class ConnectTimeoutError(ConnectError):

    """
    Generated if the NETCONF session fails to connect, could
    be due to the fact the device is not ip reachable; bad
    ipaddr or just due to routing
    """

    pass



[docs]class ConnectUnknownHostError(ConnectError):

    """
    Generated if the specific hostname does not DNS resolve
    """

    pass



[docs]class ConnectRefusedError(ConnectError):

    """
    Generated if the specified host denies the NETCONF; could
    be that the services is not enabled, or the host has
    too many connections already.
    """

    pass



[docs]class ConnectNotMasterError(ConnectError):

    """
    Generated if the connection is made to a non-master
    routing-engine.  This could be a backup RE on an MX
    device, or a virtual-chassis member (linecard), for example
    """

    pass



[docs]class ConnectClosedError(ConnectError):

    """
    Generated if connection unexpectedly closed
    """

[docs]    def __init__(self, dev):
        ConnectError.__init__(self, dev=dev)
        dev.connected = False




[docs]class JSONLoadError(Exception):

    """
    Generated if json content of rpc reply fails to load
    """

[docs]    def __init__(self, exception, rpc_content):
        self.ex_msg = str(exception)
        self.rpc_content = rpc_content
        self.offending_line = ""
        obj = re.search("line (\d+)", self.ex_msg)
        if obj:
            line_no = int(obj.group(1))
            rpc_lines = rpc_content.splitlines()
            for line in range(line_no - 3, line_no + 2):
                self.offending_line += "%s: %s\n" % (line + 1, rpc_lines[line])


    def __repr__(self):
        if self.offending_line:
            return (
                "{}(reason: {}, \nThe offending config appears "
                "to be: \n{})".format(
                    self.__class__.__name__, self.ex_msg, self.offending_line
                )
            )
        else:
            return "{}(reason: {})".format(self.__class__.__name__, self.ex_msg)

    __str__ = __repr__





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory

import yaml
import os.path

from jnpr.junos.factory.factory_loader import FactoryLoader

__all__ = ["loadyaml", "FactoryLoader"]


[docs]def loadyaml(path):
    """
    Load a YAML file at :path: that contains Table and View definitions.
    Returns a <dict> of item-name anditem-class definition.

    If you want to import these definitions directly into your namespace,
    (like a module) you would do the following:

      globals().update( loadyaml( <path-to-yaml-file> ))

    If you did not want to do this, you can access the items as the <dict>.
    For example, if your YAML file contained a Table called MyTable, then
    you could do something like:

      catalog = loadyaml( <path-to-yaml-file> )
      MyTable = catalog['MyTable']

      table = MyTable(dev)
      table.get()
      ...
    """
    # if no extension is given, default to '.yml'
    if os.path.splitext(path)[1] == "":
        path += ".yml"
    return FactoryLoader().load(yaml.load(open(path, "r"), Loader=yaml.FullLoader))





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.jxml

from ncclient import manager
from ncclient.xml_ import NCElement
from lxml import etree
import six

"""
  These are Junos XML 'helper' definitions use for generic XML processing

  .DEL to delete an item
  .REN to rename an item, requires the use of NAME()

  .INSERT(<'before'|'after'>) to reorder an item, requires the use of NAME()
  .BEFORE to reorder an item before another, requires the use of NAME()
  .AFTER to reorder an item after another, requires the use of NAME()

  .NAME(name) to assign the name attribute

"""

DEL = {"delete": "delete"}  # Junos XML resource delete
REN = {"rename": "rename"}  # Junos XML resource rename
ACTIVATE = {"active": "active"}  # activate resource
DEACTIVATE = {"inactive": "inactive"}  # deactivate resource
REPLACE = {"replace": "replace"}  # replace elements


[docs]def NAME(name):
    return {"name": name}



[docs]def INSERT(cmd):
    return {"insert": cmd}



BEFORE = {"insert": "before"}
AFTER = {"insert": "after"}

# used with <get-configuration> to load only the object identifiers and
# not all the subsequent configuration

NAMES_ONLY = {"recurse": "false"}

# for <get-configuration>, attributes to retrieve from apply-groups
INHERIT = {"inherit": "inherit"}
INHERIT_GROUPS = {"inherit": "inherit", "groups": "groups"}
INHERIT_DEFAULTS = {"inherit": "defaults", "groups": "groups"}

# XSLT for on-box commit script
conf_xslt = """\
<xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform" version="1.0">
    <xsl:output method="xml" indent="yes"/>
    <xsl:strip-space elements="*"/>

    <xsl:param name="subSelectionXPath" />

    <xsl:template match="/">
        <xsl:apply-templates
            select="$subSelectionXPath/ancestor::*[position()=last()]"/>
    </xsl:template>

    <xsl:template match="*">
        <xsl:choose>

            <xsl:when test="$subSelectionXPath/ancestor::*
                [generate-id() = generate-id(current())]">
                <xsl:copy>
                    <xsl:copy-of select="@*"/>

                    <xsl:choose>
                        <xsl:when test="generate-id(.)=
                            generate-id($subSelectionXPath/ancestor::*[1])">
                            <xsl:copy-of select="$subSelectionXPath"/>
                        </xsl:when>
                        <xsl:otherwise>
                            <xsl:apply-templates select="*"/>
                        </xsl:otherwise>
                    </xsl:choose>

                </xsl:copy>
            </xsl:when>
            <xsl:otherwise/>
        </xsl:choose>
    </xsl:template>
</xsl:stylesheet>"""

conf_xslt_root = etree.XML(conf_xslt)
conf_transform = etree.XSLT(conf_xslt_root)


normalize_xslt = """\
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
    <xsl:output method="xml" indent="no"/>

    <xsl:template match="/*[local-name()='rpc-reply']/*[local-name()='output']">
        <output>
        <xsl:value-of select="."/>
        </output>
    </xsl:template>

    <xsl:template match="/|comment()|processing-instruction()">
        <xsl:copy>
            <xsl:apply-templates/>
        </xsl:copy>
    </xsl:template>

    <xsl:template match="*">
        <xsl:element name="{local-name()}">
            <xsl:apply-templates select="@*|node()"/>
        </xsl:element>
    </xsl:template>

    <xsl:template match="@*">
        <xsl:attribute name="{local-name()}">
            <xsl:value-of select="."/>
        </xsl:attribute>
    </xsl:template>

    <xsl:template match="text()">
        <xsl:value-of select="normalize-space(.)"/>
    </xsl:template>
</xsl:stylesheet>"""


# XSLT to strip comments
strip_comments_xslt = """\
<xsl:stylesheet version="1.0"
 xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
  <xsl:output omit-xml-declaration="yes" indent="yes"/>
  <xsl:strip-space elements="*"/>

  <xsl:template match="node()|@*" name="identity">
        <xsl:copy>
            <xsl:apply-templates select="node()|@*"/>
        </xsl:copy>
   </xsl:template>
   <xsl:template match="comment()"/>
</xsl:stylesheet>"""

strip_xslt_root = etree.XML(strip_comments_xslt)
strip_comments_transform = etree.XSLT(strip_xslt_root)

# XSLT to strip <rpc-error> elements
strip_rpc_error_xslt = """
<xsl:stylesheet version="1.0"
 xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
  <xsl:output omit-xml-declaration="yes" indent="yes"/>
  <xsl:strip-space elements="*"/>

    <xsl:template match="node()|@*">
      <xsl:copy>
         <xsl:apply-templates select="node()|@*"/>
      </xsl:copy>
    </xsl:template>

    <xsl:template match="rpc-error"/>
</xsl:stylesheet>
"""

strip_rpc_error_root = etree.XML(strip_rpc_error_xslt)
strip_rpc_error_transform = etree.XSLT(strip_rpc_error_root)


[docs]def remove_namespaces(xml):
    for elem in xml.getiterator():
        if elem.tag is etree.Comment:
            continue
        i = elem.tag.find("}")
        if i > 0:
            elem.tag = elem.tag[i + 1 :]
    return xml



[docs]def remove_namespaces_and_spaces(xml):
    for elem in xml.getiterator():
        if elem.tag is etree.Comment:
            continue
        # Remove namespace from attributes
        for k, v in elem.attrib.items():
            i = k.find("}")
            if i >= 0:
                del elem.attrib[k]
                k = k[i + 1 :]
                elem.set(k, v)
        # Remove namespace from tags
        i = elem.tag.find("}")
        if i >= 0:
            elem.tag = elem.tag[i + 1 :]
        # remove white spaces from text
        if elem.text:
            elem.text = elem.text.strip()
    return xml



[docs]def rpc_error(rpc_xml):
    """
    extract the various bits from an <rpc-error> element
    into a dictionary
    """
    remove_namespaces(rpc_xml)

    if "rpc-reply" == rpc_xml.tag:
        rpc_xml = rpc_xml[0]

    def find_strip(x):
        ele = rpc_xml.find(x)
        return ele.text.strip() if ele is not None and ele.text is not None else None

    this_err = {}
    this_err["severity"] = find_strip("error-severity")
    this_err["source"] = find_strip("source-daemon")
    this_err["edit_path"] = find_strip("error-path")
    this_err["bad_element"] = find_strip("error-info/bad-element")
    this_err["message"] = find_strip("error-message")

    return this_err



[docs]def cscript_conf(reply):
    try:
        device_params = {"name": "junos"}
        device_handler = manager.make_device_handler(device_params)
        transform_reply = device_handler.transform_reply()
        return NCElement(reply, transform_reply)._NCElement__doc
    except:
        return None



# xslt to remove prefix like junos:ns
strip_namespaces_prefix = six.b(
    """<?xml version="1.0" encoding="UTF-8" ?>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.org/1999/XSL/Transform">
  <xsl:output method="xml" indent="no" omit-xml-declaration="no" />

    <xsl:template match="/ |comment() |processing-instruction()">
        <xsl:copy>
          <xsl:apply-templates select="/*" />
        </xsl:copy>
    </xsl:template>

    <xsl:template match="*">
        <xsl:element name="{local-name()}" namespace="{namespace-uri()}">
          <xsl:apply-templates select="@*|node()" />
        </xsl:element>
    </xsl:template>

    <xsl:template match="@*">
        <xsl:attribute name="{local-name()}">
          <xsl:value-of select="." />
        </xsl:attribute>
    </xsl:template>
</xsl:stylesheet>"""
)




          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.rpcmeta

import re
import sys
from lxml import etree
from lxml.builder import E
from jnpr.junos import jxml as JXML


[docs]class _RpcMetaExec(object):

    # -----------------------------------------------------------------------
    # CONSTRUCTOR
    # -----------------------------------------------------------------------

[docs]    def __init__(self, junos):
        """
        ~PRIVATE CLASS~
        creates an RPC meta-executor object bound to the provided
        ez-netconf :junos: object
        """
        self._junos = junos


    # -----------------------------------------------------------------------
    # get_config
    # -----------------------------------------------------------------------

[docs]    def get_config(
        self,
        filter_xml=None,
        options={},
        model=None,
        namespace=None,
        remove_ns=True,
        **kwargs
    ):
        """
        retrieve configuration from the Junos device

        .. code-block:: python

           dev.rpc.get_config()
           dev.rpc.get_config(filter_xml='<system><services/></system>')
           dev.rpc.get_config(filter_xml='system/services')
           dev.rpc.get_config(
               filter_xml=etree.XML('<system><services/></system>'),
               options={'format': 'json'})
           # to fetch junos as well as yang model configs
           dev.rpc.get_config(model=True)
           # openconfig yang example
           dev.rpc.get_config(filter_xml='bgp', model='openconfig')
           dev.rpc.get_config(filter_xml='<bgp><neighbors></neighbors></bgp>',
                            model='openconfig')
           # custom yang example
           dev.rpc.get_config(filter_xml='l2vpn', model='custom',
                        namespace="http://yang.juniper.net/customyang/l2vpn")
           # ietf yang example
           dev.rpc.get_config(filter_xml='interfaces', model='ietf')
           # ietf-softwire yang example
           dev.rpc.get_config(filter_xml='softwire-config', model='ietf',
                              namespace="urn:ietf:params:xml:ns:yang:ietf-softwire",
                              options={'format': 'json'})


        :filter_xml: fully XML formatted tag which defines what to retrieve,
                     when omitted the entire configuration is returned;
                     the following returns the device host-name configured
                     with "set system host-name"

        .. code-block:: python

           config = dev.rpc.get_config(filter_xml=etree.XML('''
               <configuration>
                   <system>
                       <host-name/>
                   </system>
               </configuration>'''))

        :options: is a dictionary of XML attributes to set within the
                  <get-configuration> RPC; the following returns the device
                  host-name either configured with "set system host-name"
                  and if unconfigured, the value inherited from
                  apply-group re0|re1, typical for multi-RE systems

        .. code-block:: python

           config = dev.rpc.get_config(filter_xml=etree.XML('''
                        <configuration>
                            <system>
                                <host-name/>
                            </system>
                        </configuration>'''),
                 options={'database':'committed','inherit':'inherit'})

        :param str model: Can provide yang model openconfig/custom/ietf. When
                model is True and filter_xml is None, xml is enclosed under
                <data> so that we get junos as well as other model
                configurations

        :param str namespace: User can have their own defined namespace in the
                custom yang models, In such cases they need to provide that
                namespace so that it can be used to fetch yang modeled configs

        :param bool remove_ns: remove namespaces, if value assigned is False,
                function will return xml with namespaces. The same xml
                returned can be loaded back to devices. This comes handy in
                case of yang based configs

        .. code-block:: python

           dev.rpc.get_config(filter_xml='bgp', model='openconfig',
                        remove_ns=False)
        """

        nmspaces = {
            "openconfig": "http://openconfig.net/yang/",
            "ietf": "urn:ietf:params:xml:ns:yang:ietf-",
        }

        rpc = E("get-configuration", options)

        if filter_xml is not None:
            if not isinstance(filter_xml, etree._Element):
                if re.search("^<.*>$", filter_xml):
                    filter_xml = etree.XML(filter_xml)
                else:
                    filter_data = None
                    for tag in filter_xml.split("/")[::-1]:
                        filter_data = (
                            E(tag) if filter_data is None else E(tag, filter_data)
                        )
                    filter_xml = filter_data
            # wrap the provided filter with toplevel <configuration> if
            # it does not already have one (not in case of yang model config)
            if (
                filter_xml.tag != "configuration"
                and model is None
                and namespace is None
            ):
                etree.SubElement(rpc, "configuration").append(filter_xml)
            else:
                if model is not None or namespace is not None:
                    if model == "custom" and namespace is None:
                        raise AttributeError(
                            'For "custom" model, ' 'explicitly provide "namespace"'
                        )
                    ns = namespace or (nmspaces.get(model.lower()) + filter_xml.tag)
                    filter_xml.attrib["xmlns"] = ns
                rpc.append(filter_xml)
        transform = self._junos.transform
        if remove_ns is False:
            self._junos.transform = lambda: JXML.strip_namespaces_prefix
        try:
            response = self._junos.execute(rpc, **kwargs)
        finally:
            self._junos.transform = transform
        # in case of model provided top level should be data
        # return response
        if model and filter_xml is None and options.get("format") is not "json":
            response = response.getparent()
            response.tag = "data"
        return response


    # -----------------------------------------------------------------------
    # get
    # -----------------------------------------------------------------------

[docs]    def get(self, filter_select=None, ignore_warning=False, **kwargs):
        """
        Retrieve running configuration and device state information using
        <get> rpc

        .. code-block:: python

           dev.rpc.get()
           dev.rpc.get(ignore_warning=True)
           dev.rpc.get(filter_select='bgp') or dev.rpc.get('bgp')
           dev.rpc.get(filter_select='bgp/neighbors')
           dev.rpc.get("/bgp/neighbors/neighbor[neighbor-address='10.10.0.1']"
                       "/timers/state/hold-time")
           dev.rpc.get('mpls', ignore_warning=True)

        :param str filter_select:
          The select attribute will be treated as an XPath expression and
          used to filter the returned data.

        :param ignore_warning: A boolean, string or list of string.
          If the value is True, it will ignore all warnings regardless of the
          warning message. If the value is a string, it will ignore
          warning(s) if the message of each warning matches the string. If
          the value is a list of strings, ignore warning(s) if the message of
          each warning matches at least one of the strings in the list.

          For example::

            dev.rpc.get(ignore_warning=True)
            dev.rpc.get(ignore_warning='vrrp subsystem not running')
            dev.rpc.get(ignore_warning=['vrrp subsystem not running',
                                        'statement not found'])

          .. note::
            When the value of ignore_warning is a string, or list of strings,
            the string is actually used as a case-insensitive regular
            expression pattern. If the string contains only alpha-numeric
            characters, as shown in the above examples, this results in a
            case-insensitive substring match. However, any regular expression
            pattern supported by the re library may be used for more
            complicated match conditions.

        :returns: xml object
        """
        # junos only support filter type to be xpath
        filter_params = {"type": "xpath"}
        if filter_select is not None:
            filter_params["source"] = filter_select
        rpc = E("get", E("filter", filter_params))
        return self._junos.execute(rpc, ignore_warning=ignore_warning, **kwargs)


    # -----------------------------------------------------------------------
    # load_config
    # -----------------------------------------------------------------------

[docs]    def load_config(self, contents, ignore_warning=False, **options):
        """
        loads :contents: onto the Junos device, does not commit the change.

        :param ignore_warning: A boolean, string or list of string.
          If the value is True, it will ignore all warnings regardless of the
          warning message. If the value is a string, it will ignore
          warning(s) if the message of each warning matches the string. If
          the value is a list of strings, ignore warning(s) if the message of
          each warning matches at least one of the strings in the list.

          For example::

            dev.rpc.load_config(cnf, ignore_warning=True)
            dev.rpc.load_config(cnf,
                                ignore_warning='vrrp subsystem not running')
            dev.rpc.load_config(cnf,
                                ignore_warning=['vrrp subsystem not running',
                                                'statement not found'])
            dev.rpc.load_config(cnf, ignore_warning='statement not found')

          .. note::
            When the value of ignore_warning is a string, or list of strings,
            the string is actually used as a case-insensitive regular
            expression pattern. If the string contains only alpha-numeric
            characters, as shown in the above examples, this results in a
            case-insensitive substring match. However, any regular expression
            pattern supported by the re library may be used for more
            complicated match conditions.

        :options: is a dictionary of XML attributes to set within the
                  <load-configuration> RPC.

        The :contents: are interpreted by the :options: as follows:

        format='text' and action='set', then :contents: is a string containing
            a series of "set" commands

        format='text', then :contents: is a string containing Junos
            configuration in curly-brace/text format

        format='json', then :contents: is a string containing Junos
            configuration in json format

        url='path', then :contents: is a None

        <otherwise> :contents: is XML structure
        """
        rpc = E("load-configuration", options)

        if contents is None and "url" in options:
            pass
        elif ("action" in options) and (options["action"] == "set"):
            rpc.append(E("configuration-set", contents))
        elif ("action" in options) and (options["action"] == "patch"):
            rpc.append(E("configuration-patch", contents))
        elif ("format" in options) and (options["format"] == "text"):
            rpc.append(E("configuration-text", contents))
        elif ("format" in options) and (options["format"] == "json"):
            rpc.append(E("configuration-json", contents))
        else:
            # otherwise, it's just XML Element
            if contents.tag != "configuration":
                etree.SubElement(rpc, "configuration").append(contents)
            else:
                rpc.append(contents)

        return self._junos.execute(rpc, ignore_warning=ignore_warning)


    # -----------------------------------------------------------------------
    # cli
    # -----------------------------------------------------------------------

[docs]    def cli(self, command, format="text", normalize=False):
        rpc = E("command", command)
        if format.lower() in ["text", "json"]:
            rpc.attrib["format"] = format
        return self._junos.execute(rpc, normalize=normalize)


    # -----------------------------------------------------------------------
    # method missing
    # -----------------------------------------------------------------------

    def __getattr__(self, rpc_cmd_name):
        """
        metaprograms a function to execute the :rpc_cmd_name:

        the caller will be passing (*vargs, **kvargs) on
        execution of the meta function; these are the specific
        rpc command arguments(**kvargs) and options bound
        as XML attributes (*vargs)
        """

        rpc_cmd = re.sub("_", "-", rpc_cmd_name)

        def _exec_rpc(*vargs, **kvargs):
            # create the rpc as XML command
            rpc = etree.Element(rpc_cmd)

            # Gather decorator keywords into dec_args and remove from kvargs
            dec_arg_keywords = [
                "dev_timeout",
                "normalize",
                "ignore_warning",
                "filter_xml",
            ]
            dec_args = {}
            for keyword in dec_arg_keywords:
                if keyword in kvargs:
                    dec_args[keyword] = kvargs.pop(keyword)

            # kvargs are the command parameter/values
            if kvargs:
                for arg_name, arg_value in kvargs.items():
                    arg_name = re.sub("_", "-", arg_name)
                    if not isinstance(arg_value, (tuple, list)):
                        arg_value = [arg_value]
                    for a in arg_value:
                        if not isinstance(
                            a,
                            (bool, str, unicode) if sys.version < "3" else (bool, str),
                        ):
                            raise TypeError(
                                "The value %s for argument %s"
                                " is of %s. Argument "
                                "values must be a string, "
                                "boolean, or list/tuple of "
                                "strings and booleans." % (a, arg_name, str(type(a)))
                            )
                        if a is not False:
                            arg = etree.SubElement(rpc, arg_name)
                        if not isinstance(a, bool):
                            arg.text = a

            # vargs[0] is a dict, command options like format='text'
            if vargs:
                for k, v in vargs[0].items():
                    if v is not True:
                        rpc.attrib[k] = v

            # now invoke the command against the
            # associated :junos: device and return
            # the results per :junos:execute()
            return self._junos.execute(rpc, **dec_args)

        # metabind help() and the function name to the :rpc_cmd_name:
        # provided by the caller ... that's about all we can do, yo!

        _exec_rpc.__doc__ = rpc_cmd
        _exec_rpc.__name__ = rpc_cmd_name

        # return the metafunction that the caller will in-turn invoke
        return _exec_rpc

    # -----------------------------------------------------------------------
    # callable
    # -----------------------------------------------------------------------

    def __call__(self, rpc_cmd, **kvargs):
        """
        callable will execute the provided :rpc_cmd: against the
        attached :junos: object and return the RPC response per
        :junos:execute()

        kvargs is simply passed 'as-is' to :junos:execute()
        """
        return self._junos.execute(rpc_cmd, **kvargs)





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.cfgtable

from copy import deepcopy
import re

from lxml import etree
from lxml.builder import E
from jnpr.junos.factory.table import Table
from jnpr.junos import jxml
from jnpr.junos.utils.config import Config


[docs]class CfgTable(Table):

    __isfrozen = False

    # -----------------------------------------------------------------------
    # CONSTRUCTOR
    # -----------------------------------------------------------------------
[docs]    def __init__(self, dev=None, xml=None, path=None, mode=None):
        Table.__init__(self, dev, xml, path)  # call parent constructor

        self._init_get()
        self._data_dict = self.DEFINE  # crutch
        self.ITEM_NAME_XPATH = self._data_dict.get("key", "name")
        self.view = self._data_dict.get("view")
        self._options = self._data_dict.get("options")
        self.mode = mode
        if "set" in self._data_dict:
            Config.__init__(self, dev, mode)  # call parent constructor

            self._init_set()
            if self._view:
                self.fields = self._view.FIELDS.copy()
            else:
                raise ValueError(
                    "%s set table view is not defined.\n" % (self.__class__.__name__)
                )
            if "key-field" in self._data_dict:
                key_name = self._data_dict.get("key-field", None)
                if isinstance(key_name, list):
                    self.key_field = key_name
                elif isinstance(key_name, str):
                    self.key_field = [key_name]
                else:
                    raise TypeError(
                        "Key-field %s is of invalid type %s.\n"
                        % (key_name, type(key_name))
                    )
            else:
                raise ValueError("Table should have key-field attribute defined\n")
            self._type = "set"
            self._init_field()
        else:
            self._type = "get"
        self.ITEM_XPATH = self._data_dict[self._type]

        # no new attributes.
        self._freeze()


    # -----------------------------------------------------------------------
    # PROPERTIES
    # -----------------------------------------------------------------------

    @property
    def required_keys(self):
        """
        return a list of the keys required when invoking :get():
        and :get_keys():
        """
        return self._data_dict.get("required_keys")

    @property
    def keys_required(self):
        """ True/False - if this Table requires keys """
        return self.required_keys is not None

    # -----------------------------------------------------------------------
    # PRIVATE METHODS
    # -----------------------------------------------------------------------
    def _init_get(self):
        self._get_xpath = None

        # for debug purposes
        self._get_cmd = None
        self._get_opt = None

    def _init_set(self):
        self._insert_node = None

        # lxml object of configuration xml
        self._config_xml_req = None

        # To check if field value is set.
        self._is_field_set = False

        # for debug purposes
        self._load_rsp = None
        self._commit_rsp = None

    def _buildxml(self, namesonly=False):
        """
        Return an lxml Element starting with <configuration> and comprised
        of the elements specified in the xpath expression.

        For example, and xpath = 'interfaces/interface' would produce:

         <configuration>
            <interfaces>
              <interface/>
            </interfaces>
          </configuration>

        If :namesonly: is True, then the XML will be encoded only to
        retrieve the XML name keys at the 'end' of the XPath expression.

        This return value can then be passed to dev.rpc.get_config()
        to retrieve the specifc data
        """
        xpath = self._data_dict[self._type]
        self._get_xpath = "//configuration/" + xpath
        top = E("configuration")
        dot = top
        for name in xpath.split("/"):
            dot.append(E(name))
            dot = dot[0]

        if namesonly is True:
            dot.attrib["recurse"] = "false"
        return top

    def _build_config_xml(self, top):
        """
        used to encode the field values into the configuration XML
        for set table,each of the field=<value> pairs are defined by user:
        """
        for field_name, opt in self.fields.items():
            dot = top
            # create an XML element with the key/value
            field_value = getattr(self, field_name, None)
            # If field value is not set ignore it
            if field_value is None:
                continue

            if isinstance(field_value, (list, tuple, set)):
                [self._validate_value(field_name, v, opt) for v in field_value]
            else:
                self._validate_value(field_name, field_value, opt)

            field_dict = self.fields[field_name]

            if "group" in field_dict:
                group_xpath = self._view.GROUPS[field_dict["group"]]
                dot = self._encode_xpath(top, group_xpath.split("/"))

            lxpath = field_dict["xpath"].split("/")
            if len(lxpath) > 1:
                dot = self._encode_xpath(top, lxpath[0 : len(lxpath) - 1])

            add_field = self._grindfield(lxpath[-1], field_value)
            for _add in add_field:
                if len(_add.attrib) > 0:
                    for i in dot.getiterator():
                        if i.tag == _add.tag:
                            i.attrib.update(_add.attrib)
                            break
                    else:
                        dot.append(_add)
                elif field_name in self.key_field:
                    dot.insert(0, _add)
                else:
                    dot.append(_add)

    def _validate_value(self, field_name, value, opt):
        """
        Validate value set for field against the constraints and
        data type check define in yml table/view defination.

        :param field_name: Name of field as mentioned in yaml table/view
        :param value: Value set by user for field_name.
        :param opt: Dictionary of data type and constraint check.
        :return:
        """

        def _get_field_type(ftype):
            ft = {
                "str": str,
                "int": int,
                "float": float,
                "bool": bool,
            }.get(ftype, None)

            if ft is None:
                raise TypeError("Unsupported type %s\n" % (ftype))
            return ft

        def _validate_enum_value(field_name, value, enum_value):
            if isinstance(enum_value, list):
                if value not in enum_value:
                    raise ValueError(
                        "Invalid value %s assigned " "to field %s" % (value, field_name)
                    )
            elif isinstance(enum_value, str):
                if not value == enum_value:
                    raise ValueError(
                        "Invalid value %s assigned " "to field %s" % (value, field_name)
                    )
            else:
                raise TypeError(
                    "Value of enum should " "be either a string or list of strings.\n"
                )

        def _validate_type(field_name, value, opt):
            if isinstance(opt["type"], dict):
                if "enum" in opt["type"]:
                    _validate_enum_value(field_name, value, opt["type"]["enum"])
                else:
                    # More user defined type check can be added in future.
                    # raise execption for now.
                    raise TypeError("Unsupported type %s\n" % (opt["type"]))

            elif isinstance(opt["type"], str):
                field_type = _get_field_type(opt["type"])
                if not isinstance(value, field_type):
                    raise TypeError(
                        "Invalid value %s asigned to field %s,"
                        " value should be of type %s\n"
                        % (value, field_name, field_type)
                    )
            else:
                raise TypeError(
                    "Invalid value %s, should be either of"
                    " type string or dictionary.\n" % (opt["type"])
                )

        def _validate_min_max_value(field_name, value, opt):
            if isinstance(value, (int, float)):
                if value < opt["minValue"] or value > opt["maxValue"]:
                    raise ValueError(
                        "Invalid value %s assigned "
                        "to field %s.\n" % (value, field_name)
                    )
            elif isinstance(value, str):
                if len(value) < opt["minValue"] or len(value) > opt["maxValue"]:
                    raise ValueError(
                        "Invalid value %s assigned "
                        "to field %s.\n" % (value, field_name)
                    )

        if isinstance(value, dict):
            # in case user want to pass operation attr for ex:
            # <unit operation="delete"/>
            pass
        elif isinstance(value, (list, tuple, dict, set)):
            raise ValueError("%s value is invalid %s\n" % (field_name, value))
        else:
            if "type" in opt:
                _validate_type(field_name, value, opt)
            if ("minValue" or "maxValue") in opt:
                _validate_min_max_value(field_name, value, opt)

    def _grindkey(self, key_xpath, key_value):
        """ returns list of XML elements for key values """
        simple = lambda: [E(key_xpath.replace("_", "-"), key_value)]
        composite = lambda: [
            E(xp.replace("_", "-"), xv) for xp, xv in zip(key_xpath, key_value)
        ]
        return simple() if isinstance(key_xpath, str) else composite()

    def _grindxpath(self, key_xpath, key_value):
        """ returns xpath elements for key values """
        simple = lambda: "[{}='{}']".format(key_xpath.replace("_", "-"), key_value)
        composite = lambda: "[{}]".format(
            " and ".join(
                [
                    "{}='{}'".format(xp.replace("_", "-"), xv)
                    for xp, xv in zip(key_xpath, key_value)
                ]
            )
        )
        return simple() if isinstance(key_xpath, str) else composite()

    def _grindfield(self, xpath, value):
        """ returns list of xml elements for field name-value pairs """
        lst = []
        if isinstance(value, (list, tuple, set)):
            for v in value:
                lst.append(E(xpath.replace("_", "-"), str(v)))
        elif isinstance(value, bool):
            if value is True:
                lst.append(E(xpath.replace("_", "-")))
            elif value is False:
                lst.append(E(xpath.replace("_", "-"), {"operation": "delete"}))
        elif isinstance(value, dict):
            lst.append(E(xpath.replace("_", "-"), value))
        else:
            lst.append(E(xpath.replace("_", "-"), str(value)))
        return lst

    def _encode_requiredkeys(self, get_cmd, kvargs):
        """
        used to encode the required_keys values into the XML get-command.
        each of the required_key=<value> pairs are defined in :kvargs:
        """
        rqkeys = self._data_dict["required_keys"]
        for key_name in self.required_keys:
            # create an XML element with the key/value
            key_value = kvargs.get(key_name)
            if key_value is None:
                raise ValueError("Missing required-key: '%s'" % (key_name))
            key_xpath = rqkeys[key_name]
            add_keylist_xml = self._grindkey(key_xpath, key_value)

            # now link this item into the XML command, where key_name
            # designates the XML parent element
            key_name = key_name.replace("_", "-")
            dot = get_cmd.find(".//" + key_name)
            if dot is None:
                raise RuntimeError(
                    "Unable to find parent XML for key: '%s'" % (key_name)
                )
            for _at, _add in enumerate(add_keylist_xml):
                dot.insert(_at, _add)

            # Add required key values to _get_xpath
            xid = re.search(r"\b{}\b".format(key_name), self._get_xpath).start() + len(
                key_name
            )

            self._get_xpath = (
                self._get_xpath[:xid]
                + self._grindxpath(key_xpath, key_value)
                + self._get_xpath[xid:]
            )

    def _encode_namekey(self, get_cmd, dot, namekey_value):
        """
        encodes the specific namekey_value into the get command so that the
        returned XML configuration is the complete hierarchy of data.
        """
        namekey_xpath = self._data_dict.get("key", "name")
        keylist_xml = self._grindkey(namekey_xpath, namekey_value)
        for _add in keylist_xml:
            dot.append(_add)

    def _encode_getfields(self, get_cmd, dot):
        for field_xpath in self._data_dict["get_fields"]:
            dot.append(E(field_xpath))

    def _encode_xpath(self, top, lst):
        """
        Create xml element hierarchy for given field. Return container
        node to which field and its value will appended as child elements.
        """
        dot = top
        for index in range(1, len(lst) + 1):
            xp = "/".join(lst[0:index])
            if not len(top.xpath(xp)):
                dot.append(E(lst[index - 1]))
            dot = dot.find(lst[index - 1])
        return dot

    def _keyspec(self):
        """ returns tuple (keyname-xpath, item-xpath) """
        return (self._data_dict.get("key", "name"), self._data_dict[self._type])

    def _init_field(self):
        """
        Initialize fields of set table to it's default value
        (if mentioned in yml Table/View) else set to None.
        """
        for fname, opt in self.fields.items():
            self.__dict__[fname] = opt["default"] if "default" in opt else None

    def _mandatory_check(self):
        """ Mandatory checks for set table/view  """
        for key in self.key_field:
            value = getattr(self, key)
            if value is None:
                raise ValueError("%s key-field value is not set.\n" % (key))

    def _freeze(self):
        """
        Freeze class object so that user cannot add new attributes (fields).
        """
        self.__isfrozen = True

    def _unfreeze(self):
        """
        Unfreeze class object, should be called from within class only.
        """
        self.__isfrozen = False

    # ----------------------------------------------------------------------
    # reset - Assign 'set' Table field values to default or None
    # ----------------------------------------------------------------------
[docs]    def reset(self):
        """
        Initialize fields of set table to it's default value
        (if mentioned in Table/View) else set to None.
        """
        return self._init_field()


    # ----------------------------------------------------------------------
    # get_table_xml - retrieve lxml configuration object for set table
    # ----------------------------------------------------------------------
[docs]    def get_table_xml(self):
        """
        It returns lxml object of configuration xml that is generated
        from table data (field=value) pairs. To get a valid xml this
        method should be used after append() is called.
        """
        return self._config_xml_req


    # ----------------------------------------------------------------------
    # append - append Table data to lxml configuration object
    # ----------------------------------------------------------------------
[docs]    def append(self):
        """
        It creates lxml nodes with field name as xml tag and its value
        given by user as text of xml node. The generated xml nodes are
        appended to configuration xml at appropriate hierarchy.

        .. warning::
            xml node that are appended cannot be changed later hence
            care should be taken to assign correct value to table fields
            before calling append.
        """

        # mandatory check for 'set' table fields
        self._mandatory_check()

        set_cmd = self._buildxml()
        top = set_cmd.find(self._data_dict[self._type])
        self._build_config_xml(top)
        if self._config_xml_req is None:
            self._config_xml_req = set_cmd
            self._insert_node = top.getparent()
        else:
            self._insert_node.extend(top.getparent())

        self.reset()  # Reset field values
        self._is_field_set = False


    # ----------------------------------------------------------------------
    # get - retrieve Table data
    # ----------------------------------------------------------------------

[docs]    def get(self, *vargs, **kvargs):
        """
        Retrieve configuration data for this table.  By default all child
        keys of the table are loaded.  This behavior can be overridden by
        with kvargs['nameonly']=True

        :param str vargs[0]: identifies a unique item in the table,
          same as calling with :kvargs['key']: value

        :param str namesonly:
          *OPTIONAL* True/False*, when set to True will cause only the
          the name-keys to be retrieved.

        :param str key:
          *OPTIONAL* identifies a unique item in the table

        :param dict options:
          *OPTIONAL* options to pass to get-configuration.  By default
          {'inherit': 'inherit', 'groups': 'groups'} is sent.
        """
        if self._lxml is not None:
            return self

        if self._path is not None:
            # for loading from local file-path
            self.xml = etree.parse(self._path).getroot()
            return self

        if self.keys_required is True and not len(kvargs):
            raise ValueError("This table has required-keys\n", self.required_keys)

        self._clearkeys()

        # determine if we need to get only the names of keys, or all of the
        # hierarchical data from the config.  The caller can explicitly set
        # :namesonly: in the call.

        if "namesonly" in kvargs:
            namesonly = kvargs.get("namesonly")
        else:
            namesonly = False

        get_cmd = self._buildxml(namesonly=namesonly)

        # if this table requires additional keys, for the hierarchical
        # use-cases then make sure these are provided by the caller. Then
        # encode them into the 'get-cmd' XML

        if self.keys_required is True:
            self._encode_requiredkeys(get_cmd, kvargs)

        try:
            # see if the caller provided a named item.  this must
            # be an actual name of a thing, and not an index number.
            # ... at least for now ...
            named_item = kvargs.get("key") or vargs[0]
            dot = get_cmd.find(self._data_dict[self._type])
            self._encode_namekey(get_cmd, dot, named_item)

            if "get_fields" in self._data_dict:
                self._encode_getfields(get_cmd, dot)

        except:
            # caller not requesting a specific table item
            pass

        # Check for options in get
        if "options" in kvargs:
            options = kvargs.get("options") or {}
        else:
            if self._options is not None:
                options = self._options
            else:
                options = jxml.INHERIT_GROUPS

        # for debug purposes
        self._get_cmd = get_cmd
        self._get_opt = options

        # retrieve the XML configuration
        # Check to see if running on box
        if self._dev.ON_JUNOS:
            try:
                from junos import Junos_Configuration

                # If part of commit script use the context
                if Junos_Configuration is not None:
                    # Convert the onbox XML to ncclient reply
                    config = jxml.conf_transform(
                        deepcopy(jxml.cscript_conf(Junos_Configuration)),
                        subSelectionXPath=self._get_xpath,
                    )
                    self.xml = config.getroot()
                else:
                    self.xml = self.RPC.get_config(get_cmd, options=options)
            # If onbox import missing fallback to RPC - possibly raise
            # exception in future
            except ImportError:
                self.xml = self.RPC.get_config(get_cmd, options=options)
        else:
            self.xml = self.RPC.get_config(get_cmd, options=options)

        # return self for call-chaining, yo!
        return self


    # -----------------------------------------------------------------------
    # set - configure Table data in running configuration.
    # -----------------------------------------------------------------------

[docs]    def set(self, **kvargs):
        """
        Load configuration data in running db.
        It performs following operation in sequence.

        * lock(): Locks candidate configuration db.
        * load(): Load structured configuration xml in candidate db.
        * commit(): Commit configuration to runnning db.
        * unlock(): Unlock candidate db.

        This method should be used after append() is called to
        get the desired results.

        :param bool overwrite:
          Determines if the contents completely replace the existing
          configuration.  Default is ``False``.

        :param bool merge:
          If set to ``True`` will set the load-config action to merge.
          the default load-config action is 'replace'

        :param str comment: If provided logs this comment with the commit.

        :param int confirm: If provided activates confirm safeguard with
                            provided value as timeout (minutes).

        :param int timeout: If provided the command will wait for completion
                            using the provided value as timeout (seconds).
                            By default the device timeout is used.

        :param bool sync: On dual control plane systems, requests that
                            the candidate configuration on one control plane
                            be copied to the other control plane, checked for
                            correct syntax, and committed on both Routing
                            Engines.

        :param bool force_sync: On dual control plane systems, forces the
                            candidate configuration on one control plane
                            to be copied to the other control plane.

        :param bool full: When true requires all the daemons to check and
                          evaluate the new configuration.

        :param bool detail: When true return commit detail as XML

        :returns: Class object:

        :raises: ConfigLoadError:
                    When errors detected while loading
                    configuration. You can use the Exception errs
                    variable to identify the specific problems

                CommitError:
                    When errors detected in candidate configuration.
                    You can use the Exception errs variable
                    to identify the specific problems

                RuntimeError:
                    If field value is set and append() is not
                    invoked before calling this method, it will
                    raise an exception with appropriate error
                    message.

        .. warning::
            If the function does not receive a reply prior to the timeout
            a RpcTimeoutError will be raised.  It is possible the commit
            was successful.  Manual verification may be required.
        """
        if self._is_field_set:
            raise RuntimeError(
                "Field value is changed, append() " "must be called before set()"
            )

        self.lock()

        try:
            # Invoke config class load() api, with xml object.
            self._load_rsp = super(CfgTable, self).load(self._config_xml_req, **kvargs)
            self._commit_rsp = self.commit(**kvargs)
        finally:
            self.unlock()

        return self


    # -----------------------------------------------------------------------
    # OVERLOADS
    # -----------------------------------------------------------------------

    def __setitem__(self, t_field, value):
        """
        implements []= to set Field value
        """
        if t_field in self.fields:
            # pass 'up' to standard setattr method
            self.__setattr__(t_field, value)
        else:
            raise ValueError("Unknown field: %s" % (t_field))

    def __setattr__(self, attribute, value):
        if self.__isfrozen and not hasattr(self, attribute):
            raise ValueError("Unknown field: %s" % (attribute))
        else:
            # pass 'up' to standard setattr method
            object.__setattr__(self, attribute, value)
            if hasattr(self, "fields") and attribute in self.fields:
                object.__setattr__(self, "_is_field_set", True)

    def __enter__(self):
        return super(CfgTable, self).__enter__()

    def __exit__(self, exc_type, exc_val, exc_tb):
        return super(CfgTable, self).__exit__(exc_type, exc_val, exc_tb)

    # -----------------------------------------------------------------------
    # load - configure Table data in candidate configuration.
    # -----------------------------------------------------------------------

[docs]    def load(self, **kvargs):
        """
        Load configuration xml having table data (field=value)
        in candidate db.
        This method should be used after append() is called to
        get the desired results.

        :param bool overwrite:
          Determines if the contents completely replace the existing
          configuration.  Default is ``False``.

        :param bool merge:
          If set to ``True`` will set the load-config action to merge.
          the default load-config action is 'replace'

        :returns: Class object.

        :raises: ConfigLoadError:
                    When errors detected while loading
                    configuration. You can use the Exception errs
                    variable to identify the specific problems
                 RuntimeError:
                    If field value is set and append() is not
                    invoked before calling this method, it will
                    raise an exception with appropriate error
                    message.
        """
        if self._is_field_set:
            raise RuntimeError(
                "Field value is changed, append() " "must be called before load()"
            )

        # pass up to config class load() api, with xml object as vargs[0].
        self._load_rsp = super(CfgTable, self).load(self._config_xml_req, **kvargs)
        return self






          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.factory_cls

# stdlib
from copy import deepcopy

# local
from jnpr.junos.factory.cfgtable import CfgTable
from jnpr.junos.factory.optable import OpTable
from jnpr.junos.factory.cmdtable import CMDTable
from jnpr.junos.factory.table import Table

from jnpr.junos.factory.view import View
from jnpr.junos.factory.cmdview import CMDView

from jnpr.junos.utils.config import Config


[docs]def FactoryCfgTable(table_name=None, data_dict={}):
    if table_name is None:
        table_name = "CfgTable"
    if "set" in data_dict.keys():
        new_cls = type(table_name, (CfgTable, Config), {})
    else:
        new_cls = type(table_name, (CfgTable,), {})
    new_cls.DEFINE = deepcopy(data_dict)
    new_cls.__module__ = __name__.replace("factory_cls", "CfgTable")
    return new_cls



[docs]def FactoryOpTable(
    cmd,
    args=None,
    args_key=None,
    item=None,
    key=OpTable.ITEM_NAME_XPATH,
    view=None,
    table_name=None,
    use_filter=True,
):
    if table_name is None:
        table_name = "OpTable." + cmd
    new_cls = type(table_name, (OpTable,), {})
    new_cls.GET_RPC = cmd
    new_cls.GET_ARGS = args or {}
    if args_key is not None:
        new_cls.GET_KEY = args_key
    new_cls.ITEM_XPATH = item
    new_cls.ITEM_NAME_XPATH = key
    new_cls.VIEW = view
    new_cls.USE_FILTER = use_filter
    new_cls.__module__ = __name__.replace("factory_cls", "OpTable")
    return new_cls



[docs]def FactoryCMDTable(
    cmd,
    args=None,
    item=None,
    key_items=None,
    key="name",
    view=None,
    table_name=None,
    title=None,
    delimiter=None,
    eval=None,
    platform="juniper_junos",
    use_textfsm=False,
    **kwargs
):
    new_cls = type(table_name, (CMDTable,), {})
    new_cls.GET_CMD = cmd
    if "target" in kwargs:
        new_cls.TARGET = kwargs["target"]
    new_cls.KEY_ITEMS = key_items
    new_cls.CMD_ARGS = args or {}
    new_cls.ITEM = item
    new_cls.KEY = key
    new_cls.VIEW = view
    new_cls.TITLE = title
    new_cls.DELIMITER = delimiter
    new_cls.EVAL = eval
    new_cls.PLATFORM = platform
    new_cls.USE_TEXTFSM = use_textfsm
    new_cls.__module__ = __name__.replace("factory_cls", "CMDTable")
    return new_cls



[docs]def FactoryCMDChildTable(
    title=None,
    regex=None,
    key="name",
    delimiter=None,
    table_name=None,
    view=None,
    key_items=None,
    item=None,
    eval=None,
):
    new_cls = type(table_name, (CMDTable,), {})
    new_cls.DELIMITER = delimiter
    new_cls.KEY = key
    new_cls.REGEX = regex
    new_cls.TITLE = title
    new_cls.VIEW = view
    new_cls.KEY_ITEMS = key_items
    new_cls.ITEM = item
    new_cls.EVAL = eval
    new_cls.__module__ = __name__.replace("factory_cls", "CMDTable")
    return new_cls



[docs]def FactoryTable(
    item, key=Table.ITEM_NAME_XPATH, view=None, table_name=None, use_filter=True
):
    if table_name is None:
        table_name = "Table." + item
    new_cls = type(table_name, (Table,), {})
    new_cls.ITEM_XPATH = item
    new_cls.ITEM_NAME_XPATH = key
    new_cls.VIEW = view
    new_cls.USE_FILTER = use_filter
    new_cls.__module__ = __name__.replace("factory_cls", "Table")
    return new_cls



[docs]def FactoryView(fields, **kvargs):
    """
    :fields:
      dictionary of fields, structure of which is ~internal~ and should
      not be defined explicitly. use the RunstatMaker.Fields() mechanism to
      create theserather than hardcoding the dictionary structures;
      since they might change over time.

    :kvargs:
      'view_name' to name the class.  this could be useful for debug
      or eventual callback mechanisms.

      'groups' is a dict of name/xpath assocaited to fields
      this technique would be used to extract fields from
      node-set elements like port <if-device-flags>.

      'extends' names the base View class to extend.  using this
      technique you can add to existing defined Views.
    """

    view_name = kvargs.get("view_name", "RunstatView")
    new_cls = type(view_name, (View,), {})

    if "extends" in kvargs:
        base_cls = kvargs["extends"]
        new_cls.FIELDS = deepcopy(base_cls.FIELDS)
        new_cls.FIELDS.update(fields)
        if "groups" in kvargs:
            new_cls.GROUPS = deepcopy(base_cls.GROUPS)
            new_cls.GROUPS.update(kvargs["groups"])
    else:
        new_cls.FIELDS = fields
        new_cls.GROUPS = kvargs["groups"] if "groups" in kvargs else None

    if "eval" in kvargs:
        new_cls.EVAL = kvargs["eval"]
        new_cls.FIELDS.update(kvargs["eval"])

    new_cls.__module__ = __name__.replace("factory_cls", "View")
    return new_cls



[docs]def FactoryCMDView(fields, **kvargs):
    """
    :fields:
      dictionary of fields, structure of which is ~internal~ and should
      not be defined explicitly. use the RunstatMaker.Fields() mechanism to
      create theserather than hardcoding the dictionary structures;
      since they might change over time.

    :kvargs:
      'view_name' to name the class.  this could be useful for debug
      or eventual callback mechanisms.

      'groups' is a dict of name/xpath assocaited to fields
      this technique would be used to extract fields from
      node-set elements like port <if-device-flags>.

      'extends' names the base View class to extend.  using this
      technique you can add to existing defined Views.
    """

    view_name = kvargs.get("view_name", "RunstatView")
    new_cls = type(view_name, (CMDView,), {})

    if "columns" in kvargs:
        new_cls.COLUMNS = deepcopy(kvargs["columns"])
    elif "title" in kvargs:
        new_cls.TITLE = deepcopy(kvargs["title"])
    if "regex" in kvargs:
        new_cls.REGEX = deepcopy(kvargs["regex"])
    if "exists" in kvargs:
        new_cls.EXISTS = deepcopy(kvargs["exists"])
    if "filters" in kvargs:
        new_cls.FILTERS = deepcopy(kvargs["filters"])
    if fields is not None:
        new_cls.FIELDS = fields
    if "eval" in kvargs:
        new_cls.EVAL = kvargs["eval"]
        # new_cls.FIELDS.update(kvargs['eval'])

    new_cls.__module__ = __name__.replace("factory_cls", "CMDView")
    return new_cls





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.factory_loader

"""
This file contains the FactoryLoader class that is used to dynamically
create Runstat Table and View objects from a <dict> of data.  The <dict> can
originate from any kind of source: YAML, JSON, program.  For examples of YAML
refer to the .yml files in this jnpr.junos.op directory.
"""
# stdlib
from copy import deepcopy
import re

from jinja2 import Environment

# locally
from jnpr.junos.factory.factory_cls import *
from jnpr.junos.factory.viewfields import *

__all__ = ["FactoryLoader"]

# internally used shortcuts

_VIEW = FactoryView
_CMDVIEW = FactoryCMDView
_FIELDS = ViewFields
_GET = FactoryOpTable
_TABLE = FactoryTable
_CFGTBL = FactoryCfgTable
_CMDTBL = FactoryCMDTable
_CMDCHILDTBL = FactoryCMDChildTable


[docs]class FactoryLoader(object):

    """
    Used to load a <dict> of data that contains Table and View definitions.

    The primary method is :load(): which will return a <dict> of item-name and
    item-class definitions.

    If you want to import these definitions directly into your namespace,
    (like a module) you would do the following:

      loader = FactoryLoader()
      catalog = loader.load( <catalog_dict> )
      globals().update( catalog )

    If you did not want to do this, you can access the items as the catalog.
    For example, if your <catalog_dict> contained a Table called MyTable, then
    you could do something like:

      MyTable = catalog['MyTable']
      table = MyTable(dev)
      table.get()
      ...
    """

[docs]    def __init__(self):
        self._catalog_dict = None  # YAML data

        self._item_optables = []  # list of the get/op-tables
        self._item_cfgtables = []  # list of get/cfg-tables
        self._item_cmdtables = []  # list of commands with unstructured data o/p
        self._item_views = []  # list of views to build
        self._item_tables = []  # list of tables to build

        self.catalog = {}  # catalog of built classes


    # -----------------------------------------------------------------------
    # Create a View class from YAML definition
    # -----------------------------------------------------------------------

    def _fieldfunc_True(self, value_rhs):
        def true_test(x):
            if value_rhs.startswith("regex("):
                return True if bool(re.search(value_rhs.strip("regex()"), x)) else False
            return x == value_rhs

        return true_test

    def _fieldfunc_False(self, value_rhs):
        def false_test(x):
            if value_rhs.startswith("regex("):
                return False if bool(re.search(value_rhs.strip("regex()"), x)) else True
            return x != value_rhs

        return false_test

    def _fieldfunc_Search(self, regex_pattern):
        def search_field(field_text):
            """ Returns the first occurrence of regex_pattern within given field_text."""
            match = re.search(regex_pattern, field_text)
            if match:
                return match.groups()[0]
            else:
                return None

        return search_field

    def _add_dictfield(self, fields, f_name, f_dict, kvargs):
        """ add a field based on its associated dictionary """
        # at present if a field is a <dict> then there is **one
        # item** - { the xpath value : the option control }.  typically
        # the option would be a bultin class type like 'int'
        # however, as this framework expands in capability, this
        # will be enhaced, yo!

        xpath, opt = list(f_dict.items())[0]  # get first/only key,value

        if opt == "group":
            fields.group(f_name, xpath)
            return

        if "flag" == opt:
            opt = "bool"  # flag is alias for bool

        # first check to see if the option is a built-in Python
        # type, most commonly would be 'int' for numbers, like counters
        if isinstance(opt, dict):
            kvargs.update(opt)
            fields.str(f_name, xpath, **kvargs)
            return

        astype = __builtins__.get(opt) or globals().get(opt)
        if astype is not None:
            kvargs["astype"] = astype
            fields.astype(f_name, xpath, **kvargs)
            return

        # next check to see if this is a "field-function"
        # operator in the form "func=value", like "True=enabled"

        if isinstance(opt, str) and opt.find("=") > 0:
            field_cmd, value_rhs = opt.split("=")
            fn_field = "_fieldfunc_" + field_cmd
            if not hasattr(self, fn_field):
                raise ValueError("Unknown field-func: '%'" % field_cmd)
            kvargs["astype"] = getattr(self, fn_field)(value_rhs)
            fields.astype(f_name, xpath, **kvargs)
            return

        raise RuntimeError("Dont know what to do with field: '%s'" % f_name)

    # ---[ END: _add_dictfield ] ---------------------------------------------

    def _add_view_fields(self, view_dict, fields_name, fields):
        """ add a group of fields to the view """
        fields_dict = view_dict[fields_name]
        try:
            # see if this is a 'fields_<group>' collection, and if so
            # then we automatically setup using the group mechanism
            mark = fields_name.index("_")
            group = {"group": fields_name[mark + 1 :]}
        except:
            # otherwise, no group, just standard 'fields'
            group = {}

        for f_name, f_data in fields_dict.items():
            # each field could have its own unique set of properties
            # so create a kvargs <dict> each time.  but copy in the
            # groups <dict> (single item) generically.
            kvargs = {}
            kvargs.update(group)

            if isinstance(f_data, dict):
                self._add_dictfield(fields, f_name, f_data, kvargs)
                continue

            if f_data in self._catalog_dict:
                # f_data is the table name
                cls_tbl = self.catalog.get(f_data, self._build_table(f_data))
                fields.table(f_name, cls_tbl)
                continue

            # if we are here, then it means that the field is a string value
            xpath = f_name if f_data is True else f_data
            fields.str(f_name, xpath, **kvargs)

    def _add_cmd_view_fields(self, view_dict, fields_name, fields):
        """ add a group of fields to the view """
        fields_dict = view_dict[fields_name]
        for f_name, f_data in fields_dict.items():
            if f_data in self._catalog_dict:
                cls_tbl = self.catalog.get(f_data, self._build_cmdtable(f_data))
                fields.table(f_name, cls_tbl)
                continue

            # if we are here, it means we need to filter fields from textfsm
            fields._fields.update({f_name: f_data})

    # -------------------------------------------------------------------------

    def _build_view(self, view_name):
        """ build a new View definition """
        if view_name in self.catalog:
            return self.catalog[view_name]

        view_dict = self._catalog_dict[view_name]
        kvargs = {"view_name": view_name}

        # if there are field groups, then get that now.
        if "groups" in view_dict:
            kvargs["groups"] = view_dict["groups"]

        # if there are eval, then get that now.
        if "eval" in view_dict:
            kvargs["eval"] = {}
            for key, exp in view_dict["eval"].items():
                env = Environment()
                kvargs["eval"][key] = env.parse(exp)

        # if this view extends another ...
        if "extends" in view_dict:
            base_cls = self.catalog.get(view_dict["extends"])
            # @@@ should check for base_cls is None!
            kvargs["extends"] = base_cls

        fields = _FIELDS()
        fg_list = [name for name in view_dict if name.startswith("fields")]
        for fg_name in fg_list:
            self._add_view_fields(view_dict, fg_name, fields)

        cls = _VIEW(fields.end, **kvargs)
        self.catalog[view_name] = cls
        return cls

    # -------------------------------------------------------------------------

    def _build_cmdview(self, view_name):
        """ build a new View definition """
        if view_name in self.catalog:
            return self.catalog[view_name]

        view_dict = self._catalog_dict[view_name]
        kvargs = {"view_name": view_name}

        if "columns" in view_dict:
            kvargs["columns"] = view_dict["columns"]
        elif "title" in view_dict:
            kvargs["title"] = view_dict["title"]
        if "regex" in view_dict:
            kvargs["regex"] = view_dict["regex"]
        if "exists" in view_dict:
            kvargs["exists"] = view_dict["exists"]
        if "filters" in view_dict:
            kvargs["filters"] = view_dict["filters"]
        if "eval" in view_dict:
            kvargs["eval"] = {}
            for key, exp in view_dict["eval"].items():
                env = Environment()
                kvargs["eval"][key] = env.parse(exp)
        fields = _FIELDS()
        fg_list = [name for name in view_dict if name.startswith("fields")]
        for fg_name in fg_list:
            self._add_cmd_view_fields(view_dict, fg_name, fields)

        cls = _CMDVIEW(fields.end, **kvargs)
        self.catalog[view_name] = cls
        return cls

    # -----------------------------------------------------------------------
    # Create a Get-Table from YAML definition
    # -----------------------------------------------------------------------

    def _build_optable(self, table_name):
        """ build a new Get-Table definition """
        if table_name in self.catalog:
            return self.catalog[table_name]

        tbl_dict = self._catalog_dict[table_name]
        kvargs = deepcopy(tbl_dict)

        rpc = kvargs.pop("rpc")
        kvargs["table_name"] = table_name

        if "view" in tbl_dict:
            view_name = tbl_dict["view"]
            cls_view = self.catalog.get(view_name, self._build_view(view_name))
            kvargs["view"] = cls_view

        cls = _GET(rpc, **kvargs)
        self.catalog[table_name] = cls
        return cls

    # -----------------------------------------------------------------------
    # Create a Get-Table from YAML definition
    # -----------------------------------------------------------------------

    def _build_cmdtable(self, table_name):
        """ build a new command-Table definition """
        if table_name in self.catalog:
            return self.catalog[table_name]

        tbl_dict = self._catalog_dict[table_name]
        kvargs = deepcopy(tbl_dict)

        if "command" in kvargs:
            cmd = kvargs.pop("command")
            kvargs["table_name"] = table_name

            if "view" in tbl_dict:
                view_name = tbl_dict["view"]
                cls_view = self.catalog.get(view_name, self._build_cmdview(view_name))
                kvargs["view"] = cls_view

            cls = _CMDTBL(cmd, **kvargs)
            self.catalog[table_name] = cls
            return cls
        elif "title" in kvargs:
            cmd = kvargs.pop("title")
            kvargs["table_name"] = table_name

            if "view" in tbl_dict:
                view_name = tbl_dict["view"]
                cls_view = self.catalog.get(view_name, self._build_cmdview(view_name))
                kvargs["view"] = cls_view

            cls = _CMDCHILDTBL(cmd, **kvargs)
            self.catalog[table_name] = cls
            return cls
        else:
            kvargs["table_name"] = table_name

            if "view" in tbl_dict:
                view_name = tbl_dict["view"]
                cls_view = self.catalog.get(view_name, self._build_cmdview(view_name))
                kvargs["view"] = cls_view

            cls = _CMDCHILDTBL(**kvargs)
            self.catalog[table_name] = cls
            return cls

    # -----------------------------------------------------------------------
    # Create a Table class from YAML definition
    # -----------------------------------------------------------------------

    def _build_table(self, table_name):
        """ build a new Table definition """
        if table_name in self.catalog:
            return self.catalog[table_name]

        tbl_dict = self._catalog_dict[table_name]

        table_item = tbl_dict.pop("item")
        kvargs = deepcopy(tbl_dict)
        kvargs["table_name"] = table_name

        if "view" in tbl_dict:
            view_name = tbl_dict["view"]
            cls_view = self.catalog.get(view_name, self._build_view(view_name))
            kvargs["view"] = cls_view

        cls = _TABLE(table_item, **kvargs)
        self.catalog[table_name] = cls
        return cls

    def _build_cfgtable(self, table_name):
        """ build a new Config-Table definition """
        if table_name in self.catalog:
            return self.catalog[table_name]
        tbl_dict = deepcopy(self._catalog_dict[table_name])

        if "view" in tbl_dict:
            # transpose name to class
            view_name = tbl_dict["view"]
            tbl_dict["view"] = self.catalog.get(view_name, self._build_view(view_name))

        cls = _CFGTBL(table_name, tbl_dict)
        self.catalog[table_name] = cls
        return cls

    # -----------------------------------------------------------------------
    # Primary builders ...
    # -----------------------------------------------------------------------

    def _sortitems(self):
        for k, v in self._catalog_dict.items():
            if "rpc" in v:
                self._item_optables.append(k)
            elif "get" in v:
                self._item_cfgtables.append(k)
            elif "set" in v:
                self._item_cfgtables.append(k)
            elif "command" in v or "title" in v:
                self._item_cmdtables.append(k)
            elif "view" in v and "item" in v and v["item"] == "*":
                self._item_cmdtables.append(k)
            elif "view" in v:
                self._item_tables.append(k)
            else:
                self._item_views.append(k)

[docs]    def load(self, catalog_dict, envrion={}):

        # load the yaml data and extract the item names.  these names will
        # become the new class definitions

        self._catalog_dict = catalog_dict
        self._sortitems()

        list(map(self._build_optable, self._item_optables))
        list(map(self._build_cfgtable, self._item_cfgtables))
        list(map(self._build_cmdtable, self._item_cmdtables))
        list(map(self._build_table, self._item_tables))
        list(map(self._build_view, self._item_views))

        return self.catalog






          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.optable

from copy import deepcopy
import logging

# 3rd-party
from lxml import etree
from lxml.builder import E

# local
from jnpr.junos.factory.table import Table
from jnpr.junos.jxml import remove_namespaces, remove_namespaces_and_spaces
from jnpr.junos.decorators import checkSAXParserDecorator

logger = logging.getLogger("jnpr.junos.factory.optable")


[docs]class OpTable(Table):

    # -------------------------------------------------------------------------
    # PUBLIC METHODS
    # -------------------------------------------------------------------------

[docs]    @checkSAXParserDecorator
    def get(self, *vargs, **kvargs):
        """
        Retrieve the XML table data from the Device instance and
        returns back the Table instance - for call-chaining purposes.

        If the Table was created with a :path: rather than a Device,
        then this method will load the XML from that file.  In this
        case, the \*vargs, and \**kvargs are not used.

        ALIAS: __call__

        :vargs:
          [0] is the table :arg_key: value.  This is used so that
          the caller can retrieve just one item from the table without
          having to know the Junos RPC argument.

        :kvargs:
          these are the name/value pairs relating to the specific Junos
          XML command attached to the table.  For example, if the RPC
          is 'get-route-information', there are parameters such as
          'table' and 'destination'.  Any valid RPC argument can be
          passed to :kvargs: to further filter the results of the :get():
          operation.  neato!

        NOTES:
          If you need to create a 'stub' for unit-testing
          purposes, you want to create a subclass of your table and
          overload this methods.
        """
        self._clearkeys()

        if self._path is not None:
            # for loading from local file-path
            self.xml = remove_namespaces(etree.parse(self._path).getroot())
            return self

        if self._lxml is not None:
            return self

        argkey = vargs[0] if len(vargs) else None

        rpc_args = {}

        if self._use_filter:
            try:
                filter_xml = generate_sax_parser_input(self)
                rpc_args["filter_xml"] = filter_xml
            except Exception as ex:
                logger.debug("Not able to create SAX parser input due to " "'%s'" % ex)

        self.D.transform = lambda: remove_namespaces_and_spaces
        rpc_args.update(self.GET_ARGS)  # copy default args
        # saltstack get_table pass args as named keyword
        if "args" in kvargs and isinstance(kvargs["args"], dict):
            rpc_args.update(kvargs.pop("args"))
        rpc_args.update(kvargs)  # copy caller provided args

        if hasattr(self, "GET_KEY") and argkey is not None:
            rpc_args.update({self.GET_KEY: argkey})

        # execute the Junos RPC to retrieve the table
        self.xml = getattr(self.RPC, self.GET_RPC)(**rpc_args)

        # returning self for call-chaining purposes, yo!
        return self




[docs]def generate_sax_parser_input(obj):
    """
    Used to generate xml object from Table/view to be used in SAX parsing
    Args:
    obj: self object which contains table/view details

    Returns: lxml etree object to be used as sax parser input

    """
    item_tags = []
    if "/" in obj.ITEM_XPATH:
        item_tags = obj.ITEM_XPATH.split("/")
        parser_ingest = E(item_tags.pop(-1), E(obj.ITEM_NAME_XPATH))
    else:
        parser_ingest = E(obj.ITEM_XPATH, E(obj.ITEM_NAME_XPATH))
    local_field_dict = deepcopy(obj.VIEW.FIELDS)
    # first make element out of group fields
    if obj.VIEW.GROUPS:
        for group, group_xpath in obj.VIEW.GROUPS.items():
            # need to pop out group items so that it wont be reused with fields
            group_field_dict = {
                k: local_field_dict.pop(k)
                for k, v in obj.VIEW.FIELDS.items()
                if v.get("group") == group
            }
            group_ele = E(group_xpath)
            for key, val in group_field_dict.items():
                group_ele.append(E(val.get("xpath")))
            parser_ingest.append(group_ele)
    for i, item in enumerate(local_field_dict.items()):
        # i is the index and item will be taple of field key and value
        field_dict = item[1]
        if "table" in field_dict:
            # handle nested table/view
            child_table = field_dict.get("table")
            parser_ingest.insert(i + 1, generate_sax_parser_input(child_table))
        else:
            xpath = field_dict.get("xpath")
            # xpath can be multi level, for ex traffic-statistics/input-pps
            # going in reverse order, for fields example.
            # split xpath in 2 part, search for first part xpath, if exists, append later
            # else continue, and finally add full xpath to parent
            # min-delay: probe-test-global-results/probe-test-generic-results/probe-test-rtt/probe-summary-results/min-delay
            # max-delay: probe-test-global-results/probe-test-generic-results/probe-test-rtt/probe-summary-results/max-delay
            # avg-delay: probe-test-global-results/probe-test-generic-results/probe-test-rtt/probe-summary-results/avg-delay
            # positive-rtt-jitter: probe-test-global-results/probe-test-generic-results/probe-test-positive-round-trip-jitter/probe-summary-results/avg-delay
            # loss-percentage: probe-test-global-results/probe-test-generic-results/loss-percentage
            # current-min-delay: probe-last-test-results/probe-test-generic-results/probe-test-rtt/probe-summary-results/min-delay
            # current-max-delay: probe-last-test-results/probe-test-generic-results/probe-test-rtt/probe-summary-results/max-delay
            # current-avg-delay: probe-last-test-results/probe-test-generic-results/probe-test-rtt/probe-summary-results/avg-delay
            # current-positive-rtt-jitter: probe-last-test-results/probe-test-generic-results/probe-test-positive-round-trip-jitter/probe-summary-results/avg-delay
            # current-loss-percentage: probe-last-test-results/probe-test-generic-results/loss-percentage
            if "/" in xpath:
                tags = xpath.split("/")
                tags_len = len(tags)
                local_elem_to_add = E(tags[-1])
                for i in range(tags_len, 0, -1):
                    xpath = "/".join(tags[:i])
                    local_obj = parser_ingest
                    elem_exists = local_obj.xpath(xpath)
                    if elem_exists:
                        xpath_exists = elem_exists[0]
                        xpath_exists.insert(1, local_elem_to_add)
                        break
                    if local_elem_to_add.tag != tags[i - 1]:
                        local_elem_to_add = E(tags[i - 1], local_elem_to_add)
                else:
                    parser_ingest.insert(1, local_elem_to_add)
            else:
                parser_ingest.insert(i + 1, E(xpath))
    # cases where item is something like
    # item: task-memory-malloc-usage-report/task-malloc-list/task-malloc
    # created filter from last item task-malloc
    # Now add all the tags if present
    for item_tag in item_tags[::-1]:
        parser_ingest = E(item_tag, parser_ingest)
    logger.debug("Generated filter XML is: %s" % etree.tostring(parser_ingest))

    return parser_ingest





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.table

# stdlib
from inspect import isclass
from time import time
from datetime import datetime
import os

# 3rd-party
from lxml import etree

import json
from jnpr.junos.factory.to_json import TableJSONEncoder

_TSFMT = "%Y%m%d%H%M%S"


[docs]class Table(object):
    ITEM_XPATH = None
    ITEM_NAME_XPATH = "name"
    VIEW = None
    USE_FILTER = None

[docs]    def __init__(self, dev=None, xml=None, path=None, use_filter=True):
        """
        :dev: Device instance
        :xml: lxml Element instance
        :path: file path to XML, to be used rather than :dev:
        :use_filter: Default usage is SAX parsing, disable this variable to use DOM
        """
        self._dev = dev
        self.xml = xml
        self.view = self.VIEW
        self._key_list = []
        self._path = path
        self._lxml = xml
        self._use_filter = self.USE_FILTER and use_filter
        if self._dev is not None:
            self._use_filter = self._use_filter and self._dev._use_filter


            # -------------------------------------------------------------------------

    # PROPERTIES
    # -------------------------------------------------------------------------

    @property
    def D(self):
        """ the Device instance """
        return self._dev

    @property
    def RPC(self):
        """ the Device.rpc instance """
        return self.D.rpc

    @property
    def view(self):
        """ returns the current view assigned to this table """
        return self._view

    @view.setter
    def view(self, cls):
        """ assigns a new view to the table """
        if cls is None:
            self._view = None
            return

        if not isclass(cls):
            raise ValueError("Must be given RunstatView class")

        self._view = cls

    @property
    def hostname(self):
        return self.D.hostname

    @property
    def is_container(self):
        """
        True if this table does not have records, but is a container of fields
        False otherwise
        """
        return self.ITEM_XPATH is None

    @property
    def key_list(self):
        """ the list of keys, as property for caching """
        return self._key_list

    # -------------------------------------------------------------------------
    # PRIVATE METHODS
    # -------------------------------------------------------------------------

    def _assert_data(self):
        if self.xml is None:
            raise RuntimeError("Table is empty, use get()")

    def _tkey(self, this, key_list):
        """ keys with missing XPATH nodes are set to None """
        keys = []
        for k in key_list:
            try:
                keys.append(this.xpath(k)[0].text)
            except:
                # Case where key is provided like key: re-name | Null
                if " | " in k and "Null" in k:
                    continue
                keys.append(None)
        return tuple(keys)

    def _keys_composite(self, xpath, key_list):
        """ composite keys return a tuple of key-items """
        return [self._tkey(item, key_list) for item in self.xml.xpath(xpath)]

    def _keys_simple(self, xpath):
        return [x.text.strip() for x in self.xml.xpath(xpath)]

    def _keyspec(self):
        """ returns tuple (keyname-xpath, item-xpath) """
        return (self.ITEM_NAME_XPATH, self.ITEM_XPATH)

    def _clearkeys(self):
        self._key_list = []

    # -------------------------------------------------------------------------
    # PUBLIC METHODS
    # -------------------------------------------------------------------------

    # ------------------------------------------------------------------------
    # keys
    # ------------------------------------------------------------------------

    def _keys(self):
        """ return a list of data item keys from the Table XML """

        self._assert_data()
        key_value, xpath = self._keyspec()

        if isinstance(key_value, str):
            # Check if pipe is in the key_value, if so append xpath
            # to each value
            if " | " in key_value:
                return self._keys_simple(
                    " | ".join(
                        [xpath + "/" + x for x in key_value.split(" | ") if x != "Null"]
                    )
                )
            return self._keys_simple(xpath + "/" + key_value)

        # user explicitly passed key as Null in Table
        if key_value is None:
            return []

        if not isinstance(key_value, list):
            raise RuntimeError(
                "What to do with key, table:'%s'" % self.__class__.__name__
            )

        # ok, so it's a list, which means we need to extract tuple values
        return self._keys_composite(xpath, key_value)

[docs]    def keys(self):
        # if the key_list has been cached, then use it
        if len(self.key_list):
            return self.key_list

        # otherwise, build the list of keys into the cache
        self._key_list = self._keys()
        return self._key_list


    # ------------------------------------------------------------------------
    # values
    # ------------------------------------------------------------------------

[docs]    def values(self):
        """ returns list of table entry items() """

        self._assert_data()
        if self.view is None:
            # no View, so provide XML for each item
            return [this for this in self]
        else:
            # view object for each item
            return [list(this.items()) for this in self]


    # ------------------------------------------------------------------------
    # items
    # ------------------------------------------------------------------------

[docs]    def items(self):
        """ returns list of tuple(name,values) for each table entry """
        return list(zip(self.keys(), self.values()))


    # ------------------------------------------------------------------------
    # get - loads the data from source
    # ------------------------------------------------------------------------

[docs]    def get(self, *vargs, **kvargs):
        # implemented by either OpTable or CfgTable
        # @@@ perhaps this should raise an exception rather than just 'pass',??
        pass


    # ------------------------------------------------------------------------
    # savexml - saves the table XML to a local file
    # ------------------------------------------------------------------------

[docs]    def savexml(self, path, hostname=False, timestamp=False, append=None):
        """
        Save a copy of the table XML data to a local file.  The name of the
        output file (:path:) can include the name of the Device host, the
        timestamp of this action, as well as any user-defined appended value.
        These 'add-ons' will be added to the :path: value prior to the file
        extension in the order (hostname,timestamp,append), separated by
        underscore (_).

        For example, if both hostname=True and append='BAZ1', then when
        :path: = '/var/tmp/foo.xml' and the Device.hostname is "srx123", the
        final file-path will be "/var/tmp/foo_srx123_BAZ1.xml"

        :path:
          file-path to write the XML file on the local filesystem

        :hostname:
          if True, will append the hostname to the :path:

        :timestamp:
          if True, will append the timestamp to the :path: using the default
            timestamp format
          if <str> the timestamp will use the value as the timestamp format as
            defied by strftime()

        :append:
          any <str> value that you'd like appended to the :path: value
          preceding the filename extension.
        """
        fname, fext = os.path.splitext(path)

        if hostname is True:
            fname += "_%s" % self.D.hostname

        if timestamp is not False:
            tsfmt = _TSFMT if timestamp is True else timestamp
            tsfmt_val = datetime.fromtimestamp(time()).strftime(tsfmt)
            fname += "_%s" % tsfmt_val

        if append is not None:
            fname += "_%s" % append

        path = fname + fext
        return etree.ElementTree(self.xml).write(open(path, "wb"))


[docs]    def to_json(self):
        """
        :returns: JSON encoded string of entire Table contents
        """
        return json.dumps(self, cls=TableJSONEncoder)


    # -------------------------------------------------------------------------
    # OVERLOADS
    # -------------------------------------------------------------------------

    __call__ = get

    def __repr__(self):
        cls_name = self.__class__.__name__
        source = self.D.hostname if self.D is not None else self._path

        if self.xml is None:
            return "%s:%s - Table empty" % (cls_name, source)
        else:
            n_items = len(self.keys())
            return "%s:%s: %s items" % (cls_name, source, n_items)

    def __len__(self):
        self._assert_data()
        return len(self.keys())

    def __iter__(self):
        """ iterate over each time in the table """
        self._assert_data()

        as_xml = lambda table, view_xml: view_xml
        view_as = self.view or as_xml

        for this in self.xml.xpath(self.ITEM_XPATH):
            yield view_as(self, this)

    def __getitem__(self, value):
        """
        returns a table item. If a table view is set (should be by default)
        then the item will be converted to the view upon return.  if there is
        no table view, then the XML object will be returned.

        :value:
          for <string>, this will perform a select based on key-name
          for <tuple>, this will perform a select based on compsite key-name
          for <int>, this will perform a select based by position, like <list>
            [0] is the first item
            [-1] is the last item
          when it is a <slice> then this will return a <list> of View widgets
        """
        self._assert_data()
        keys = self.keys()

        if isinstance(value, int):
            # if selection by index, then grab the key at this index and
            # recursively call this method using that key, yo!
            return self.__getitem__(keys[value])

        if isinstance(value, slice):
            # implements the 'slice' mechanism
            return [self.__getitem__(key) for key in keys[value]]

        # ---[ get_xpath ] ----------------------------------------------------

        def get_xpath(find_value):
            namekey_xpath, item_xpath = self._keyspec()
            xnkv = '[{}="{}"]'

            if isinstance(find_value, str):
                # find by name, simple key
                return item_xpath + xnkv.format(namekey_xpath, find_value)

            if isinstance(find_value, tuple):
                # composite key (value1, value2, ...) will create an
                # iterative xpath of the fmt statement for each key/value pair
                # skip over missing keys
                kv = []
                for k, v in zip(namekey_xpath, find_value):
                    if v is not None:
                        kv.append(xnkv.format(k.replace("_", "-"), v))
                xpf = "".join(kv)
                return item_xpath + xpf

        # ---[END: get_xpath ] ------------------------------------------------

        found = self.xml.xpath(get_xpath(value))
        if not len(found):
            return None

        as_xml = lambda table, view_xml: view_xml
        use_view = self.view or as_xml

        return use_view(table=self, view_xml=found[0])

    def __contains__(self, key):
        """ membership for use with 'in' """
        return bool(key in self.keys())





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.view

import warnings
from contextlib import contextmanager
from copy import deepcopy
from lxml import etree
import json
import sys
from jinja2 import Template, meta

from jnpr.junos.factory.viewfields import ViewFields
from jnpr.junos.factory.to_json import TableViewJSONEncoder


[docs]class View(object):

    """
    View is the base-class that makes extracting values from XML
    data appear as objects with attributes.
    """

    ITEM_NAME_XPATH = "name"
    FIELDS = {}
    EVAL = {}
    GROUPS = None

    # -------------------------------------------------------------------------
    # CONSTRUCTOR
    # -------------------------------------------------------------------------

[docs]    def __init__(self, table, view_xml):
        """
        :table:
          instance of the RunstatTable

        :view_xml:
          this should be an lxml etree Elemenet object.  This
          constructor also accepts a list with a single item/XML
        """
        # if as_xml is passed as a list, make sure it only has
        # a single item, common response from an xpath search
        if isinstance(view_xml, list):
            if 1 == len(view_xml):
                view_xml = view_xml[0]
            else:
                raise ValueError("constructor only accepts a single item")

        # now ensure that the thing provided is an lxml etree Element
        if not isinstance(view_xml, etree._Element):
            raise ValueError("constructor only accecpts lxml.etree._Element")

        self._table = table
        self.ITEM_NAME_XPATH = table.ITEM_NAME_XPATH
        self._init_xml(view_xml)


    def _init_xml(self, given_xml):
        self._xml = given_xml
        if self.GROUPS is not None:
            self._groups = {}
            for xg_name, xg_xpath in self.GROUPS.items():
                xg_xml = self._xml.xpath(xg_xpath)
                # @@@ this is technically an error; need to trap it
                if not len(xg_xml):
                    continue
                self._groups[xg_name] = xg_xml[0]

    # -------------------------------------------------------------------------
    # PROPERTIES
    # -------------------------------------------------------------------------

    @property
    def T(self):
        """ return the Table instance for the View """
        return self._table

    @property
    def D(self):
        """ return the Device instance for this View """
        return self.T.D

    @property
    def name(self):
        """ return the name of view item """
        if self.ITEM_NAME_XPATH is None:
            return []
            # return self._table.D.hostname
        if isinstance(self.ITEM_NAME_XPATH, str):
            # xpath union key
            if " | " in self.ITEM_NAME_XPATH:
                if "Null" in self.ITEM_NAME_XPATH:
                    return self._check_key_delimiter_null(
                        self._xml, self.ITEM_NAME_XPATH
                    )
                return self._xml.xpath(self.ITEM_NAME_XPATH)[0].text.strip()
            # simple key
            return self._xml.findtext(self.ITEM_NAME_XPATH).strip()
        else:
            # composite key
            # keys with missing XPATH nodes are set to None
            keys = []
            for item_name_xpath in self.ITEM_NAME_XPATH:
                if " | " in item_name_xpath:
                    key_with_null_cleaned = self._check_key_delimiter_null(
                        self._xml, item_name_xpath
                    )
                    if key_with_null_cleaned:
                        keys.append(key_with_null_cleaned)
                else:
                    try:
                        keys.append(self.xml.xpath(item_name_xpath)[0].text.strip())
                    except:
                        keys.append(None)
            if keys:
                return tuple(keys)
            else:
                return keys

    # ALIAS key <=> name
    key = name

    def _check_key_delimiter_null(self, xml, item_name_xpath):
        """
        Case where key is provided like key: re-name | Null

        :param xml: xml object retrieved from device
        :param item_name_xpath: key xpath
        :return: key if fetched else []
        """
        if "Null" in item_name_xpath:
            # Let try get value for valid xpath key
            xpath_key = [x for x in item_name_xpath.split(" | ") if x != "Null"]
            if xpath_key:
                val = xml.xpath(xpath_key[0])
                if val:
                    return val[0].text.strip()
                else:
                    # To handle Null key
                    return []

    @property
    def xml(self):
        """ returns the XML associated to the item """
        return self._xml

    # -------------------------------------------------------------------------
    # METHODS
    # -------------------------------------------------------------------------

[docs]    def keys(self):
        """ list of view keys, i.e. field names """
        return self.FIELDS.keys()


[docs]    def values(self):
        """ list of view values """
        return [getattr(self, field) for field in self.keys()]


[docs]    def items(self):
        """ list of tuple(key,value) """
        return zip(self.keys(), self.values())


    def _updater_instance(self, more):
        """ called from extend """
        if hasattr(more, "fields"):
            self.FIELDS = deepcopy(self.__class__.FIELDS)
            self.FIELDS.update(more.fields.end)

        if hasattr(more, "groups"):
            self.GROUPS = deepcopy(self.__class__.GROUPS)
            self.GROUPS.update(more.groups)

        if hasattr(more, "eval"):
            self.EVAL = deepcopy(self.__class__.EVAL)
            self.EVAL.update(more.eval)

    def _updater_class(self, more):
        """ called from extend """
        if hasattr(more, "fields"):
            self.FIELDS.update(more.fields.end)

        if hasattr(more, "groups"):
            self.GROUPS.update(more.groups)

        if hasattr(more, "eval"):
            self.EVAL.update(more.eval)

[docs]    @contextmanager
    def updater(self, fields=True, groups=False, all=True, **kvargs):
        """
        provide the ability for subclassing objects to extend the
        definitions of the fields.  this is implemented as a
        context manager with the form called from the subclass
        constructor:

          with self.extend() as more:
            more.fields = <dict>
            more.groups = <dict>   # optional
        """
        # ---------------------------------------------------------------------
        # create a new object class so we can attach stuff to it arbitrarily.
        # then pass that object to the caller, yo!
        # ---------------------------------------------------------------------

        more = type("RunstatViewMore", (object,), {})()
        if fields is True:
            more.fields = ViewFields()

        # ---------------------------------------------------------------------
        # callback through context manager
        # ---------------------------------------------------------------------

        yield more
        updater = self._updater_class if all is True else self._updater_instance
        updater(more)


[docs]    def asview(self, view_cls):
        """ create a new View object for this item """
        return view_cls(self._table, self._xml)


[docs]    def refresh(self):
        """
        ~~~ EXPERIMENTAL ~~~
        refresh the data from the Junos device.  this only works if the table
        provides an "args_key", does not update the original table, just this
        specific view/item
        """
        warnings.warn("Experimental method: refresh")

        if self._table.can_refresh is not True:
            raise RuntimeError("table does not support this feature")

        # create a new table instance that gets only the specific named
        # value of this view

        tbl_xml = self._table._rpc_get(self.name)
        new_xml = tbl_xml.xpath(self._table.ITEM_XPATH)[0]
        self._init_xml(new_xml)
        return self


[docs]    def to_json(self):
        """
        :returns: JSON encoded string of entire View contents
        """
        return json.dumps(self, cls=TableViewJSONEncoder)


    # -------------------------------------------------------------------------
    # OVERLOADS
    # -------------------------------------------------------------------------

    def __repr__(self):
        """ returns the name of the View with the associate item name """
        return "%s:%s" % (self.__class__.__name__, self.name)

    def __getattr__(self, name):
        """
        returns a view item value, called as :obj.name:
        """
        expression = self.EVAL.get(name)
        if expression:
            variables = meta.find_undeclared_variables(expression)
            t = Template(expression)
            expression = t.render({k: self.__getitem__(k) for k in variables})
            val = eval(expression)
            setattr(self, name, val)
            return val

        item = self.FIELDS.get(name)
        if item is None:
            raise ValueError("Unknown field: '%s'" % name)

        if "table" in item:
            # if this is a sub-table, then return that now
            return item["table"](self.D, self._xml)

        # otherwise, not a sub-table, and handle the field
        astype = item.get("astype", str)
        if "group" in item:
            if item["group"] in self._groups:
                found = self._groups[item["group"]].xpath(item["xpath"])
            else:
                return
        else:
            found = self._xml.xpath(item["xpath"])

        len_found = len(found)

        if astype is bool:
            # handle the boolean flag case separately
            return bool(len_found)

        if not len_found:
            # even for the case of numbers, do not set the value.  we
            # want to detect "does not exist" vs. defaulting to 0
            # -- 2013-nov-19, JLS.
            return None

        try:
            # added exception handler to catch malformed xpath expressesion
            # -- 2013-nov-19, JLS.
            # added support to handle multiple xpath values, i.e. a list of
            # things that have the same xpath expression (common in configs)
            # -- 2031-dec-06, JLS
            # added support to use the element tag if the text is empty
            def _munch(x):
                if sys.version < "3":
                    as_str = x if isinstance(x, str) else x.text
                    if isinstance(as_str, unicode):
                        as_str = as_str.encode("ascii", "replace")
                else:
                    as_str = x if isinstance(x, str) else x.text
                if as_str is not None:
                    as_str = as_str.strip()
                if not as_str:
                    as_str = x.tag  # use 'not' to test for empty
                return astype(as_str)

            if 1 == len_found:
                return _munch(found[0])
            # -- 2020-March-26, if  string function (like string-before or string-after) is used as xpath (instead of as xpath condition), lxml will return ElementUnicodeResult object, which will be converted wrongly by the next interation, we should return the original UnicodeResult
            if isinstance(found, etree._ElementUnicodeResult):
                return found

            return [_munch(this) for this in found]

        except:
            raise RuntimeError("Unable to handle field:'%s'" % name)

        # and if we are here, then we didn't handle the field.
        raise RuntimeError("Unable to handle field:'%s'" % name)

    def __getitem__(self, name):
        """
        allow the caller to extract field values using :obj['name']:
        the same way they would do :obj.name:
        """
        return getattr(self, name)





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.factory.viewfields

[docs]class ViewFields(object):

    """
    Used to dynamically create a field dictionary used with the
    RunstatView class
    """

[docs]    def __init__(self):
        self._fields = dict()


    def _prockvargs(self, field, name, **kvargs):
        if not len(kvargs):
            return
        field[name].update(kvargs)

    @property
    def end(self):
        return self._fields

[docs]    def str(self, name, xpath=None, **kvargs):
        """ field is a string """
        if xpath is None:
            xpath = name
        field = {name: {"xpath": xpath}}
        self._prockvargs(field, name, **kvargs)
        self._fields.update(field)
        return self


[docs]    def astype(self, name, xpath=None, astype=int, **kvargs):
        """
        field string value will be passed to function :astype:

        This is typically used to do simple type conversions,
        but also works really well if you set :astype: to
        a function that does a basic converstion like look
        at the value and change it to a True/False.  For
        example:

          astype=lambda x: True if x == 'enabled' else False
        """
        if xpath is None:
            xpath = name
        field = {name: {"xpath": xpath, "astype": astype}}
        self._prockvargs(field, name, **kvargs)
        self._fields.update(field)
        return self


[docs]    def int(self, name, xpath=None, **kvargs):
        """ field is an integer """
        return self.astype(name, xpath, int, **kvargs)


[docs]    def flag(self, name, xpath=None, **kvargs):
        """
        field is a flag, results in True/False if the xpath element exists or
        not. Model this as a boolean type <bool>
        """
        return self.astype(name, xpath, bool, **kvargs)


[docs]    def group(self, name, xpath=None, **kvargs):
        """
        field is an apply group, results in value of group attr if the xpath
        element has the associated group attribute.
        """
        xpath = "./{}/@group".format(xpath)
        return self.astype(name, xpath, str, **kvargs)


[docs]    def table(self, name, table):
        """ field is a RunstatTable """
        self._fields.update({name: {"table": table}})
        return self






          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.config

# utils/config.py
import os
import re
import warnings

# 3rd-party modules
from lxml import etree

# package modules
from jnpr.junos.exception import *
from jnpr.junos import jxml as JXML
from jnpr.junos.utils.util import Util

"""
Configuration Utilities
"""


[docs]class Config(Util):
    """
    Overview of Configuration Utilities.

    * :meth:`commit`: commit changes
    * :meth:`commit_check`: perform the commit check operation
    * :meth:`diff`: return the diff string between running and candidate config
    * :meth:`load`: load changes into the candidate config
    * :meth:`lock`: take an exclusive lock on the candidate config
    * :meth:`pdiff`: prints the diff string (debug/helper)
    * :meth:`rescue`: controls "rescue configuration"
    * :meth:`rollback`: perform the load rollback command
    * :meth:`unlock`: release the exclusive lock
    """

    # ------------------------------------------------------------------------
    # commit
    # ------------------------------------------------------------------------
[docs]    def commit(self, **kvargs):
        """
        Commit a configuration.

        :param str comment: If provided logs this comment with the commit.
        :param int confirm: If provided activates confirm safeguard with
                            provided value as timeout (minutes).
        :param int timeout: If provided the command will wait for completion
                            using the provided value as timeout (seconds).
                            By default the device timeout is used.
        :param bool sync: On dual control plane systems, requests that
                            the candidate configuration on one control plane be
                            copied to the other control plane, checked for
                            correct syntax, and committed on both Routing
                            Engines.
        :param bool force_sync: On dual control plane systems, forces the
                            candidate configuration on one control plane to
                            be copied to the other control plane.
        :param bool full: When true requires all the daemons to check and
                            evaluate the new configuration.
        :param bool detail: When true return commit detail as XML

        :param ignore_warning: A boolean, string or list of string.
          If the value is True, it will ignore all warnings regardless of the
          warning message. If the value is a string, it will ignore
          warning(s) if the message of each warning matches the string. If
          the value is a list of strings, ignore warning(s) if the message of
          each warning matches at least one of the strings in the list.

          For example::

            cu.commit(ignore_warning=True)
            cu.commit(ignore_warning='Advertisement-interval is '
                                     'less than four times')
            cu.commit(ignore_warning=['Advertisement-interval is '
                                      'less than four times',
                                      'Chassis configuration for network '
                                      'services has been changed.'])

          .. note::
            When the value of ignore_warning is a string, or list of strings,
            the string is actually used as a case-insensitive regular
            expression pattern. If the string contains only alpha-numeric
            characters, as shown in the above examples, this results in a
            case-insensitive substring match. However, any regular expression
            pattern supported by the re library may be used for more
            complicated match conditions.

        :returns:
            * ``True`` when successful
            * Commit detail XML (when detail is True)

        :raises CommitError: When errors detected in candidate configuration.
                             You can use the Exception errs variable
                             to identify the specific problems

        .. warning::
            If the function does not receive a reply prior to the timeout
            a RpcTimeoutError will be raised.  It is possible the commit
            was successful.  Manual verification may be required.
        """
        rpc_args = {}

        # if a comment is provided, then include that in the RPC

        comment = kvargs.get("comment")
        if comment:
            rpc_args["log"] = comment

        # if confirm is provided, then setup the RPC args
        # so that Junos will either use the default confirm
        # timeout (confirm=True) or a specific timeout
        # (confirm=<minutes>)

        confirm = kvargs.get("confirm")
        if confirm:
            rpc_args["confirmed"] = True
            confirm_val = str(confirm)
            if "True" != confirm_val:
                rpc_args["confirm-timeout"] = confirm_val

        # if a timeout is provided, then include that in the RPC

        timeout = kvargs.get("timeout")
        if timeout:
            rpc_args["dev_timeout"] = timeout

        # Check for force_sync and sync
        if kvargs.get("force_sync"):
            rpc_args["synchronize"] = True
            rpc_args["force-synchronize"] = True
        elif kvargs.get("sync"):
            rpc_args["synchronize"] = True

        # Check for full
        if kvargs.get("full"):
            rpc_args["full"] = True

        # Check for ignore_warning
        ignore_warn = kvargs.get("ignore_warning")
        if ignore_warn:
            rpc_args["ignore_warning"] = ignore_warn

        rpc_varg = []
        detail = kvargs.get("detail")
        if detail:
            rpc_varg = [{"detail": "detail"}]

        # dbl-splat the rpc_args since we want to pass key/value to metaexec
        # if there is a commit/check error, this will raise an execption

        try:
            rsp = self.rpc.commit_configuration(*rpc_varg, **rpc_args)
        except RpcTimeoutError:
            raise
        except RpcError as err:  # jnpr.junos exception
            if err.rsp is not None and err.rsp.find("ok") is not None:
                # this means there are warnings, but no errors
                return True
            else:
                raise CommitError(cmd=err.cmd, rsp=err.rsp, errs=err.errs)
        except Exception as err:
            # so the ncclient gives us something I don't want.  I'm going to
            # convert it and re-raise the commit error
            if hasattr(err, "xml") and isinstance(err.xml, etree._Element):
                raise CommitError(rsp=err.xml)
            else:
                raise

        if detail:
            return rsp
        else:
            return True


    # -------------------------------------------------------------------------
    # commit check
    # -------------------------------------------------------------------------

[docs]    def commit_check(self, **kvargs):
        """
        Perform a commit check.  If the commit check passes, this function
        will return ``True``.  If the commit-check results in warnings, they
        are reported and available in the Exception errs.

        :param int timeout: If provided the command will wait for completion
                            using the provided value as timeout (seconds).

        :returns: ``True`` if commit-check is successful (no errors)
        :raises CommitError: When errors detected in candidate configuration.
                             You can use the Exception errs variable
                             to identify the specific problems
        :raises RpcError: When underlying ncclient has an error
        """
        rpc_args = {}

        # if a timeout is provided, then include that in the RPC

        timeout = kvargs.get("timeout")
        if timeout:
            rpc_args["dev_timeout"] = timeout

        try:
            self.rpc.commit_configuration(check=True, **rpc_args)
        except RpcTimeoutError:
            raise
        except RpcError as err:  # jnpr.junos exception
            if err.rsp is not None and err.rsp.find("ok") is not None:
                # this means there is a warning, but no errors
                return True
            else:
                raise CommitError(cmd=err.cmd, rsp=err.rsp, errs=err.errs)
        except Exception as err:
            # :err: is from ncclient, so extract the XML data
            # and convert into dictionary
            if hasattr(err, "xml") and isinstance(err.xml, etree._Element):
                return JXML.rpc_error(err.xml)
            else:
                raise

        return True


    # -------------------------------------------------------------------------
    # show | compare rollback <number|0*>
    # -------------------------------------------------------------------------

[docs]    def diff(self, rb_id=0, ignore_warning=False, use_fast_diff=False):
        """
        Retrieve a diff (patch-format) report of the candidate config against
        either the current active config, or a different rollback.

        :param int rb_id: rollback id [0..49]
        :param bool ignore_warning: Ignore any rpc-error with severity warning
        :param bool use_fast_diff: equivalent to "show | compare use-fast-diff"

        :returns:
            * ``None`` if there is no difference
            * ascii-text (str) if there is a difference
        """

        if rb_id < 0 or rb_id > 49:
            raise ValueError("Invalid rollback #" + str(rb_id))

        rpc_params = dict(compare="rollback", rollback=str(rb_id), format="text")
        if use_fast_diff:
            if rb_id > 0:
                raise ValueError("use_fast_diff can only be used with rb_id 0")
            rpc_params["use-fast-diff"] = "yes"
        try:
            rsp = self.rpc.get_configuration(
                rpc_params,
                ignore_warning=ignore_warning,
            )
        except RpcTimeoutError:
            raise
        except RpcError as err:
            if (
                err.rpc_error["severity"] == "warning"
                and err.message == "mgd: statement must contain additional "
                "statements"
            ):
                # Fix for Issue #655, JDM 15.1X53-D45 responses with
                # extraneous warning message
                return "Unable to parse diff from response!"
            else:
                raise

        diff_txt = rsp.find("configuration-output").text
        return None if diff_txt == "\n" else diff_txt


[docs]    def pdiff(self, rb_id=0, ignore_warning=False, use_fast_diff=False):
        """
        Helper method that calls ``print`` on the diff (patch-format) between
        the current candidate and the provided rollback.

        :param int rb_id: the rollback id value [0-49]
        :param bool ignore_warning: Ignore any rpc-error with severity warning
        :param bool use_fast_diff: equivalent to "show | compare use-fast-diff"

        :returns: ``None``
        """
        print(self.diff(rb_id, ignore_warning, use_fast_diff))


    # -------------------------------------------------------------------------
    # helper on loading configs
    # -------------------------------------------------------------------------

[docs]    def load(self, *vargs, **kvargs):
        """
        Loads changes into the candidate configuration.  Changes can be
        in the form of strings (text,set,xml, json), XML objects, and files.
        Files can be either static snippets of configuration or Jinja2
        templates.  When using Jinja2 Templates, this method will render
        variables into the templates and then load the resulting change;
        i.e. "template building".

        :param object vargs[0]:
            The content to load.  If the contents is a string, the framework
            will attempt to automatically determine the format.  If it is
            unable to determine the format then you must specify the
            **format** parameter.  If the content is an XML object, then
            this method assumes you've structured it correctly;
            and if not an Exception will be raised.

        :param str path:
            Path to file of configuration on the local server.
            The path extension will be used to determine the format of
            the contents:

            * "conf","text","txt" is curly-text-style
            * "set" - ascii-text, set-style
            * "xml" - ascii-text, XML
            * "json" - ascii-text, json

            .. note:: The format can specifically set using **format**.

        :param str format:
            Determines the format of the contents.
            Supported options - text, set, xml, json

            If not provided, internally application will try to find out the format

        :param bool overwrite:
          Determines if the contents completely replace the existing
          configuration.  Default is ``False``.

          .. note:: This option cannot be used if **format** is "set".

        :param bool merge:
          If set to ``True`` will set the load-config action to merge.
          the default load-config action is 'replace'

        :param bool update:
          If set to ``True`` Compare a complete loaded configuration against
          the candidate configuration. For each hierarchy level or
          configuration object that is different in the two configurations,
          the version in the loaded configuration replaces the version in the
          candidate configuration. When the configuration is later committed,
          only system processes that are affected by the changed configuration
          elements parse the new configuration.

          .. note:: This option cannot be used if **format** is "set".

        :param bool patch:
          If set to ``True`` will set the load-config action to load patch.

        :param str template_path:
          Similar to the **path** parameter, but this indicates that
          the file contents are ``Jinja2`` format and will require
          template-rendering.

          .. note:: This parameter is used in conjunction with
                    **template_vars**. The template filename extension will
                    be used to determine the format-style of the contents,
                    or you can override using **format**.

        :param jinja2.Template template:
          A Jinja2 Template object.  Same description as *template_path*,
          except this option you provide the actual Template, rather than
          a path to the template file.

        :param dict template_vars:
          Used in conjunction with the other template options.  This parameter
          contains a dictionary of variables to render into the template.

        :param ignore_warning: A boolean, string or list of string.
          If the value is True, it will ignore all warnings regardless of the
          warning message. If the value is a string, it will ignore
          warning(s) if the message of each warning matches the string. If
          the value is a list of strings, ignore warning(s) if the message of
          each warning matches at least one of the strings in the list.

          For example::

            cu.load(cnf, ignore_warning=True)
            cu.load(cnf, ignore_warning='statement not found')
            cu.load(cnf, ignore_warning=['statement not found',
                                         'statement has no contents; ignored')

          .. note::
            When the value of ignore_warning is a string, or list of strings,
            the string is actually used as a case-insensitive regular
            expression pattern. If the string contains only alpha-numeric
            characters, as shown in the above examples, this results in a
            case-insensitive substring match. However, any regular expression
            pattern supported by the re library may be used for more
            complicated match conditions.

        :param str url:
          Specify the full pathname of the file that contains the configuration
          data to load. The value can be a local file path, an FTP location, or
          a Hypertext Transfer Protocol (HTTP).
          Refer `Doc page <https://www.juniper.net/documentation/en_US/junos/topics/reference/tag-summary/junos-xml-protocol-load-configuration.html>`_
          for more details.

          For example::

            cu.load(url="/var/home/user/golden.conf")
            cu.load(url="ftp://username@ftp.hostname.net/filename")
            cu.load(url="http://username:password@hostname/path/filename")
            cu.load(url="/var/home/user/golden.conf", overwrite=True)

        :returns:
            RPC-reply as XML object.

        :raises: ConfigLoadError: When errors detected while loading candidate
                                  configuration. You can use the Exception
                                  errs variable  to identify the specific
                                  problems.
        """
        rpc_xattrs = {}
        rpc_xattrs["format"] = "xml"  # default to XML format
        rpc_xattrs["action"] = "replace"  # replace is default action

        rpc_contents = None

        actions = filter(
            lambda item: kvargs.get(item, False),
            ("overwrite", "merge", "update", "patch"),
        )
        if len(list(actions)) >= 2:
            raise ValueError("actions can be only one among %s" % ", ".join(actions))

        # support the ability to completely replace the Junos configuration
        # note: this cannot be used if format='set', per Junos API.

        overwrite = kvargs.get("overwrite", False)
        if overwrite is True:
            rpc_xattrs["action"] = "override"
        if kvargs.get("update") is True:
            rpc_xattrs["action"] = "update"
        elif kvargs.get("merge") is True:
            del rpc_xattrs["action"]
        elif kvargs.get("patch") is True:
            rpc_xattrs["action"] = "patch"

        ignore_warning = kvargs.get("ignore_warning", False)

        # ---------------------------------------------------------------------
        # private helpers ...
        # ---------------------------------------------------------------------

        def _lformat_byext(path):
            """ determine the format style from the file extension """
            ext = os.path.splitext(path)[1]
            if ext == ".xml":
                return "xml"
            if ext in [".conf", ".text", ".txt"]:
                return "text"
            if ext in [".set"]:
                return "set"
            if ext in [".json"]:
                return "json"
            raise ValueError("Unknown file contents from extension: %s" % ext)

        def _lset_format(kvargs, rpc_xattrs):
            """ setup the kvargs/rpc_xattrs """
            # when format is given, setup the xml attrs appropriately
            if kvargs["format"] == "set":
                if overwrite is True or kvargs.get("update") is True:
                    raise ValueError(
                        "conflicting args, cannot use 'set' with '%s'"
                        % ("overwrite" if overwrite is True else "update")
                    )
                rpc_xattrs["action"] = "set"
                kvargs["format"] = "text"
            rpc_xattrs["format"] = kvargs["format"]

        def _lset_fromfile(path):
            """ setup the kvargs/rpc_xattrs based on path """
            if "format" not in kvargs:
                # we use the extension to determine the format
                kvargs["format"] = _lformat_byext(path)
                _lset_format(kvargs, rpc_xattrs)

        def _lset_from_rexp(rpc):
            """ setup the kvargs/rpc_xattrs using string regular expression """
            if re.search(r"^\s*<.*>$", rpc, re.MULTILINE):
                kvargs["format"] = "xml"
            elif re.search(
                r"^\s*(set|delete|rename|insert|activate|deactivate"
                "|annotate|copy|protect|unprotect)\s",
                rpc,
            ):
                kvargs["format"] = "set"
            elif re.search(r"^[a-z:]*\s*[\w-]+\s+\{", rpc, re.I) and re.search(
                r".*}\s*$", rpc
            ):
                kvargs["format"] = "text"
            elif re.search(r"^\s*\{", rpc) and re.search(r".*}\s*$", rpc):
                kvargs["format"] = "json"

        def try_load(rpc_contents, rpc_xattrs, ignore_warning=False):
            try:
                got = self.rpc.load_config(
                    rpc_contents, ignore_warning=ignore_warning, **rpc_xattrs
                )
            except RpcTimeoutError as err:
                raise err
            except RpcError as err:
                raise ConfigLoadError(cmd=err.cmd, rsp=err.rsp, errs=err.errs)
            # Something unexpected happened - raise it up
            except Exception as err:
                raise

            return got

        # ---------------------------------------------------------------------
        # end-of: private helpers
        # ---------------------------------------------------------------------

        if "format" in kvargs:
            _lset_format(kvargs, rpc_xattrs)

        # ---------------------------------------------------------------------
        # if contents are provided as vargs[0], then process that as XML or str
        # ---------------------------------------------------------------------

        if len(vargs):
            # caller is providing the content directly.
            rpc_contents = vargs[0]
            if isinstance(rpc_contents, str):
                if "format" not in kvargs:
                    _lset_from_rexp(rpc_contents)
                    if "format" in kvargs:
                        _lset_format(kvargs, rpc_xattrs)
                    else:
                        raise RuntimeError(
                            "Not able to resolve the config format "
                            "You must define the format of the contents "
                            "explicitly to the function. Ex: format='set'"
                        )
                if kvargs["format"] == "xml":
                    # covert the XML string into XML structure
                    rpc_contents = etree.XML(rpc_contents)

        # ---------------------------------------------------------------------
        # if path is provided, use the static-config file
        # ---------------------------------------------------------------------

        elif "path" in kvargs:
            # then this is a static-config file.  load that as our rpc_contents
            try:
                # Explicitly request Python 3.x universal newline
                rpc_contents = open(kvargs["path"], "r", newline=None).read()
            except TypeError:
                # Fallback to Python 2.x universal newline
                rpc_contents = open(kvargs["path"], "rU").read()
            _lset_fromfile(kvargs["path"])
            if rpc_xattrs["format"] == "xml":
                # covert the XML string into XML structure
                rpc_contents = etree.XML(rpc_contents)

        # ---------------------------------------------------------------------
        # if template_path is provided, then jinja2 load the template, and
        # render the results.  if template_vars are provided, use those
        # in the render process.
        # ---------------------------------------------------------------------

        elif "template_path" in kvargs:
            path = kvargs["template_path"]
            template = self.dev.Template(path)
            rpc_contents = template.render(kvargs.get("template_vars", {}))
            _lset_fromfile(path)
            if rpc_xattrs["format"] == "xml":
                # covert the XML string into XML structure
                rpc_contents = etree.XML(rpc_contents)

        # ---------------------------------------------------------------------
        # if template is provided, then this is a pre-loaded jinja2 Template
        # object.  Use the template.filename to determine the format style
        # ---------------------------------------------------------------------

        elif "template" in kvargs:
            template = kvargs["template"]
            path = template.filename
            rpc_contents = template.render(kvargs.get("template_vars", {}))
            _lset_fromfile(path)
            if rpc_xattrs["format"] == "xml":
                # covert the XML string into XML structure
                rpc_contents = etree.XML(rpc_contents)

        if rpc_contents is not None:
            return try_load(rpc_contents, rpc_xattrs, ignore_warning=ignore_warning)
        elif "url" in kvargs and rpc_contents is None:
            url = kvargs["url"]
            _lset_fromfile(url)
            rpc_xattrs["url"] = url
            return try_load(rpc_contents, rpc_xattrs, ignore_warning=ignore_warning)
        else:
            raise RuntimeError("Unhandled load request")


    # -------------------------------------------------------------------------
    # config exclusive
    # -------------------------------------------------------------------------

[docs]    def lock(self):
        """
        Attempts an exclusive lock on the candidate configuration.  This
        is a non-blocking call.

        :returns:
            ``True`` always when successful

        :raises LockError: When the lock cannot be obtained
        """
        try:
            self.rpc.lock_configuration()
        except Exception as err:
            if isinstance(err, RpcError):
                raise LockError(rsp=err.rsp)
            elif isinstance(err, ConnectClosedError):
                raise err
            else:
                # :err: is from ncclient
                raise LockError(rsp=JXML.remove_namespaces(err.xml))

        return True


    # -------------------------------------------------------------------------
    # releases the exclusive lock
    # -------------------------------------------------------------------------

[docs]    def unlock(self):
        """
        Unlocks the candidate configuration.

        :returns:
            ``True`` always when successful

        :raises UnlockError: If you attempt to unlock a configuration
                             when you do not own the lock
        """
        try:
            self.rpc.unlock_configuration()
        except Exception as err:
            if isinstance(err, RpcError):
                raise UnlockError(rsp=err.rsp)
            elif isinstance(err, ConnectClosedError):
                raise err
            else:
                # :err: is from ncclient
                raise UnlockError(rsp=JXML.remove_namespaces(err.xml))

        return True


    # -------------------------------------------------------------------------
    # rollback <number|0*>
    # -------------------------------------------------------------------------

[docs]    def rollback(self, rb_id=0):
        """
        Rollback the candidate config to either the last active or
        a specific rollback number.

        :param int rb_id: The rollback id value [0-49], defaults to ``0``.

        :returns:
            ``True`` always when successful

        :raises ValueError: When invalid rollback id is given
        """

        if rb_id < 0 or rb_id > 49:
            raise ValueError("Invalid rollback #" + str(rb_id))

        self.rpc.load_configuration(dict(compare="rollback", rollback=str(rb_id)))

        return True


    # -------------------------------------------------------------------------
    # rescue configuration
    # -------------------------------------------------------------------------

[docs]    def rescue(self, action, format="text"):
        """
        Perform action on the "rescue configuration".

        :param str action: identifies the action as follows:

            * "get" - retrieves/returns the rescue configuration via **format**
            * "save" - saves current configuration as rescue
            * "delete" - removes the rescue configuration
            * "reload" - loads the rescue config as candidate (no-commit)

        :param str format: identifies the return format when **action** is
                           "get":

            * "text" (default) - ascii-text format
            * "xml" - as XML object

        :return:

            * When **action** is 'get', then the contents of the rescue
              configuration is returned in the specified *format*.  If there
              is no rescue configuration saved, then the return value is
              ``None``.

            * ``True`` when **action** is "save".

            * ``True`` when **action** is "delete".

            .. note:: ``True`` regardless if a rescue configuration exists.

            * When **action** is 'reload', return is ``True`` if a rescue
              configuration exists, and ``False`` otherwise.

            .. note:: The rescue configuration is only loaded as the candidate,
                      and not committed.  You must commit to make the rescue
                      configuration active.

        :raises ValueError:
            If **action** is not one of the above
        """

        def _rescue_save():
            """
            Saves the current configuration as the rescue configuration
            """
            self.rpc.request_save_rescue_configuration()
            return True

        def _rescue_delete():
            """
            Deletes the existing resuce configuration.
            """
            # note that this will result in an "OK" regardless if
            # a rescue config exists or not.
            self.rpc.request_delete_rescue_configuration()
            return True

        def _rescue_get():
            """
            Retrieves the rescue configuration, returning it in
            either :format: 'text' or 'xml'.

            Returns either the 'text'/'xml' if the rescue config
            exists, or :None: otherwise
            """
            try:
                got = self.rpc.get_rescue_information(format=format)
                return (
                    got.findtext("configuration-information/configuration-output")
                    if "text" == format
                    else got
                )
            except:
                return None

        def _rescue_reload():
            """
            Loads the rescue configuration as the active candidate.
            This action does *not* commit the configuration; use the
            :commit(): method for that purpose.

            Returns the XML response if the rescue configuration
            exists, or :False: otherwise
            """
            try:
                return self.rpc.load_configuration({"rescue": "rescue"})
            except:
                return False

        def _unsupported_action():
            raise ValueError("unsupported action: {}".format(action))

        result = {
            "get": _rescue_get,
            "save": _rescue_save,
            "delete": _rescue_delete,
            "reload": _rescue_reload,
        }.get(action, _unsupported_action)()

        return result


[docs]    def __init__(self, dev, mode=None, **kwargs):
        """
        :param str mode: Can be used *only* when creating Config object using
                         context manager

            * "private" - Work in private database
            * "dynamic" - Work in dynamic database
            * "batch" - Work in batch database
            * "exclusive" - Work with Locking the candidate configuration
            * "ephemeral" - Work in default/specified ephemeral instance

        :param str ephemeral_instance: ephemeral instance name

        .. code-block:: python

           # mode can be private/dynamic/exclusive/batch/ephemeral
           with Config(dev, mode='exclusive') as cu:
               cu.load('set system services netconf traceoptions file xyz',
                       format='set')
               print cu.diff()
               cu.commit()

        .. warning::
            Ephemeral databases are an advanced Junos feature which
            if used incorrectly can have serious negative impact on the operation
            of the Junos device. We recommend you consult JTAC and/or you Juniper
            account team before deploying the ephemeral database feature in your
            network.
        """
        self.mode = mode
        if not kwargs.get("ephemeral_instance") and kwargs:
            raise ValueError("Unsupported argument provided to Config class")
        self.kwargs = kwargs

        Util.__init__(self, dev=dev)


    def __enter__(self):

        # defining separate functions for each mode so that can be
        # changed/edited as per the need of corresponding rpc call.
        def _open_configuration_private():
            try:
                self.rpc.open_configuration(private=True)
            except (RpcTimeoutError, ConnectClosedError) as err:
                raise err
            except RpcError as err:
                if err.rpc_error["severity"] == "warning":
                    if (
                        err.message != "uncommitted changes will be discarded "
                        "on exit"
                    ):
                        warnings.warn(err.message, RuntimeWarning)
                    return True
                else:
                    raise err

        def _open_configuration_dynamic():
            try:
                self.rpc.open_configuration(dynamic=True)
            except RpcError as err:
                raise err
            return True

        def _open_configuration_batch():
            try:
                self.rpc.open_configuration(batch=True)
            except (RpcTimeoutError, ConnectClosedError) as err:
                raise err
            except RpcError as err:
                if err.rpc_error["severity"] == "warning":
                    if (
                        err.message != "uncommitted changes will be discarded "
                        "on exit"
                    ):
                        warnings.warn(err.message, RuntimeWarning)
                    return True
                else:
                    raise err

        def _open_configuration_exclusive():
            return self.lock()

        def _open_configuration_ephemeral(**kwargs):
            self.rpc.open_configuration(**kwargs)
            return True

        def _unsupported_option():
            if self.mode is not None:
                raise ValueError("unsupported action: {}".format(self.mode))

        if self.kwargs.get("ephemeral_instance"):
            ephemeral_kwargs = {"ephemeral_instance": self.kwargs["ephemeral_instance"]}
        else:
            ephemeral_kwargs = {"ephemeral": True}

        {
            "private": _open_configuration_private,
            "dynamic": _open_configuration_dynamic,
            "batch": _open_configuration_batch,
            "exclusive": _open_configuration_exclusive,
            "ephemeral": lambda: _open_configuration_ephemeral(**ephemeral_kwargs),
        }.get(self.mode, _unsupported_option)()
        return self

    def __exit__(self, exc_type, exc_val, exc_tb):
        if self.mode == "exclusive":
            self.unlock()
        elif self.mode is not None:
            self.rpc.close_configuration()





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.fs

from lxml.builder import E

from jnpr.junos.utils.util import Util
from jnpr.junos.utils.start_shell import StartShell

from jnpr.junos.exception import RpcError


[docs]class FS(Util):

    """
    Filesystem (FS) utilities:

    * :meth:`cat`: show the contents of a file
    * :meth:`checksum`: calculate file checksum (md5,sha256,sha1)
    * :meth:`cp`: local file copy (not scp)
    * :meth:`cwd`: change working directory
    * :meth:`ls`: return file/dir listing
    * :meth:`mkdir`: create a directory
    * :meth:`pwd`: get working directory
    * :meth:`mv`: local file rename
    * :meth:`rm`: local file delete
    * :meth:`rmdir`: remove a directory
    * :meth:`stat`: return file/dir information
    * :meth:`storage_usage`: return storage usage
    * :meth:`directory_usage`: return directory usage
    * :meth:`storage_cleanup`: perform storage storage_cleanup
    * :meth:`storage_cleanup_check`: returns a list of files which will be
                                     removed at cleanup
    * :meth:`symlink`: create a symlink
    * :meth:`tgz`: tar+gzip a directory

    .. note: The following methods require 'start shell' priveldges:

              * mkdir
              * rmdir
              * symlink
    """

    # -------------------------------------------------------------------------
    # cat - show file contents
    # -------------------------------------------------------------------------

[docs]    def cat(self, path):
        """
        Returns the contents of the file **path**.

        :param str path: File-path

        :returns: contents of the file (str) or ``None`` if file does not exist
        """
        try:
            rsp = self._dev.rpc.file_show(filename=path)
        except:
            return None
        return rsp.text


    # -------------------------------------------------------------------------
    # cwd - change working directory
    # -------------------------------------------------------------------------

[docs]    def cwd(self, path):
        """
        Change working directory to **path**.

        :param str path: path to working directory
        """
        rsp = self._dev.rpc.set_cli_working_directory(directory=path)
        return rsp.findtext("working-directory")


    # -------------------------------------------------------------------------
    # pwd - return current working directory
    # -------------------------------------------------------------------------

[docs]    def pwd(self):
        """
        :returns: The current working directory path (str)
        """
        rsp = self._dev.rpc(E.command("show cli directory"))
        return rsp.findtext("./working-directory")


    # -------------------------------------------------------------------------
    # checksum - compute file checksum
    # -------------------------------------------------------------------------

[docs]    def checksum(self, path, calc="md5"):
        """
        Performs the checksum command on the given file path using the
        required calculation method and returns the string value.
        If the **path** is not found on the device, then ``None`` is returned.

        :param str path: file-path on local device
        :param str calc: checksum calculation method:

                         * "md5"
                         * "sha256"
                         * "sha1"

        :returns: checksum value (str) or ``None`` if file not found
        """
        cmd_map = {
            "md5": self._dev.rpc.get_checksum_information,
            "sha256": self._dev.rpc.get_sha256_checksum_information,
            "sha1": self._dev.rpc.get_sha1_checksum_information,
        }
        rpc = cmd_map.get(calc)
        if rpc is None:
            raise ValueError("Unknown calculation method: '%s'" % calc)
        try:
            rsp = rpc(path=path)
            return rsp.findtext(".//checksum").strip()
        except:
            # the only exception is that the path is not found
            return None


    @classmethod
    def _decode_file(cls, fileinfo):
        results = {}

        not_file = fileinfo.xpath("file-directory | file-symlink-target")
        if len(not_file):
            results["type"] = {"file-directory": "dir", "file-symlink-target": "link"}[
                not_file[0].tag
            ]
            if "link" == results["type"]:
                results["link"] = not_file[0].text.strip()
        else:
            results["type"] = "file"

        results["path"] = fileinfo.findtext("file-name").strip()
        results["owner"] = fileinfo.findtext("file-owner").strip()
        results["size"] = int(fileinfo.findtext("file-size"))
        fper = fileinfo.find("file-permissions")
        results["permissions"] = int(fper.text.strip())
        results["permissions_text"] = fper.get("format")
        fdate = fileinfo.find("file-date")
        results["ts_date"] = fdate.get("format")
        results["ts_epoc"] = fdate.text.strip()
        return results

    @classmethod
    def _decode_dir(cls, dirinfo, files=None):
        results = {}
        results["type"] = "dir"
        results["path"] = dirinfo.get("name")
        if files is None:
            files = dirinfo.xpath("file-information")
        results["file_count"] = len(files)
        results["size"] = sum([int(f.findtext("file-size")) for f in files])
        return results

    # -------------------------------------------------------------------------
    # stat - file information
    # -------------------------------------------------------------------------

[docs]    def stat(self, path):
        """
        Returns a dictionary of status information on the path, or ``None``
        if the path does not exist.

        :param str path: file-path on local device

        :returns: status information on the file
        :rtype: dict
        """
        rsp = self._dev.rpc.file_list(detail=True, path=path)

        # if there is an output tag, then it means that the path
        # was not found
        if rsp.find("output") is not None:
            return None

        # ok, so we've either got a directory or a file at
        # this point, so decode accordingly

        xdir = rsp.find("directory")
        if xdir.get("name"):  # then this is a directory path
            return FS._decode_dir(xdir)
        else:
            return FS._decode_file(xdir.find("file-information"))


    # -------------------------------------------------------------------------
    # ls - file/dir listing
    # -------------------------------------------------------------------------

[docs]    def ls(self, path=".", brief=False, followlink=True):
        """
        File listing, returns a dict of file information.  If the
        path is a symlink, then by default **followlink** will
        recursively call this method to obtain the symlink specific
        information.

        :param str path:
            file-path on local device. defaults to current
            working directory
        :param bool brief:
            when ``True`` brief amount of data
        :param bool followlink:
            when ``True`` (default) this method will recursively
            follow the directory symlinks to gather data

        :returns: dict collection of file information or ``None``
                  if **path** is not found
        """
        rsp = self._dev.rpc.file_list(detail=True, path=path)

        # if there is an output tag, then it means that the path
        # was not found, and we return :None:

        if rsp.find("output") is not None:
            return None

        xdir = rsp.find(".//directory")

        # check to see if the directory element has a :name:
        # attribute, and if it does not, then this is a file, and
        # decode accordingly.  If the file is a symlink, then we
        # want to follow the symlink to get what we want.

        if not xdir.get("name"):
            results = FS._decode_file(xdir.find("file-information"))
            link_path = results.get("link")
            if not link_path:  # then we are done
                return results
            else:
                return results if followlink is False else self.ls(path=link_path)

        # if we are here, then it's a directory, include information on all
        # files
        files = xdir.xpath("file-information")
        results = FS._decode_dir(xdir, files)

        if brief is True:
            results["files"] = [f.findtext("file-name").strip() for f in files]
        else:
            results["files"] = dict(
                (f.findtext("file-name").strip(), FS._decode_file(f)) for f in files
            )

        return results


    # -------------------------------------------------------------------------
    # storage_usage - filesystem storage usage
    # -------------------------------------------------------------------------

[docs]    def storage_usage(self):
        """
        Returns the storage usage, similar to the unix "df" command.

        :returns: dict of storage usage
        """
        rsp = self._dev.rpc.get_system_storage()

        def _name(fs):
            return fs.findtext("filesystem-name").strip()

        def _decode(fs):
            r = {}
            r["mount"] = fs.find("mounted-on").text.strip()
            tb = fs.find("total-blocks")
            r["total"] = tb.get("format")
            r["total_blocks"] = int(tb.text)
            ub = fs.find("used-blocks")
            r["used"] = ub.get("format")
            r["used_blocks"] = int(ub.text)
            r["used_pct"] = fs.find("used-percent").text.strip()
            ab = fs.find("available-blocks")
            r["avail"] = ab.get("format")
            r["avail_block"] = int(ab.text)
            return r

        re_list = rsp.xpath("multi-routing-engine-item")
        if re_list:
            fs_dict = {}
            for re in re_list:
                re_name = re.findtext("re-name").strip()
                re_fs_dict = dict(
                    (_name(fs), _decode(fs))
                    for fs in re.xpath("system-storage-information/filesystem")
                )
                fs_dict[re_name] = re_fs_dict
            return fs_dict

        return dict((_name(fs), _decode(fs)) for fs in rsp.xpath("filesystem"))


    # -------------------------------------------------------------------------
    # directory_usage - filesystem directory usage
    # -------------------------------------------------------------------------

[docs]    def directory_usage(self, path=".", depth=0):
        """
        Returns the directory usage, similar to the unix "du" command.

        :returns: dict of directory usage, including subdirectories
                  if depth > 0
        """
        BLOCK_SIZE = 512

        rsp = self._dev.rpc.get_directory_usage_information(path=path, depth=str(depth))

        result = {}

        directories = rsp.findall(".//directory")
        if not directories:
            raise RpcError(rsp=rsp)

        for directory in directories:
            dir_name = directory.findtext("directory-name")
            if dir_name is not None:
                dir_name = dir_name.strip()
            else:
                raise RpcError(rsp=rsp)

            used_space = directory.find("used-space")
            if used_space is not None:
                dir_size = used_space.text.strip()
                dir_blocks = used_space.get("used-blocks")
                if dir_blocks is not None:
                    dir_blocks = int(dir_blocks)
                    dir_bytes = dir_blocks * BLOCK_SIZE
                    result[dir_name.strip()] = {
                        "size": dir_size,
                        "blocks": dir_blocks,
                        "bytes": dir_bytes,
                    }

        return result


    # -------------------------------------------------------------------------
    # storage_cleanup_check, storage_cleanip
    # -------------------------------------------------------------------------

    @classmethod
    def _decode_storage_cleanup(cls, files):
        def _name(f):
            return f.findtext("file-name").strip()

        def _decode(f):
            return {
                "size": int(f.findtext("size")),
                "ts_date": f.findtext("date").strip(),
            }

        # return a dict of name/decode pairs for each file
        return dict((_name(f), _decode(f)) for f in files)

[docs]    def storage_cleanup_check(self):
        """
        Perform the 'request system storage cleanup dry-run' command
        to return a ``dict`` of files/info that would be removed if
        the cleanup command was executed.

        :returns: dict of files that would be removed (dry-run)
        """
        rsp = self._dev.rpc.request_system_storage_cleanup(dry_run=True)
        files = rsp.xpath("file-list/file")
        return FS._decode_storage_cleanup(files)


[docs]    def storage_cleanup(self):
        """
        Perform the 'request system storage cleanup' command to remove
        files from the filesystem.  Return a ``dict`` of file name/info
        on the files that were removed.

        :returns: dict on files that were removed
        """
        rsp = self._dev.rpc.request_system_storage_cleanup()
        files = rsp.xpath("file-list/file")
        return FS._decode_storage_cleanup(files)


    # -------------------------------------------------------------------------
    # rm - local file delete
    # -------------------------------------------------------------------------

[docs]    def rm(self, path):
        """
        Performs a local file delete action, per Junos CLI command
        "file delete".

        :returns: ``True`` when successful, ``False`` otherwise.
        """
        # the return value from this RPC will return either True if the delete
        # was successful, or an XML structure otherwise.  So we can do a simple
        # test to provide the return result to the caller.
        rsp = self._dev.rpc.file_delete(path=path)
        if rsp is True:
            return True
        else:
            return False


    # -------------------------------------------------------------------------
    # cp - local file copy
    # -------------------------------------------------------------------------

[docs]    def cp(self, from_path, to_path):
        """
        Perform a local file copy where **from_path** and **to_path** can be
        any valid Junos path argument.  Refer to the Junos "file copy" command
        documentation for details.

        :param str from_path: source file-path
        :param str to_path: destination file-path

        .. notes: Valid Junos file-path can include URL, such as ``http://``.
                  this is handy for copying files for webservers.

        :returns: ``True`` if OK, ``False`` if file does not exist.
        """
        # this RPC returns True if it is OK.  If the file does not exist
        # this RPC will generate an RpcError exception, so just return False
        try:
            self._dev.rpc.file_copy(source=from_path, destination=to_path)
        except:
            return False
        return True


    # -------------------------------------------------------------------------
    # mv - local file rename
    # -------------------------------------------------------------------------

[docs]    def mv(self, from_path, to_path):
        """
        Perform a local file rename function, same as "file rename" Junos CLI.

        :returns: ``True`` if OK, ``False`` if file does not exist.
        """
        rsp = self._dev.rpc.file_rename(source=from_path, destination=to_path)
        if rsp is True:
            return True
        else:
            return False


[docs]    def tgz(self, from_path, tgz_path):
        """
        Create a file called **tgz_path** that is the tar-gzip of the given
        directory specified **from_path**.

        :param str from_path: file-path to directory of files
        :param str tgz_path: file-path name of tgz file to create

        :returns: ``True`` if OK, error-msg (str) otherwise
        """
        rsp = self._dev.rpc.file_archive(
            compress=True, source=from_path, destination=tgz_path
        )

        # if the rsp is True, then the command executed OK.
        if rsp is True:
            return True

        # otherwise, return the error string to the caller
        return rsp.text


    # -------------------------------------------------------------------------
    # !!!!! methods that use SSH shell commands, require that the user
    # !!!!! has 'start shell' privileges
    # -------------------------------------------------------------------------

    def _ssh_exec(self, command):
        with StartShell(self._dev) as sh:
            got = sh.run(command)
        return got

[docs]    def rmdir(self, path):
        """
        Executes the 'rmdir' command on **path**.

        .. warning:: REQUIRES SHELL PRIVILEGES

        :param str path: file-path to directory

        :returns: ``True`` if OK, error-message (str) otherwise
        """
        results = self._ssh_exec("rmdir %s" % path)
        return True if results[0] is True else "".join(results[1][2:-1])


[docs]    def mkdir(self, path):
        """
        Executes the 'mkdir -p' command on **path**.

        .. warning:: REQUIRES SHELL PRIVILEGES

        :returns: ``True`` if OK, error-message (str) otherwise
        """
        results = self._ssh_exec("mkdir -p %s" % path)
        return True if results[0] is True else "".join(results[1][2:-1])


[docs]    def symlink(self, from_path, to_path):
        """
        Executes the 'ln -sf **from_path** **to_path**' command.

        .. warning:: REQUIRES SHELL PRIVILEGES

        :returns: ``True`` if OK, or error-message (str) otherwise
        """
        results = self._ssh_exec("ln -sf %s %s" % (from_path, to_path))
        return True if results[0] is True else "".join(results[1][2:-1])






          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.ftp

"""
FTP utility
"""

import re
import ftplib
import os
import logging

logger = logging.getLogger("jnpr.junos.utils.ftp")


[docs]class FTP(ftplib.FTP):
    """
    FTP utility can be used to transfer files to and from device.
    """

[docs]    def __init__(self, junos, **ftpargs):
        """

        :param Device junos: Device object
        :param kvargs ftpargs: any additional args to be passed to ftplib FTP

        Supports python *context-manager* pattern.  For example::

            from jnpr.junos.utils.ftp import FTP
            with FTP(dev) as ftp:
                ftp.put(package, remote_path)
        """

        self._junos = junos
        self._ftpargs = ftpargs
        ftplib.FTP.__init__(
            self,
            self._junos._hostname,
            self._junos._auth_user,
            self._junos._auth_password,
        )


    # dummy function, as connection is created by ftb lib in __init__ only
[docs]    def open(self):
        return self


[docs]    def put(self, local_file, remote_path=None):
        """
        This function is used to upload file to the router from local
        execution server/shell.

        :param local_file: Full path along with filename which has to be
            copied to router
        :param remote_path: path in which to receive the files on the remote
            host. If ignored FILE will be copied to "tmp"
        :returns: True if the transfer succeeds, else False

        """

        try:
            mat = re.search("^.*/(.*)$", local_file)
            if mat:
                if not remote_path:
                    remote_file = "/tmp/" + mat.group(1)
                else:
                    if re.search("^.*/(.*)$", remote_path) and re.search(
                        "\.\w+$", remote_path
                    ):
                        remote_file = remote_path
                        # Looks like remote path is given as file location
                    else:
                        remote_file = os.path.join(remote_path, mat.group(1))
            else:
                if not remote_path:
                    remote_file = os.path.join("/tmp/", local_file)
                else:
                    remote_file = os.path.join(remote_path, local_file)

            with open(local_file, "rb") as open_local_file:
                self.storbinary(
                    cmd="STOR " + remote_file,
                    fp=open_local_file,
                    callback=self._ftpargs.get("callback"),
                )
        except Exception as ex:
            logger.error(ex)
            return False
        return True


[docs]    def get(self, remote_file, local_path=os.getcwd()):
        """
        This function is used to download file from router to local execution
        server/shell.

        :param local_path: path in which to receive files locally

        :param remote_file: Full path along with filename on the router. If
            ignored FILE will be copied to "tmp"

        :returns: True if the transfer succeeds, else False
        """
        if os.path.isdir(local_path):
            mat = re.search("^.*/(.*)$", remote_file)
            if mat:
                local_file = os.path.join(local_path, mat.group(1))
            else:
                local_file = local_path
        else:
            local_file = local_path

        with open(local_file, "wb") as local_fh:
            args_callback = self._ftpargs.get("callback")

            def callback(data):
                local_fh.write(data)
                if args_callback:
                    args_callback(data)

            try:
                self.retrbinary("RETR " + remote_file, callback)
            except Exception as ex:
                logger.error(ex)
                return False
            return True


    # -------------------------------------------------------------------------
    # CONTEXT MANAGER
    # -------------------------------------------------------------------------

    def __enter__(self):
        # return self.open(**self._ftpargs)
        return self

    def __exit__(self, exc_ty, exc_val, exc_tb):
        return self.close()





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.scp

from __future__ import absolute_import
import inspect

from scp import SCPClient
from jnpr.junos.utils.ssh_client import open_ssh_client

"""
Secure Copy Utility
"""


[docs]class SCP(object):
    """
    The SCP utility is used to conjunction with :class:`jnpr.junos.utils.sw.SW`
    when transferring the Junos image to the device.  The :class:`SCP` can be
    used for other secure-copy use-cases as well; it is implemented to support
    the python *context-manager* pattern.  For example::

        from jnpr.junos.utils.scp import SCP

        with SCP(dev, progress=True) as scp:
            scp.put(package, remote_path)

    """

[docs]    def __init__(self, junos, **scpargs):
        """
        Constructor that wraps :py:mod:`paramiko` and :py:mod:`scp` objects.

        :param Device junos: the Device object
        :param kvargs scpargs: any additional args to be passed to paramiko SCP
        """
        self._junos = junos
        if self._junos.__dict__.get("_mode") is not None:
            raise RuntimeError("SCP is not supported with Console mode")
        self._scpargs = scpargs
        self._by10pct = 0
        self._user_progress = self._scpargs.get("progress")
        self._ssh = None
        if self._user_progress is True:
            self._scpargs["progress"] = self._scp_progress
        elif callable(self._user_progress):
            # User case also define progress with 3 params, the way scp module
            # expects. Function will take path, total size, transferred.
            # https://github.com/jbardin/scp.py/blob/master/scp.py#L97
            spec = inspect.getargspec(self._user_progress)
            if (len(spec.args) == 3 and spec.args[0] != "self") or (
                len(spec.args) == 4 and spec.args[0] == "self"
            ):
                self._scpargs["progress"] = self._user_progress
            else:
                # this will override the function _progress defined for this
                # class to use progress provided by user.
                self._progress = lambda report: self._user_progress(self._junos, report)
                self._scpargs["progress"] = self._scp_progress


    def _progress(self, report):
        """ simple progress report function """
        print(self._junos.hostname + ": " + report)

    def _scp_progress(self, _path, _total, _xfrd):

        # calculate current percentage xferd
        pct = int(float(_xfrd) / float(_total) * 100)

        # if 10% more has been copied, then print a message
        if 0 == (pct % 10) and pct != self._by10pct:
            self._by10pct = pct
            self._progress("%s: %s / %s (%s%%)" % (_path, _xfrd, _total, str(pct)))

[docs]    def open(self, **scpargs):
        """
        Creates an instance of the scp object and return to caller for use.

        .. note:: This method uses the same username/password authentication
                   credentials as used by :class:`jnpr.junos.device.Device`.
                   It can also use ``ssh_private_key_file`` option if provided
                   to the :class:`jnpr.junos.device.Device`

        :returns: SCPClient object
        """
        # @@@ should check for multi-calls to connect to ensure we don't keep
        # @@@ opening new connections
        self._ssh = open_ssh_client(dev=self._junos)
        return SCPClient(self._ssh.get_transport(), **scpargs)


[docs]    def close(self):
        """
        Closes the ssh/scp connection to the device
        """
        self._ssh.close()


    # -------------------------------------------------------------------------
    # CONTEXT MANAGER
    # -------------------------------------------------------------------------

    def __enter__(self):
        return self.open(**self._scpargs)

    def __exit__(self, exc_ty, exc_val, exc_tb):
        self.close()





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.start_shell

from select import select
import re
import datetime
from jnpr.junos.utils.ssh_client import open_ssh_client

_JUNOS_PROMPT = "> "
_SHELL_PROMPT = "(%|#|\$)\s"
_SELECT_WAIT = 0.1
_RECVSZ = 1024


[docs]class StartShell(object):

    """
    Junos shell execution utility.  This utility is written to
    support the "context manager" design pattern.  For example::

        def _ssh_exec(self, command):
            with StartShell(self._dev) as sh:
                got = sh.run(command)
            return got

    """

[docs]    def __init__(self, nc, timeout=30):
        """
        Utility Constructor

        :param Device nc: The Device object

        :param int timeout:
          Timeout value in seconds to wait for expected string/pattern.
        """
        self._nc = nc
        self.timeout = timeout
        self._client = None
        self._chan = None


[docs]    def wait_for(self, this=_SHELL_PROMPT, timeout=0):
        """
        Wait for the result of the command, expecting **this** prompt.

        :param str this: expected string/pattern.

        :param int timeout:
          Timeout value in seconds to wait for expected string/pattern.
          If not specified defaults to self.timeout.

        :returns: resulting string of data in a list
        :rtype: list

        .. warning:: need to add a timeout safeguard
        """
        chan = self._chan
        got = []
        timeout = timeout or self.timeout
        timeout = datetime.datetime.now() + datetime.timedelta(seconds=timeout)
        while timeout > datetime.datetime.now():
            rd, wr, err = select([chan], [], [], _SELECT_WAIT)
            if rd:
                data = chan.recv(_RECVSZ)
                if isinstance(data, bytes):
                    data = data.decode("utf-8", "replace")
                got.append(data)
                if this is not None and re.search(r"{}\s?$".format(this), data):
                    break
        return got


[docs]    def send(self, data):
        """
        Send the command **data** followed by a newline character.

        :param str data: the data to write out onto the shell.
        :returns: result of SSH channel send
        """
        self._chan.send(data)
        self._chan.send("\n")


[docs]    def open(self):
        """
        Open an ssh-client connection and issue the 'start shell' command to
        drop into the Junos shell (csh).  This process opens a
        :class:`paramiko.SSHClient` instance.
        """
        self._client = open_ssh_client(dev=self._nc)
        self._chan = self._client.invoke_shell()

        got = self.wait_for(r"(%|>|#|\$)")
        if got[-1].endswith(_JUNOS_PROMPT):
            self.send("start shell")
            self.wait_for(_SHELL_PROMPT)


[docs]    def close(self):
        """ Close the SSH client channel """
        self._chan.close()
        self._client.close()


[docs]    def run(self, command, this=_SHELL_PROMPT, timeout=0):
        """
        Run a shell command and wait for the response.  The return is a
        tuple. The first item is True/False if exit-code is 0.  The second
        item is the output of the command.

        :param str command: the shell command to execute
        :param str this: the expected shell-prompt to wait for. If ``this`` is
          set to None, function will wait for all the output on the shell till
          timeout value.
        :param int timeout:
          Timeout value in seconds to wait for expected string/pattern (this).
          If not specified defaults to self.timeout. This timeout is specific
          to individual run call. If ``this`` is provided with None value,
          function will wait till timeout value to grab all the content from
          command output.

        :returns: (last_ok, result of the executed shell command (str) )

        .. code-block:: python

           with StartShell(dev) as ss:
               print ss.run('cprod -A fpc0 -c "show version"', timeout=10)

        .. note:: as a *side-effect* this method will set the ``self.last_ok``
                  property.  This property is set to ``True`` if ``$?`` is
                  "0"; indicating the last shell command was successful else
                  False. If ``this`` is set to None, last_ok will be set to
                  True if there is any content in result of the executed shell
                  command.
        """
        timeout = timeout or self.timeout
        # run the command and capture the output
        self.send(command)
        got = "".join(self.wait_for(this, timeout))
        self.last_ok = False
        if this is None:
            self.last_ok = got is not ""
        elif this != _SHELL_PROMPT:
            self.last_ok = re.search(r"{}\s?$".format(this), got) is not None
        elif re.search(r"{}\s?$".format(_SHELL_PROMPT), got) is not None:
            # use $? to get the exit code of the command
            self.send("echo $?")
            rc = "".join(self.wait_for(_SHELL_PROMPT))
            self.last_ok = rc.find("\r\n0\r\n") > 0
        return (self.last_ok, got)


    # -------------------------------------------------------------------------
    # CONTEXT MANAGER
    # -------------------------------------------------------------------------

    def __enter__(self):
        self.open()
        return self

    def __exit__(self, exc_ty, exc_val, exc_tb):
        self.close()





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.sw

# stdlib
from __future__ import print_function
import hashlib
import re
from os import path
import sys

try:
    # Python 3.x
    from urllib.parse import urlparse
except ImportError:
    # Python 2.x
    from urlparse import urlparse

# 3rd-party modules
from lxml.builder import E
from lxml import etree

# local modules
from jnpr.junos.decorators import timeoutDecorator
from jnpr.junos.utils.util import Util
from jnpr.junos.utils.scp import SCP
from jnpr.junos.utils.ftp import FTP
from jnpr.junos.utils.start_shell import StartShell
from jnpr.junos.exception import SwRollbackError, RpcTimeoutError, RpcError
from ncclient.xml_ import NCElement
from jnpr.junos import jxml as JXML

"""
Software Installation Utilities
"""

__all__ = ["SW"]


def _hashfile(afile, hasher, blocksize=65536):
    buf = afile.read(blocksize)
    while len(buf) > 0:
        hasher.update(buf)
        buf = afile.read(blocksize)
    return hasher.hexdigest()


[docs]class SW(Util):
    """
    Software Utility class, used to perform a software upgrade and
    associated functions.  These methods have been tested on
    *simple deployments*.  Refer to **install** for restricted
    use-cases for software upgrades.

    **Primary methods:**
      * :meth:`install`: perform the entire software installation process
      * :meth:`reboot`: reboots the system for the new image to take effect
      * :meth:`poweroff`: shutdown the system

    **Helpers:** (Useful as standalone as well)
      * :meth:`put`: SCP put package file onto Junos device
      * :meth:`pkgadd`: performs the 'request' operation to install the package
      * :meth:`validate`: performs the 'request' to validate the package

    **Miscellaneous:**
      * rollback: same as 'request software rollback'
      * inventory: (property) provides file info for current and rollback
        images on the device
    """

[docs]    def __init__(self, dev):
        Util.__init__(self, dev)
        self._dev = dev
        self._RE_list = []
        if "junos_info" in dev.facts and dev.facts["junos_info"] is not None:
            self._RE_list = list(dev.facts["junos_info"].keys())
        else:
            self._RE_list = [x for x in dev.facts.keys() if x.startswith("version_RE")]
        self._multi_RE = bool(dev.facts.get("2RE"))
        # Branch SRX in an SRX cluster doesn't really support multi_RE
        # functionality for SW.
        if (
            dev.facts.get("personality", "") == "SRX_BRANCH"
            and dev.facts.get("srx_cluster") is True
        ):
            self._multi_RE = False
        self._multi_VC = bool(
            self._multi_RE is True
            and dev.facts.get("vc_capable") is True
            and dev.facts.get("vc_mode") != "Disabled"
        )
        self._mixed_VC = bool(dev.facts.get("vc_mode") == "Mixed")
        # The devices which currently support single-RE ISSU, communicate with
        #  the new Junos VM using internal IP 128.0.0.63.
        # Therefore, the 'localre' value in the 'current_re' fact can currently
        # be used to check for this capability.
        # {master: 0}
        #  user @ s0 > file show / etc / hosts.junos | match localre
        #  128.0.0.63               localre
        self._single_re_issu = bool(
            "current_re" in dev.facts and "localre" in dev.facts["current_re"]
        )
        self.log = lambda report: None


    # -----------------------------------------------------------------------
    # CLASS METHODS
    # -----------------------------------------------------------------------

[docs]    @classmethod
    def local_sha256(cls, package):
        """
        Computes the SHA-256 value on the package file.

        :param str package:
          File-path to the package (\*.tgz) file on the local server

        :returns: SHA-256 checksum (str)
        :raises IOError: when **package** file does not exist
        """
        return _hashfile(open(package, "rb"), hashlib.sha256())


[docs]    @classmethod
    def local_md5(cls, package):
        """
        Computes the MD5 checksum value on the local package file.

        :param str package:
          File-path to the package (\*.tgz) file on the local server

        :returns: MD5 checksum (str)
        :raises IOError: when **package** file does not exist
        """
        return _hashfile(open(package, "rb"), hashlib.md5())


[docs]    @classmethod
    def local_sha1(cls, package):
        """
        Computes the SHA1 checksum value on the local package file.

        :param str package:
          File-path to the package (\*.tgz) file on the local server

        :returns: SHA1 checksum (str)
        :raises IOError: when **package** file does not exist
        """
        return _hashfile(open(package, "rb"), hashlib.sha1())


[docs]    @classmethod
    def local_checksum(cls, package, algorithm="md5"):
        """
        Computes the checksum value on the local package file.

        :param str package:
          File-path to the package (\*.tgz) file on the local server
        :param str algorithm:
          The algorithm to use for computing the checksum. Valid values are:
          'md5', 'sha1', and 'sha256'. Defaults to 'md5'.

        :returns: checksum (str)
        :raises IOError: when **package** file does not exist
        """
        if algorithm == "md5":
            return cls.local_md5(package)
        elif algorithm == "sha1":
            return cls.local_sha1(package)
        elif algorithm == "sha256":
            return cls.local_sha256(package)
        else:
            raise ValueError("Unknown checksum algorithm: %s" % (algorithm))


[docs]    @classmethod
    def progress(cls, dev, report):
        """ simple progress report function """
        print(dev.hostname + ": " + report)


    # -------------------------------------------------------------------------
    # put - Copy the image onto the device
    # -------------------------------------------------------------------------

[docs]    def put(self, package, remote_path="/var/tmp", progress=None):
        """
        SCP or FTP 'put' the package file from the local server to the remote
        device.

        :param str package:
          File path to the package file on the local file system

        :param str remote_path:
          The directory on the device where the package will be copied to.

        :param func progress:
          Callback function to indicate progress.  If set to ``True``
          uses :meth:`scp._scp_progress` for basic reporting by default.
          See that class method for details.
        """
        # execute FTP when connection mode if telnet
        if hasattr(self._dev, "_mode") and self._dev._mode == "telnet":
            with FTP(self._dev) as ftp:
                ftp.put(package, remote_path)
        else:
            # execute the secure-copy with the Python SCP module
            with SCP(self._dev, progress=progress) as scp:
                scp.put(package, remote_path)


    # -------------------------------------------------------------------------
    # pkgadd - used to perform the 'request system software add ...'
    # -------------------------------------------------------------------------

[docs]    def pkgadd(self, remote_package, vmhost=False, **kvargs):
        """
        Issue the RPC equivalent of the 'request system software add' command
        or the 'request vmhost software add' command on the package.
        If vhmhost=False, the <request-package-add> RPC is used and the
        The "no-validate" options is set.  If you want to validate
        the image, do that using the specific :meth:`validate` method.
        If vmhost=True, the <request-vmhost-package-add> RPC is used.

        If you want to reboot the device, invoke the :meth:`reboot` method
        after installing the software rather than passing the ``reboot=True``
        parameter.

        :param str remote_package:
          The file-path to the install package on the remote (Junos) device.


        :param bool vhmhost:
          (Optional) A boolean indicating if this is a software update of the
          vhmhost. The default is ``vmhost=False``.

        :param dict kvargs:
          Any additional parameters to the 'request' command can
          be passed within **kvargs**, following the RPC syntax
          methodology (dash-2-underscore,etc.)

        .. warning:: Refer to the restrictions listed in :meth:`install`.
        """

        if vmhost is False:
            if isinstance(remote_package, (list, tuple)) and self._mixed_VC:
                args = dict(no_validate=True, set=remote_package)
            else:
                args = dict(no_validate=True, package_name=remote_package)
            args.update(kvargs)
            rsp = self.rpc.request_package_add(**args)
        else:
            rsp = self.rpc.request_vmhost_package_add(
                package_name=remote_package, **kvargs
            )

        return self._parse_pkgadd_response(rsp)


    # -------------------------------------------------------------------------
    # pkgaddNSSU - used to perform NSSU upgrade
    # -------------------------------------------------------------------------

[docs]    def pkgaddNSSU(self, remote_package, **kvargs):
        """
        Issue the 'request system software nonstop-upgrade' command on the
        package.

        :param str remote_package:
          The file-path to the install package on the remote (Junos) device.
        """

        rsp = self.rpc.request_package_nonstop_upgrade(
            package_name=remote_package, **kvargs
        )
        return self._parse_pkgadd_response(rsp)


    # -------------------------------------------------------------------------
    # pkgaddISSU - used to perform ISSU upgrade
    # -------------------------------------------------------------------------

[docs]    def pkgaddISSU(self, remote_package, vmhost=False, **kvargs):
        """
        Issue the RPC equivalent of the
        'request system software in-service-upgrade' command
        or the 'request vmhost software in-service-upgrade' command on the
        package. If vhmhost=False, the <request-package-in-service-upgrade>
        RPC is used. If vmhost=True, the
        <request-vmhost-package-in-service-upgrade> RPC is used.

        :param str remote_package:
          The file-path to the install package on the remote (Junos) device.


        :param bool vmhost:
          (Optional) A boolean indicating if this is a software update of the
          vhmhost. The default is ``vmhost=False``.
        """

        if vmhost is False:
            rsp = self.rpc.request_package_in_service_upgrade(
                package_name=remote_package, **kvargs
            )
        else:
            rsp = self.rpc.request_vmhost_package_in_service_upgrade(
                package_name=remote_package, **kvargs
            )
        return self._parse_pkgadd_response(rsp)


    def _parse_pkgadd_response(self, rsp):
        got = rsp.getparent()
        # If <package-result> is not present, then assume success.
        # That is, assume <package-result>0</package-result>
        rc = 0
        package_result = got.findtext("package-result")
        if package_result is None:
            self.log(
                "software pkgadd response is missing package-result "
                "element. Assuming success."
            )
        else:
            for result in got.findall("package-result"):
                rc += int(result.text.strip())
        output_msg = "\n".join(
            [i.text for i in got.findall("output") if i.text is not None]
        )
        self.log("software pkgadd package-result: %s\nOutput: %s" % (rc, output_msg))
        return rc == 0, output_msg

    # -------------------------------------------------------------------------
    # validate - perform 'request' operation to validate the package
    # -------------------------------------------------------------------------

[docs]    def validate(self, remote_package, issu=False, nssu=False, **kwargs):
        """
        Issues the 'request' operation to validate the package against the
        config.

        :returns:
            * ``True`` if validation passes. i.e return code (rc) value is 0
            * * ``False`` otherwise
        """
        if nssu and not self._issu_nssu_requirement_validation():
            return False
        if issu:
            if not self._issu_requirement_validation():
                return False
            rsp = self.rpc.check_in_service_upgrade(
                package_name=remote_package, **kwargs
            ).getparent()
        else:
            rsp = self.rpc.request_package_validate(
                package_name=remote_package, **kwargs
            ).getparent()
        rc = int(rsp.findtext("package-result"))
        output_msg = "\n".join(
            [i.text for i in rsp.findall("output") if i.text is not None]
        )
        self.log("software validate package-result: %s\nOutput: %s" % (rc, output_msg))
        return 0 == rc


    def _issu_requirement_validation(self):
        """
        Checks:
            * The master Routing Engine and backup Routing Engine must be
                running the same software version before you can perform a
                unified ISSU.
            * Check GRES is enabled
            * Check NSR is enabled
            * Check commit synchronize is enabled
            * Verify that NSR is configured on the master Routing Engine
                by using the "show task replication" command.
            * Verify that GRES is enabled on the backup Routing Engine
                by using the show system switchover command.

        :returns:
            * ``True`` if validation passes.
            * * ``False`` otherwise
        """
        self.log(
            "ISSU requirement validation: The master Routing Engine and\n"
            "backup Routing engine must be running the same software\n"
            "version before you can perform a unified ISSU."
        )
        if not (
            self._dev.facts["2RE"]
            and self._dev.facts["version_RE0"] == self._dev.facts["version_RE1"]
        ):
            self.log(
                "Requirement FAILED: The master Routing Engine (%s) and\n"
                "backup Routing Engine (%s) must be running the same\n"
                "software version before it can perform a unified ISSU"
                % (self._dev.facts["version_RE0"], self._dev.facts["version_RE1"])
            )
            return False
        if not self._issu_nssu_requirement_validation():
            return False
        self.log(
            "Verify that GRES is enabled on the backup Routing Engine\n"
            'by using the command "show system switchover"'
        )
        output = ""
        try:
            op = self._dev.rpc.request_shell_execute(
                routing_engine="backup", command="cli show system switchover"
            )
            if op.findtext(".//switchover-state", default="").lower() == "on":
                self.log("Graceful switchover status is On")
                return True
            output = op.findtext(".//output", default="")
        except RpcError:
            # request-shell-execute rpc is not available for <14.1
            with StartShell(self._dev) as ss:
                ss.run("cli", "> ", timeout=5)
                if ss.run("request routing-engine " "login other-routing-engine")[0]:
                    # depending on user permission, prompt will go to either
                    # cli or shell, below line of code prompt will finally end
                    # up in cli mode
                    ss.run("cli", "> ", timeout=5)
                    data = ss.run("show system switchover", "> ", timeout=5)
                    output = data[1]
                    ss.run("exit")
                else:
                    self.log(
                        "Requirement FAILED: Not able run " '"show system switchover"'
                    )
                    return False
        gres_status = re.search(r"Graceful switchover: (\w+)", output, re.I)
        if not (gres_status is not None and gres_status.group(1).lower() == "on"):
            self.log("Requirement FAILED: Graceful switchover status " "is not On")
            return False
        self.log("Graceful switchover status is On")
        return True

    def _issu_nssu_requirement_validation(self):
        """
        Checks:
            * Check GRES is enabled
            * Check NSR is enabled
            * Check commit synchronize is enabled
            * Verify that NSR is configured on the master Routing Engine
                by using the "show task replication" command.

        :returns:
            * ``True`` if validation passes.
            * * ``False`` otherwise
        """
        self.log("Checking GRES configuration")
        conf = self._dev.rpc.get_config(
            filter_xml=etree.XML(
                """
                   <configuration>
                       <chassis>
                           <redundancy>
                               <graceful-switchover/>
                           </redundancy>
                       </chassis>
                   </configuration>"""
            ),
            options={
                "database": "committed",
                "inherit": "inherit",
                "commit-scripts": "apply",
            },
        )
        if conf.find("chassis/redundancy/graceful-switchover") is None:
            self.log("Requirement FAILED: GRES is not Enabled " "in configuration")
            return False
        self.log("Checking commit synchronize configuration")
        conf = self._dev.rpc.get_config(
            filter_xml=etree.XML(
                """
            <configuration>
                <system>
                    <commit>
                        <synchronize/>
                    </commit>
                </system>
            </configuration>"""
            ),
            options={
                "database": "committed",
                "inherit": "inherit",
                "commit-scripts": "apply",
            },
        )
        if conf.find("system/commit/synchronize") is None:
            self.log(
                "Requirement FAILED: commit synchronize is not "
                "Enabled in configuration"
            )
            return False
        self.log("Checking NSR configuration")
        conf = self._dev.rpc.get_config(
            filter_xml=etree.XML(
                """
                   <configuration>
                       <routing-options>
                           <nonstop-routing/>
                       </routing-options>
                   </configuration>
                   """
            ),
            options={
                "database": "committed",
                "inherit": "inherit",
                "commit-scripts": "apply",
            },
        )
        if conf.find("routing-options/nonstop-routing") is None:
            self.log("Requirement FAILED: NSR is not Enabled in configuration")
            return False
        self.log(
            "Verifying that GRES status on the current Routing Engine "
            'is Enabled by using the "show task replication" command.'
        )
        op = self._dev.rpc.get_routing_task_replication_state()
        if not (
            op.findtext("task-gres-state") == "Enabled"
            and op.findtext("task-re-mode") == "Master"
        ):
            self.log(
                "Requirement FAILED: Either Stateful Replication is not "
                "Enabled or RE mode\nis not Master"
            )
            return False
        return True

[docs]    def remote_checksum(self, remote_package, timeout=300, algorithm="md5"):
        """
        Computes a checksum of the remote_package file on the remote device.

        :param str remote_package:
          The file-path on the remote Junos device
        :param int timeout:
          The amount of time (seconds) before declaring an RPC timeout.
          The default RPC timeout is generally around 30 seconds.  So this
          :timeout: value will be used in the context of the checksum process.
          Defaults to 5 minutes (5*60=300)
        :param str algorithm:
          The algorithm to use for computing the checksum. Valid values are:
          'md5', 'sha1', and 'sha256'. Defaults to 'md5'.

        :returns:
            * The checksum string
            * ``None`` when the **remote_package** is not found.

        :raises RpcError: RPC errors other than **remote_package** not found.
        """
        kwargs = {"path": remote_package, "dev_timeout": timeout, "normalize": True}
        try:
            if algorithm == "md5":
                rsp = self.rpc.get_checksum_information(**kwargs)
            elif algorithm == "sha1":
                rsp = self.rpc.get_sha1_checksum_information(**kwargs)
            elif algorithm == "sha256":
                rsp = self.rpc.get_sha256_checksum_information(**kwargs)
            else:
                raise ValueError("Unknown checksum algorithm: %s" % (algorithm))
            return rsp.findtext(".//checksum")
        except RpcError as e:
            if "No such file or directory" in getattr(e, "message", ""):
                return None
            else:
                raise


    # -------------------------------------------------------------------------
    # safe_copy - copies the package and performs checksum
    # -------------------------------------------------------------------------

[docs]    def safe_copy(
        self,
        package,
        remote_path="/var/tmp",
        progress=None,
        cleanfs=True,
        cleanfs_timeout=300,
        checksum=None,
        checksum_timeout=300,
        checksum_algorithm="md5",
        force_copy=False,
    ):
        """
        Copy the install package safely to the remote device.  By default
        this means to clean the filesystem to make space, perform the
        secure-copy, and then verify the checksum.

        :param str package:
            file-path to package on local filesystem
        :param str remote_path:
            file-path to directory on remote device
        :param func progress:
            call-back function for progress updates. If set to ``True`` uses
            :meth:`sw.progress` for basic reporting by default.
        :param bool cleanfs:
            When ``True`` (default) perform a
            "request system storage cleanup" on the device.
        :param int cleanfs_timeout:
            Number of seconds (default 300) to wait for the
            "request system storage cleanup" to complete.
        :param str checksum:
            This is the checksum string as computed on the local system.
            This value will be used to compare the checksum on the
            remote Junos device.
        :param int checksum_timeout:
            Number of seconds (default 300) to wait for the calculation of the
            checksum on the remote Junos device.
        :param str checksum_algorithm:
            The algorithm to use for computing the checksum. Valid values are:
            'md5', 'sha1', and 'sha256'. Defaults to 'md5'.
        :param bool force_copy:
            When ``True`` perform the copy even if the package is already
            present at the remote_path on the device. When ``False`` (default)
            if the package is already present at the remote_path, and the local
            checksum matches the remote checksum, then skip the copy to
            optimize time.

        :returns:
            * ``True`` when the copy was successful
            * ``False`` otherwise
        """

        def _progress(report):
            if progress is True:
                self.progress(self._dev, report)
            elif callable(progress):
                progress(self._dev, report)

        if checksum is None:
            _progress("computing checksum on local package: %s" % (package))
            try:
                checksum = SW.local_checksum(package, algorithm=checksum_algorithm)
            except IOError:
                _progress(
                    "error computing checksum on local package: %s. "
                    "Ensure the local package exists." % (package)
                )
                return False

        if checksum is None:
            _progress(
                "Unable to calculate the checksum on local package: %s." % (package)
            )
            return False

        if cleanfs is True:
            _progress("cleaning filesystem ...")
            try:
                self.rpc.request_system_storage_cleanup(dev_timeout=cleanfs_timeout)
            except RpcError as err:
                _progress("Problem cleaning filesystem: %s" % (str(err)))
                return False

        # Calculate the remote package name.
        remote_package = remote_path + "/" + path.basename(package)

        remote_checksum = None
        # Check to see if the package file already exists on the remote
        # device by trying to get the checksum.
        if force_copy is False:
            _progress(
                "before copy, computing checksum on remote package: %s" % remote_package
            )
            remote_checksum = self.remote_checksum(
                remote_package, timeout=checksum_timeout, algorithm=checksum_algorithm
            )

        if remote_checksum != checksum:
            # Need to copy the file.
            self.put(package, remote_path=remote_path, progress=progress)

            # Now validate checksum of the recently copied file.
            _progress(
                "after copy, computing checksum on remote package: %s" % remote_package
            )
            remote_checksum = self.remote_checksum(
                remote_package, timeout=checksum_timeout, algorithm=checksum_algorithm
            )

        if remote_checksum != checksum:
            _progress("checksum check failed.")
            return False

        _progress("checksum check passed.")
        return True


    # -------------------------------------------------------------------------
    # install - complete installation process, but not reboot
    # -------------------------------------------------------------------------

[docs]    def install(
        self,
        package=None,
        pkg_set=None,
        remote_path="/var/tmp",
        progress=None,
        validate=False,
        checksum=None,
        cleanfs=True,
        no_copy=False,
        issu=False,
        nssu=False,
        timeout=1800,
        cleanfs_timeout=300,
        checksum_timeout=300,
        checksum_algorithm="md5",
        force_copy=False,
        all_re=True,
        vmhost=False,
        **kwargs
    ):
        """
        Performs the complete installation of the **package** that includes the
        following steps:

        1. If :package: is a URL, or :no_copy: is True, skip to step 8.
        2. computes the checksum of :package: or :pgk_set: on the local host
           if :checksum: was not provided.
        3. performs a storage cleanup on the remote Junos device if :cleanfs:
           is ``True``
        4. Attempts to compute the checksum of the :package: filename in the
           :remote_path: directory of the remote Junos device if the
           :force_copy: argument is ``False``
        5. SCP or FTP copies the :package: file from the local host to the
           :remote_path: directory on the remote Junos device under any of the
           following conditions:

           a) The :force_copy: argument is ``True``
           b) The :package: filename doesn't already exist in the
              :remote_path: directory of the remote Junos device.
           c) The checksum computed in step 2 does not match the checksum
              computed in step 4.
        6. If step 5 was executed, computes the checksum of the :package:
           filename in the :remote_path: directory of the remote Junos device.
        7. Validates the checksum computed in step 2 matches the checksum
           computed in step 6.
        8. validates the package if :validate: is True
        9. installs the package

        .. warning:: This process has been validated on the following
                     deployments.

                      Tested:

                      * Single RE devices (EX, QFX, MX, SRX).
                      * MX dual-RE
                      * EX virtual-chassis when all same HW model
                      * QFX virtual-chassis when all same HW model
                      * QFX/EX mixed virtual-chassis
                      * Mixed mode VC

                      Known Restrictions:

                      * SRX cluster
                      * MX virtual-chassis

        You can get a progress report on this process by providing a
        **progress** callback.

        .. note:: You will need to invoke the :meth:`reboot` method explicitly
                   to reboot the device.

        :param str package:
          Either the full file path to the install package tarball on the local
          (PyEZ host's) filesystem OR a URL (from the target device's
          perspcective) from which the device retrieves installed. When the
          value is a URL, then the :no_copy: and :remote_path: values are
          unused. The acceptable formats for a URL value may be found at:
          https://www.juniper.net/documentation/en_US/junos/topics/concept/junos-software-formats-filenames-urls.html

        :param list pkg_set:
          A list/tuple of :package: values which will be installed on a mixed
          VC setup.

        :param str remote_path:
          If the value of :package: or :pkg_set: is a file path on the local
          (PyEZ host's) filesystem, then the image is copied from the local
          filesystem to the :remote_path: directory on the target Junos
          device. The default is ``/var/tmp``. If the value of :package: or
          :pkg_set: is a URL, then the value of :remote_path: is unused.

        :param func progress:
          If provided, this is a callback function with a function prototype
          given the Device instance and the report string::

            def myprogress(dev, report):
              print "host: %s, report: %s" % (dev.hostname, report)

          If set to ``True``, it uses :meth:`sw.progress`
          for basic reporting by default.

        :param bool validate:
          When ``True`` this method will perform a config validation against
          the new image

        :param str checksum:
          hexdigest of the package file. If this is not provided, then this
          method will perform the calculation. If you are planning on using the
          same image for multiple updates, you should consider using the
          :meth:`local_checksum` method to pre calculate this value and then
          provide to this method.

        :param bool cleanfs:
          When ``True`` will perform a 'storage cleanup' before copying the
          file to the device.  Default is ``True``.

        :param bool no_copy:
          When the value of :package: or :pkg_set is not a URL, and the value
          of :no_copy: is ``True`` the software package will not be copied to
          the device and is presumed to already exist on the :remote_path:
          directory of the target Junos device. When the value of :no_copy: is
          ``False`` (the default), then the package is copied from the local
          PyEZ host to the :remote_path: directory of the target Junos device.
          If the value of :package: or :pkg_set: is a URL, then the value of
          :no_copy: is unused.

        :param bool issu:
          (Optional) When ``True`` allows unified in-service software upgrade
          (ISSU) feature enables you to upgrade between two different Junos OS
          releases with no disruption on the control plane and with minimal
          disruption of traffic.

        :param bool nssu:
          (Optional) When ``True`` allows nonstop software upgrade (NSSU)
          enables you to upgrade the software running on a Juniper Networks
          EX Series Virtual Chassis or a Juniper Networks EX Series Ethernet
          Switch with redundant Routing Engines with a single command and
          minimal disruption to network traffic.

        :param int timeout:
          (Optional) The amount of time (seconds) to wait for the
          :package: installation to complete before declaring an RPC
          timeout.  This argument was added since most of the time the
          "package add" RPC takes a significant amount of time.  The default
          RPC timeout is 30 seconds.  So this :timeout: value will be
          used in the context of the SW installation process.  Defaults to
          30 minutes (30*60=1800)

        :param int cleanfs_timeout:
          (Optional) Number of seconds (default 300) to wait for the
          "request system storage cleanup" to complete.

        :param int checksum_timeout:
          (Optional) Number of seconds (default 300) to wait for the
          calculation of the checksum on the remote Junos device.
        :param str checksum_algorithm:
          (Optional) The algorithm to use for computing the checksum.
          Valid values are: 'md5', 'sha1', and 'sha256'. Defaults to 'md5'.

        :param bool force_copy:
          (Optional) When ``True`` perform the copy even if :package: is
          already present at the :remote_path: directory on the remote Junos
          device. When ``False`` (default) if the :package: is already present
          at the :remote_path:, AND the local checksum matches the remote
          checksum, then skip the copy to optimize time.

        :param bool all_re:
          (Optional) When ``True`` (default) install the package on
          all Routing Engines of the Junos device. When ``False`` perform
          the software install only on the current Routing Engine.

        :param bool vmhost:
          (Optional) A boolean indicating if this is a software update of the
          vhmhost. The default is ``vmhost=False``.

        :param kwargs **kwargs:
          (Optional) Additional keyword arguments are passed through to the
          "package add" RPC.

        :returns: tuple(<status>, <msg>)
            * status : ``True`` when the installation is successful and ``False`` otherwise
            * msg : msg received as response or error message created
        """
        if issu is True and nssu is True:
            raise TypeError("install function can either take issu or nssu not both")
        elif (issu is True or nssu is True) and (
            self._multi_RE is not True and self._single_re_issu is not True
        ):
            raise TypeError("ISSU/NSSU requires Multi RE setup")

        def _progress(report):
            if progress is True:
                self.progress(self._dev, report)
            elif callable(progress):
                progress(self._dev, report)

        self.log = _progress

        # ---------------------------------------------------------------------
        # Before doing anything, Do check if any pending install exists.
        # ---------------------------------------------------------------------
        try:
            pending_install = self._dev.rpc.request_package_checks_pending_install()
            msg = pending_install.text
            if (
                msg
                and msg.strip() != ""
                and pending_install.getparent().findtext("package-result").strip()
                == "1"
            ):
                _progress(msg)
                return False
        except RpcError:
            _progress(
                "request-package-checks-pending-install rpc is not "
                "supported on given device"
            )
        except Exception as ex:
            _progress("check pending install failed with exception: %s" % ex)
            # Continue with software installation

        # ---------------------------------------------------------------------
        # perform a 'safe-copy' of the image to the remote device
        # ---------------------------------------------------------------------

        if package is None and pkg_set is None:
            raise TypeError(
                "install() requires either the package or pkg_set argument."
            )

        remote_pkg_set = []
        if (sys.version < "3" and isinstance(package, (str, unicode))) or isinstance(
            package, str
        ):
            pkg_set = [package]
        if isinstance(pkg_set, (list, tuple)) and len(pkg_set) > 0:
            for pkg in pkg_set:
                parsed_url = urlparse(pkg)
                if parsed_url.scheme == "":
                    if no_copy is False:
                        # To disable cleanfs after 1st iteration
                        cleanfs = cleanfs and pkg_set.index(pkg) == 0
                        copy_ok = self.safe_copy(
                            pkg,
                            remote_path=remote_path,
                            progress=progress,
                            cleanfs=cleanfs,
                            checksum=checksum,
                            cleanfs_timeout=cleanfs_timeout,
                            checksum_timeout=checksum_timeout,
                            checksum_algorithm=checksum_algorithm,
                            force_copy=force_copy,
                        )
                        if copy_ok is False:
                            return False, "Package %s couldn't be copied" % pkg
                    pkg = remote_path + "/" + path.basename(pkg)

                remote_pkg_set.append(pkg)
        else:
            raise ValueError("proper value for either package or pkg_set is missing")
        # ---------------------------------------------------------------------
        # at this point, the file exists on the remote device
        # or will be loaded directly from a URL.
        # ---------------------------------------------------------------------

        if len(remote_pkg_set) == 1:
            remote_package = remote_pkg_set[0]
            # validate can't be used in the case of a Mixed VC
            # With vmhost=True, validate is handled in the package add.
            if validate is True:
                if self._mixed_VC is False and vmhost is not True:
                    _progress(
                        "validating software against current config,"
                        " please be patient ..."
                    )
                    v_ok = self.validate(
                        remote_package, issu, nssu, dev_timeout=timeout
                    )
                    if v_ok is not True:
                        return v_ok, "Package validation failed"
            else:
                if vmhost is True:
                    # Need to pass the no_validate option via kwargs.
                    kwargs.update({"no_validate": True})

            if issu is True:
                _progress("ISSU: installing software ... please be patient ...")
                return self.pkgaddISSU(
                    remote_package, vmhost=vmhost, dev_timeout=timeout, **kwargs
                )
            elif nssu is True:
                _progress("NSSU: installing software ... please be patient ...")
                return self.pkgaddNSSU(remote_package, dev_timeout=timeout, **kwargs)
            elif self._multi_RE is False or all_re is False:
                # simple case of single RE upgrade.
                _progress("installing software ... please be patient ...")
                add_ok = self.pkgadd(
                    remote_package, vmhost=vmhost, dev_timeout=timeout, **kwargs
                )
                return add_ok
            else:
                # we need to update multiple devices
                if self._multi_VC is True:
                    ok = True, ""
                    # extract the VC number out of the _RE_list
                    vc_members = [re.search("(\d+)", x).group(1) for x in self._RE_list]
                    for vc_id in vc_members:
                        _progress(
                            "installing software on VC member: {} ... please "
                            "be patient ...".format(vc_id)
                        )
                        bool_ret, msg = self.pkgadd(
                            remote_package,
                            vmhost=vmhost,
                            member=vc_id,
                            dev_timeout=timeout,
                            **kwargs
                        )
                        ok = ok[0] and bool_ret, ok[1] + "\n" + msg
                    return ok
                else:
                    # then this is a device with two RE that supports the "re0"
                    # and "re1" options to the command (M, MX tested only)
                    _progress("installing software on RE0 ... please be patient ...")
                    ok = self.pkgadd(
                        remote_package,
                        vmhost=vmhost,
                        re0=True,
                        dev_timeout=timeout,
                        **kwargs
                    )
                    _progress("installing software on RE1 ... please be patient ...")
                    bool_ret, msg = self.pkgadd(
                        remote_package,
                        vmhost=vmhost,
                        re1=True,
                        dev_timeout=timeout,
                        **kwargs
                    )
                    ok = ok[0] and bool_ret, ok[1] + "\n" + msg
                    return ok

        elif len(remote_pkg_set) > 1 and self._mixed_VC:
            _progress("installing software ... please be patient ...")
            add_ok = self.pkgadd(
                remote_pkg_set, vmhost=vmhost, dev_timeout=timeout, **kwargs
            )
            return add_ok


    def _system_operation(
        self, cmd, in_min=0, at=None, all_re=True, other_re=False, vmhost=False
    ):
        """
        Send the rpc for actions like shutdown, reboot, halt  with optional
        delay (in minutes) or at a specified date and time.

        :param int in_min: time (minutes) before rebooting/shutting down the device.

        :param str at: date and time the reboot should take place. The
            string must match the junos cli reboot/poweroff/halt syntax

        :param bool all_re: In case of dual re or VC setup, function by default
            will reboot/shutdown all. If all is False will only reboot/shutdown connected device

        :param str on_node: In case of linux based device, function will by default
            reboot the whole device. If any specific node is mentioned,
            reboot will be performed on mentioned node

        :param str other_re: If the system has dual Routing Engines and this option is C(true),
            then the action is performed on the other REs in the system.

        :param bool vmhost:
            (Optional) A boolean indicating to run 'request vmhost reboot'.
            The default is ``vmhost=False``.

        :returns:
            * rpc response message (string) if command successful

        :raises RpcError: when command is not successful.
        """
        if other_re is True:
            if self._dev.facts["2RE"]:
                cmd = E("other-routing-engine")
        elif all_re is True:
            if self._multi_RE is True and vmhost is True:
                cmd.append(E("routing-engine", "both"))
            elif self._multi_RE is True and self._multi_VC is False:
                cmd.append(E("both-routing-engines"))
            elif self._mixed_VC is True:
                cmd.append(E("all-members"))
        if in_min >= 0 and at is None:
            cmd.append(E("in", str(in_min)))
        elif at is not None:
            cmd.append(E("at", str(at)))
        try:
            rsp = self.rpc(cmd, ignore_warning=True, normalize=True)
            if self._dev.facts["_is_linux"]:
                got = rsp.text
            else:
                got = rsp.getparent().findtext(".//request-reboot-status")
                if got is None:
                    # On some platforms stopping/rebooting
                    # REs produces <output> messages and
                    # <request-reboot-status> messages.
                    output_msg = "\n".join(
                        [
                            i.text
                            for i in rsp.getparent().xpath("//output")
                            if i.text is not None
                        ]
                    )
                    if output_msg is not "":
                        got = output_msg
            return got
        except Exception as err:
            raise err

    # -------------------------------------------------------------------------
    # reboot - system reboot
    # -------------------------------------------------------------------------
[docs]    def reboot(
        self, in_min=0, at=None, all_re=True, on_node=None, vmhost=False, other_re=False
    ):
        """
        Perform a system reboot, with optional delay (in minutes) or at
        a specified date and time.

        If the device is equipped with dual-RE, then both RE will be
        rebooted.  This code also handles EX/QFX VC.

        :param int in_min: time (minutes) before rebooting the device.

        :param str at: date and time the reboot should take place. The
            string must match the junos cli reboot syntax

        :param bool all_re: In case of dual re or VC setup, function by default
            will reboot all. If all is False will only reboot connected device

        :param str on_node: In case of linux based device, function will by default
            reboot the whole device. If any specific node is mentioned,
            reboot will be performed on mentioned node

        :param bool vmhost:
            (Optional) A boolean indicating to run 'request vmhost reboot'.
            The default is ``vmhost=False``.

        :param str other_re: If the system has dual Routing Engines and this option is C(true),
            then the action is performed on the other REs in the system.

        :returns:
            * reboot message (string) if command successful
        """
        if self._dev.facts["_is_linux"]:
            if on_node is None:
                cmd = E("request-shutdown-reboot")
            else:
                cmd = E("request-node-reboot")
                cmd.append(E("node", on_node))
        elif vmhost is True:
            cmd = E("request-vmhost-reboot")
        else:
            cmd = E("request-reboot")

        try:
            return self._system_operation(cmd, in_min, at, all_re, other_re, vmhost)
        except RpcTimeoutError as err:
            raise err
        except Exception as err:
            raise err


    # -------------------------------------------------------------------------
    # poweroff - system shutdown
    # -------------------------------------------------------------------------
[docs]    def poweroff(self, in_min=0, at=None, on_node=None, all_re=True, other_re=False):
        """
        Perform a system shutdown, with optional delay (in minutes) .

        If the device is equipped with dual-RE, then both RE will be
        shut down.  This code also handles EX/QFX VC.

        :param int in_min: time (minutes) before shutting down the device.

        :param str at: date and time the poweroff should take place. The
            string must match the junos cli poweroff syntax

        :param str on_node: In case of linux based device, function will by default
            shutdown the whole device. If any specific node is mentioned,
            shutdown will be performed on mentioned node

        :param bool all_re: In case of dual re or VC setup, function by default
            will shutdown all. If all is False will only shutdown connected device

        :param str other_re: If the system has dual Routing Engines and this option is C(true),
            then the action is performed on the other REs in the system.

        :returns:
            * power-off message (string) if command successful

        :raises RpcError: when command is not successful.

        .. todo:: need to better handle the exception event.
        """
        if self._dev.facts["_is_linux"]:
            if on_node is None:
                cmd = E("request-shutdown-power-off")
            else:
                cmd = E("request-node-power-off")
                cmd.append(E("node", on_node))
        else:
            cmd = E("request-power-off")
        try:
            return self._system_operation(
                cmd, in_min, at, all_re, other_re, vmhost=False
            )
        except Exception as err:
            if err.rsp.findtext(".//error-severity") != "warning":
                raise err


    # -------------------------------------------------------------------------
    # halt - system halt
    # -------------------------------------------------------------------------
[docs]    def halt(self, in_min=0, at=None, all_re=True, other_re=False):
        """
        Perform a system halt, with optional delay (in minutes) or at
        a specified date and time.

        :param int in_min: time (minutes) before halting the device.

        :param str at: date and time the halt should take place. The
            string must match the junos cli reboot syntax

        :param bool all_re: In case of dual re or VC setup, function by default
            will halt all. If all is False will only halt connected device

        :param str other_re: If the system has dual Routing Engines and this option is C(true),
            then the action is performed on the other REs in the system.

        :returns:
            * rpc response message (string) if command successful
        """
        if self._dev.facts["_is_linux"]:
            cmd = E("request-shutdown-halt")
        else:
            cmd = E("request-halt")

        try:
            return self._system_operation(
                cmd, in_min, at, all_re, other_re, vmhost=False
            )
        except Exception as err:
            raise err


[docs]    def zeroize(self, all_re=False, media=None):
        """
        Restore the system (configuration, log files, etc.) to a
        factory default state. This is the equivalent of the
        C(request system zeroize) CLI command.

        :param bool all_re: In case of dual re or VC setup, function by default
            will halt all. If all is False will only halt connected device

        :param str media: Overwrite media when performing the zeroize operation.

        :returns:
            * rpc response message (string) if command successful
        """
        cmd = E("request-system-zeroize")
        if all_re is False:
            if self._dev.facts["2RE"]:
                cmd = E("local")
            if media is True:
                cmd = E("media")

        # initialize an empty output message
        output_msg = ""

        try:
            # For zeroize we don't get a response similar to reboot, shutdown.
            # The response may come as a warning message only.
            # Code is added here to extract the warning message and append it.
            # Don't pass ignore warning true and handle the warning here.
            rsp = self.rpc(cmd, normalize=True)
        except RpcError as ex:
            if hasattr(ex, "xml"):
                if hasattr(ex, "errs"):
                    errors = ex.errs
                else:
                    errors = [ex]
                for err in errors:
                    if err.get("severity", "") != "warning":
                        # Not a warning (probably an error).
                        raise ex
                    output_msg += err.get("message", "") + "\n"
                rsp = ex.xml.getroottree().getroot()
                # 1) A normal response has been run through the XSLT
                #    transformation, but ex.xml has not. Do that now.
                encode = None if sys.version < "3" else "unicode"
                rsp = NCElement(
                    etree.tostring(rsp, encoding=encode), self._dev.transform()
                )._NCElement__doc
                # 2) Now remove all of the <rpc-error> elements from
                #    the response. We've already confirmed they are all warnings
                rsp = etree.fromstring(str(JXML.strip_rpc_error_transform(rsp)))
            else:
                # ignore_warning was false, or an RPCError which doesn't have
                #  an XML attribute. Raise it up for the caller to deal with.
                raise ex
        except Exception as err:
            raise err

        # safety check added in case the rpc-reply for zeroize doesn't have message
        # This scenario is not expected.
        if isinstance(rsp, bool):
            return "zeroize initiated with no message"

        output_msg += "\n".join(
            [i.text for i in rsp.xpath("//message") if i.text is not None]
        )
        return output_msg


    # -------------------------------------------------------------------------
    # rollback - clears the install request
    # -------------------------------------------------------------------------

[docs]    def rollback(self):
        """
        Issues the 'request' command to do the rollback and returns the string
        output of the results.

        :returns:
            Rollback results (str)
        """
        rsp = self.rpc.request_package_rollback()
        fail_list = ["Cannot rollback", "rollback aborted"]
        multi = rsp.xpath("//multi-routing-engine-item")
        if multi:
            rsp = {}
            for x in multi:
                re = x.findtext("re-name")
                output = x.findtext("output")
                if any(x in output for x in fail_list):
                    raise SwRollbackError(re=re, rsp=output)
                else:
                    rsp[re] = output
            return str(rsp)
        else:
            output = rsp.xpath("//output")[0].text
            if any(x in output for x in fail_list):
                raise SwRollbackError(rsp=output)
            else:
                return output


    # -------------------------------------------------------------------------
    # inventory - file info on current and rollback packages
    # -------------------------------------------------------------------------

    @property
    def inventory(self):
        """
        Returns dictionary of file listing information for current and rollback
        Junos install packages. This information comes from the /packages
        directory.

        .. warning:: Experimental method; may not work on all platforms.  If
                     you find this not working, please report issue.
        """
        from jnpr.junos.utils.fs import FS

        fs = FS(self.dev)
        pkgs = fs.ls("/packages")
        return dict(
            current=pkgs["files"].get("junos"), rollback=pkgs["files"].get("junos.old")
        )





          

      

      

    

  

    
      
          
            
  Source code for jnpr.junos.utils.util

"""
Junos PyEZ Utility Base Class
"""


[docs]class Util(object):
    """
    Base class for all utility classes
    """

[docs]    def __init__(self, dev):
        self._dev = dev


    def __repr__(self):
        return "jnpr.junos.utils.%s(%s)" % (self.__class__.__name__, self._dev.hostname)

    # -------------------------------------------------------------------------
    # property: dev
    # -------------------------------------------------------------------------

    @property
    def dev(self):
        """
        :returns: the Device object
        """
        return self._dev

    @dev.setter
    def dev(self, value):
        """ read-only property """
        raise RuntimeError("read-only: dev")

    # -------------------------------------------------------------------------
    # property: rpc
    # -------------------------------------------------------------------------

    @property
    def rpc(self):
        """
        :returns: Device RPC meta object
        """
        return self._dev.rpc

    @rpc.setter
    def rpc(self, value):
        """ read-only property """
        raise RuntimeError("read-only: rpc")
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